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Вступ

        Практикум призначений для аудиторної та самостійної роботи студентів напряму 6.050103 “Програмна інженерія”, але також може бути використаний усіма, хто бажає покращити свої знання з англійської мови в галузі інформаційних технологій та комп’ютерних наук. Метою практикуму є підготувати студентів до роботи з оригінальною літературою за професійним спрямуванням.
        Практикум складається з трьох розділів-блоків (“Malicious Software”, “Software Security”, “Data Security”), що відповідають темам, передбаченим робочою навчальною програмою з англійської мови. Блоки практикуму охоплюють матеріал з тем, лексичні, граматичні та фонетичні вправи, орієнтовані на поступове засвоєння матеріалу. Кожний розділ містить інформативні тексти для усного та письмового перекладу, вокабуляр англійських термінів та найбільш вживаних слів з перекладом на українську мову. 

        Підібраний комплекс вправ сприяє вивченню активної лексики з тем, формує навички розуміння загального змісту тексту, допомагає знаходити відповіді на поставлені завдання, готувати повідомлення англійською мовою.

        Робота над практикумом дозволить студентам добре орієнтуватися в спеціалізованій літературі та сформувати навички, необхідні для успішного вивчення іноземної мови.
UNIT I. MALICIOUS SOFTWARE

     Exercise 1.  Memorize the following words and word combinations:
vulnerability – вразливість, чутливість, слабке місце
secure – охороняти, захищати, забезпечувати, гарантувати
threat – загроза, небезпека
exploit – засіб (програма) атаки
eavesdropping – підслуховування, перехват
social engineering – “соціальна інженерія”, соціотехніка
human error – суб’єктивна помилка, помилка оператора

take advantage (of) – скористатися (чимось)
indirect attack – непряма (опосередкована ) атака
backdoor – лазівка, потаємні двері, чорний вхід
direct access attack – атака прямого доступу
accomplishment – виконання, досягнення
chunk  of data – порція даних

denial of service attack – атака (системи) з метою порушення нормального обслуговування користувачів

bug – помилка (в програмі), дефект, збій
glitch – програмна помилка, розм. “глюк”
occur – траплятися, відбуватися

frequently  - часто

privilege – право доступу, привілей, повноваження

escalation – поширення, ескалація, ріст, загострення
ensure – гарантувати, забезпечити
release – розблокувати, випустити
fail – не вдаватися, не мати доступу
flaw – дефект
remote – віддалений, дистанційний
surreptitious – таємний
faint – слабкий
malicious – злісний, злий, шкідливий, зі злими намірами
penetrate – проникати, долати захист
carelessness –  неуважність, халатність, необережність, легковажність, недбалість, недотримання правил безпеки
deliberately – навмисне, свідомо
deceive – обманювати
deception – обман, брехня
gain unauthorized access – отримати несанкціонований доступ
render – представляти
deny – заперечувати, відмовляти (в чомусь)
guess – відгадати, вгадати
consecutive – послідовний
prevent – попереджати, запобігати, відвертати
compromise – компрометувати (займатися несанкціонованим розкриттям чи отриманням захищеної інформації)
botnet – ботнет (мережа комп’ютерів, вражених програмою, яка підтримує зв’язок з її розробниками для того, щоб надсилати пошту без запиту, атакувати вебсайти і т.д.)
flood – наповнити, затопити; повінь, потік непотрібної інформації, розм. “флуд”
target system – цільова система
thus – так, таким чином
resource exhaustion – спустошення (витрата) ресурсів
exhaust – виснажувати, вичерпувати
attack amplifier — підсилювач атак
FTP – (File Transfer Protocol) протокол передачі файлів,

           протокол  FTP
DNS – 1) Domain Name System – служба імен доменів
            2) Domain Name Server – сервер доменних імен
in order to – для того, щоб
launch – запускати , починати
commonly – зазвичай, як правило, переважно
merely – тільки, лише, просто
malfunction – несправно працювати, не спрацьовувати; несправна робота, аварійний режим
crash – зазнати аварії  (збою); аварійна відмова, збій, крах

denial-of-service – перешкоджання санкціонованому доступу, відмова в обслуговуванні
anonymize – діяти анонімно
cryptosystem – криптосистема
bypass – обходити, обхід

authentication – підтвердження автентичності,  перевірка

remote access – віддалений (дистанційний) доступ
plain text – незашифрований текст
obtain – одержувати, здобувати
attempt – пробувати, намагатися; спроба, намагання
remain undetected – залишатися невиявленим
rootkit – руткіт (програмні засоби, що приховують наслідки злому та ховають засоби, що використовують зловмисники, від антивірусного програмного забезпечення)
hook (into) – проникати (в)
fake – підробляти, дурити
keylogger – логер клавіатури (програма чи апаратний пристрій, що реєструє кожне натискання  клавіш на клавіатурі комп’ютера)
covert – таємний, невидимий, секретний
backup media – резервні носії 
key drive – флеш-пам’ять
boot – завантажувати, виконувати початкове завантаження
bootable media – завантажувальний носій
hard drive – жорсткий диск, дисковод, вінчестер
defeat – перемогти, ліквідувати, анулювати
      Exercise 2. Read and translate the text.
Vulnerabilities
      To understand the techniques for securing a computer system, it is important to first understand the various types of "attacks" that can be made against it. The threats can typically be classified into these seven categories: exploits, eavesdropping, social engineering and human error, denial of service attacks, indirect attacks, backdoors, direct access attacks.
     Exploits. An exploit (from the same word in the French language, meaning "achievement", or "accomplishment") is a piece of software, a chunk of data, or sequence of commands that take advantage of a bug, glitch or vulnerability in order to cause unintended or unanticipated behavior to occur on computer software, hardware, or something electronic (usually computerized). This frequently includes such things as gaining control of a computer system or allowing privilege escalation or a denial of service attack. Many development methodologies rely on testing to ensure the quality of any code released; this process often fails to discover extremely unusual potential exploits. The term "exploit" generally refers to small programs designed to take advantage of a software flaw that has been discovered, either remote or local. The code from the exploit program is frequently reused in Trojan horses and computer viruses. In some cases, a vulnerability can lie in certain programs' processing of a specific file type, such as a non-executable media file.
    Eavesdropping. Eavesdropping is the act of surreptitious listening to a private conversation. Even machines that operate as a closed system (i.e. with no contact to the outside world) can be eavesdropped upon via monitoring the faint electro-magnetic transmissions generated by the hardware. The FBI's proposed Carnivore program was intended to act as a system of eavesdropping protocols built into the systems of internet service providers.
     Social engineering and human error. A computer system is no more secure than the human systems responsible for its operation. Malicious individuals have regularly penetrated well-designed, secure computer systems by taking advantage of the carelessness of trusted individuals, or by deliberately deceiving them, for example sending messages that they are the system administrator and asking for passwords. This deception is known as social engineering.
    Denial of service attacks. Unlike other exploits, denial of service attacks are not used to gain unauthorized access or control of a system. They are instead designed to render it unusable. Attackers can deny service to individual victims, such as by deliberately guessing a wrong password 3 consecutive times and thus causing the victim account to be locked, or they may overload the capabilities of a machine or network and block all users at once. These types of attack are, in practice, very hard to prevent, because the behaviour of whole networks needs to be analyzed, not only the behaviour of small pieces of code. Distributed denial of service (DDoS) attacks are common, where a large number of compromised hosts (commonly referred to as "zombie computers", used as part of a botnet with, for example a worm, Trojan horse, or backdoor exploit to control them) are used to flood a target system with network requests, thus attempting to render it unusable through resource exhaustion. Another technique to exhaust victim resources is through the use of an attack amplifier — where the attacker takes advantage of poorly designed protocols on third party machines, such as FTP or DNS, in order to instruct these hosts to launch the flood. There are also common vulnerabilities in applications that cannot be used to take control over a computer, but merely make the target application malfunction or crash. This is known as a denial-of-service exploit.
    Indirect attacks. An indirect attack is an attack launched by a third party computer. By using someone else's computer to launch an attack, it becomes far more difficult to track down the actual attacker. There have also been cases when attackers took advantage of public anonymizing systems.
     Backdoors. A backdoor in a computer system (or cryptosystem or algorithm) is a method of bypassing normal authentication, securing remote access to a computer, obtaining access to plain text, and so on, while attempting to remain undetected. The backdoor may take the form of an installed program (e.g., Back Orifice), or could be a modification to an existing program or hardware device. A specific form of backdoors are rootkits, which replace system binaries and/or hook into the function calls of the operating system to hide the presence of other programs, users, services and open ports. They may also fake information about disk and memory usage.

     Direct access attacks. Common consumer devices can be used to transfer data surreptitiously. Someone who has gained access to a computer can install any type of devices to compromise security, including operating system modifications, software worms, keyloggers, and covert listening devices. The attacker can also easily download large quantities of data onto backup media, for instance CD-R/DVD-R, tape; or portable devices such as key drives, digital cameras or digital audio players. Another common technique is to boot an operating system contained on a CD-ROM or other bootable media and read the data from the hard drive(s) this way. The only way to defeat this is to encrypt the storage media and store the key separate from the system.
Exercise 3. Answer the following questions.
1. Why is it important to first understand the various types of "attacks" that can be made against a computer system? 
2. How many categories can threats typically be classified into?

3. What is an exploit? 
4. What is eavesdropping?

5. How can malicious individuals penetrate well-designed, secure computer systems?

6. What is the difference between denial of service attacks and other exploits?

7. How can attackers deny service to individual victims?

8. What are the techniques to exhaust victim’s resources? 
9. What is an indirect attack?
10. What is a backdoor in a computer system? 

11. What forms may the backdoor take?

12. What kind of devices can be installed to compromise security? 
         Exercise 4. Give Ukrainian equivalents to the following word combinations:
the techniques for securing a computer system; exploits, eavesdropping, social engineering and human error; denial of service attacks, indirect attacks, backdoors and direct access attacks; a chunk of data; to take advantage of a bug, glitch or vulnerability; in order to cause unintended or unanticipated behavior; to occur on computer software, hardware, or something electronic; gaining control of a computer system; allowing privilege escalation or a denial of service attack; to ensure the quality of any code released; to fail to discover extremely unusual potential exploits; to be frequently reused in Trojan horses and computer viruses; a vulnerability; the act of surreptitious listening to a private conversation; social engineering and human error; to penetrate the system; malicious individuals; to deliberately deceive the individuals; denial of service attacks; a large number of compromised hosts; to flood a target system with network requests, to render the system unusable through resource exhaustion; attack amplifier; to launch the flood; common vulnerabilities in applications; merely make the target application malfunction or crash; a method of bypassing normal authentication; remote access to a computer; to obtain access to plain text; to remain undetected; rootkits, which hook into the function calls of the operating system; to fake information about disk and memory usage; common consumer devices; to compromise security; software worms, keyloggers, and covert listening devices; to download large quantities of data onto backup media;  to defeat the exploit; to encrypt the storage media. 
         Exercise 5. Give English equivalents to the following word combinations:

методи   захисту  комп’ютерної    системи;  засіб  (програма)  атаки, підслуховування,  “соціальна інженерія” та  суб’єктивна    помилка; непряма (опосередкована ) атака, чорний хід та атака прямого доступу; порція даних; скористатися  збоєм, програмною помилкою чи вразливістю; спричинити непередбачувану й неочікувану поведінку; дозволяти поширення права доступу чи атаку (системи) з метою порушення нормального обслуговування користувачів; забезпечити якість будь-якого коду; таємне підслуховування приватних розмов; зловмисники; проникати (долати захист) в добре спроектовані та надійні системи; скористатися неуважністю довірених осіб; навмисне когось обманювати; отримати несанкціонований доступ; скомпрометований хост; наповнити цільову систему запитами мережі; змусити цільове програмне забезпечення несправно працювати та зазнати збою; метод обходу перевірки; забезпечувати віддалений доступ до комп’ютера; підробити інформацію про використання пам’яті; таємно передавати інформацію; компрометувати безпеку; таємні пристрої підслуховування; завантажувальні носії; зашифрувати носії інформації. 

        Exercise 6.  Match the definitions and the terms below.

1. __________ is the act of surreptitiously listening to a private conversation.
2. __________ is small programs designed to take advantage of a software flaw that has been discovered, either remote or local. 
3. __________ is a vulnerability in application that merely make the target application malfunction or crash.
4.  __________ is regular penetrating well-designed, secure computer systems by taking advantage of the carelessness of trusted individuals, or by deliberately deceiving them, for example sending messages that they are the system administrator and asking for passwords.
5. __________ is using common consumer devices to transfer data surreptitiously.
6. ___________ is a method of bypassing normal authentication, securing remote access to a computer, obtaining access to plain text, and so on, while attempting to remain undetected.
7. ____________ is an attack launched by a third party computer.
        (A direct access attack, a backdoor, an indirect attack, an exploit, eavesdropping, a denial of service exploit, social engineering).
        Exercise 7. Speak on different vulnerabilities to a computer system.

        Exercise 8. Memorize the following words and word combinations:
іnfectious malware - шкідливі програми, що вражають
сoncealment – маскування
malicious software (malware) - шкідливі програми (програмні засоби)

infiltrate - фільтрувати, пропускати через фільтр
consent – згода, дозвіл

hostile – ворожий

intrusive, annoying – набридливий, настирливий

defective – недосконалий, дефективний

legitimate - законний, серйозний, непідробний

harmful - шкідливий
bug – помилка в програмі, збій, дефект

rootkit – руткіт

spyware – програмне забезпечення, що призначення для шпигування за діями користувача
dishonest – нечесний, непорядний

adware – безкоштовний рекламний продукт, що містить рекламу; вірус, що скачує рекламу та спам
executable software – програмне забезпечення, що виконується

payload –  навантаження

accomplish – виконувати, досягати
shut down – вимикати, замикати, зупиняти
disguise – маскувати
innocuous – безпечний, нешкідливий
tempt – спокушати, зваблювати
immediately – негайно, невідкладно

dropper – піпетка, капельниця
outbreak – атака
inject – впорскувати, вводити, впускати
bundle – поставляти в комплекті

in loose terms – в загальних рисах, незрозуміло, невизначено
essential – необхідний, дуже важливий
detection – виявлення, викриття

disinfection – знезараження, дезінфекція
modify – видозмінювати

repel – відбивати, відхиляти

authentication – підтвердження автентичності, перевірка

compromise – компрометувати, дискредитувати

casual inspection – нерегулярний контроль, перевірка
      Exercise 9. Read and translate the text.

Infectious Malware and Concealment
      Malware, short for malicious software, is software designed to infiltrate a computer system without the owner's informed consent. The expression is a general term used by computer professionals to mean a variety of forms of hostile, intrusive, or annoying software or program code. The term "computer virus" is sometimes used as a catch-all phrase to include all types of malware, including true viruses.

     Software is considered malware based on the intent of the creator rather than any particular features. Malware is not the same as defective software, that is, software that has a legitimate purpose but contains harmful bugs. Malware includes computer viruses, worms, trojan horses, most rootkits, spyware, dishonest adware, and other malicious and unwanted software.     

     Infectious malware: viruses and worms. The best-known types of malware, viruses and worms, are known for the manner in which they spread, rather than any other particular behaviour. The term computer virus is used for a program that has infected some executable software and that causes that software, when run, to spread the virus to other executable software. Viruses may also contain a payload that performs other actions, often malicious. A worm, on the other hand, is a program that actively transmits itself over a network to infect other computers. It may carry a payload too.

    These definitions lead to the observation that a virus requires user intervention to spread, whereas a worm spreads automatically. Using this distinction, infections transmitted by email or Microsoft Word documents, which rely on the recipient opening a file or email to infect the system, would be classified as viruses rather than worms.

    Concealment: Trojan horses, rootkits, and backdoors.
   Trojan horses. For a malicious program to accomplish its goals, it must be able to do so without being shut down, or deleted by the user or administrator of the computer on which it is running. Concealment can also help get the malware installed in the first place. When a malicious program is disguised as something innocuous or desirable, users may be tempted to install it without knowing what it does. This is the technique of the Trojan horse or Trojan.

    In broad terms, a Trojan horse is any program that invites the user to run it, concealing a harmful or malicious payload. The payload may take effect immediately and can lead to many undesirable effects, such as deleting the user's files or further installing malicious or undesirable software. Trojan horses known as droppers are used to start off a worm outbreak, by injecting the worm into users' local networks.

    One of the most common ways that spyware is distributed is as a Trojan horse, bundled with a piece of desirable software that the user downloads from the Internet. When the user installs the software, the spyware is installed alongside. Spyware authors who attempt to act in a legal fashion may include an end-user license agreement that states the behaviour of the spyware in loose terms, which the users are unlikely to read or understand.

    Rootkits. Once a malicious program is installed on a system, it is essential that it stays concealed, to avoid detection and disinfection. The same is true when a human attacker breaks into a computer directly. Techniques known as rootkits allow this concealment, by modifying the host operating system so that the malware is hidden from the user. Rootkits can prevent a malicious process from being visible in the system's list of processes, or keep its files from being read. Originally, a rootkit was a set of tools installed by a human attacker on a UNIX system where the attacker had gained administrator (root) access. Today, the term is used more generally for concealment routines in a malicious program.

     Some malicious programs contain routines to defend against removal, not merely to hide themselves, but to repel attempts to remove them. Modern malware uses the techniques wherein the malware starts a number of processes that monitor and restore one another as needed.

    Backdoors. A backdoor is a method of bypassing normal authentication procedures. Once a system has been compromised (by one of the above methods, or in some other way), one or more backdoors may be installed in order to allow easier access in the future. Backdoors may also be installed prior to malicious software, to allow attackers entry.

     The idea has often been suggested that computer manufacturers preinstall backdoors on their systems to provide technical support for customers, but this has never been reliably verified. Crackers typically use backdoors to secure remote access to a computer, while attempting to remain hidden from casual inspection. To install backdoors crackers may use Trojan horses, worms, or other methods.
     Exercise 10. Give Ukrainian equivalents to the following word combinations: 

infectious malware and concealment; to infiltrate a computer system without the owner's informed consent; hostile, intrusive, or annoying software or program code; a catch-all phrase to include all types of malware; the intent of the creator; a legitimate purpose; to contain harmful bugs; Trojan horses; executable software; to carry a payload;    to be classified as viruses rather than worms; to accomplish the goals; to be disguised as something innocuous or desirable; to be tempted to install it; to start off a worm outbreak; by injecting the worm into users' local networks; to avoid detection and disinfection; to prevent a malicious process from being visible; gain administrator access; to defend against removal; bypassing normal authentication procedure; once a system has been compromised; to secure remote access to a computer, while attempting to remain hidden from casual inspection.        

       Exercise 11.   Write derivatives related to the following words.
        Design, compute, system, express, profession, vary, intrude, create, defect, harm, honest, want, infect, behave, execute, act, define, rely, conceal, immediate, desire, direct, modify, origin, verify, install.

       Exercise 12. Write definitions to the terms below.
       Malicious software, defective software, a computer virus, a worm, a Trojan horse, spyware, a rootkit, a backdoor, a cracker.

       Exercise 13. Write ten key questions on the text of Exercise 9. 

       Exercise 14. Write a summary of the text of Exercise 9. In what way do you protect your computer from infectious malware and concealment?
        Exercise 15. Memorize the following words and word combinations:  

profit – прибуток, користь, вигода; давати прибуток 

spyware – програмне забезпечення, що шпигує
botnet – ботнет (мережа комп’ютерів, що підтримує зв’язок з ї розробником для того, щоб атакувати веб-сайти і т.д.)
keystroke logger – реєстратор роботи клавіатури
dialer – пристрій набору номерів
prank – жарти, пустощі, витівки
monetize – перетворювати в гроші
revenue – дохід, виручка
pop-up ad – поп-ап, реклама, що вискакує (в інтернет-рекламі)
alter – змінювати
benefit – користь, вигода, прибуток; мати прибуток
advertisement – реклама, оголошення
affiliate - філіал
purportedly - очевидно
prosecution – судове переслідування
proxy – модуль доступу, програма-посередник, агент
spammer – спамер (той, хто розсилає спам)
botnet - ботнет (мережа комп’ютерів, вражених програмою, яка підтримує зв’язок з її розробниками для того, щоб надсилати пошту без запиту, атакувати вебсайти і т.д.)

log in – входити в систему, реєструватися
Internet Relay Chat – система діалогового спілкування по Інтернету
simultaneously – одночасно, спільно
upgrade – модернізувати, покращувати
resistant – той, що чинить опір, стійкий, міцний
toll call – міжміська телефонна розмова (за додаткову плату)
premium-rate telephone number – платні номери

     Exercise 16. Read and translate the text.
Malware for Profit: Spyware, Botnets, Keystroke Loggers, and Dialers
       During the 1980s and 1990s, it was usually taken for granted that malicious programs were created as a form of vandalism or prank. More recently, the greater share of malware programs have been written with a financial or profit motive in mind. This can be taken as the malware authors' choice to monetize their control over infected systems: to turn that control into a source of revenue.

     Spyware programs are commercially produced for the purpose of gathering information about computer users, showing them pop-up ads, or altering web-browser behaviour for the financial benefit of the spyware creator. For instance, some spyware programs redirect search engine results to paid advertisements. Others overwrite affiliate marketing codes so that revenue is redirected to the spyware creator rather than the intended recipient.

     Spyware programs are sometimes installed as Trojan horses of one sort or another. They differ in that their creators present themselves openly as businesses, for instance by selling advertising space on the pop-ups created by the malware. Most such programs present the user with an end-user license agreement that purportedly protects the creator from prosecution under computer laws. 

     Another way that financially-motivated malware creators can profit from their infections is to directly use the infected computers to do work for the creator. The infected computers are used as proxies to send out spam messages. A computer left in this state is often known as a zombie computer. The advantage to spammers of using infected computers is providing anonymity, protecting the spammer from prosecution. Spammers have also used infected PCs to target anti-spam organizations with distributed denial-of-service attacks.

    In order to coordinate the activity of many infected computers, attackers have used coordinating systems known as botnets. In a botnet, the malware logs in to an Internet Relay Chat channel or other chat system. The attacker can then give instructions to all the infected systems simultaneously. Botnets can also be used to push upgraded malware to the infected systems, keeping them resistant to antivirus software or other security measures.

    It is possible for a malware creator to profit by stealing sensitive information from a victim. Some malware programs install a key logger, which intercepts the user's keystrokes when entering a password, credit card number, or other information that may be exploited. This is then transmitted to the malware creator automatically, enabling credit card fraud and other theft. Similarly, malware may copy the CD key or password for online games, allowing the creator to steal accounts or virtual items.

    Another way of stealing money from the infected PC owner is to take control of a dial-up modem and dial an expensive toll call. Dialer software dials up a premium-rate telephone number such as a U.S. "900 number" and leaves the line open, charging the toll to the infected user.
Exercise 17. Answer the following questions.
1. Has the greater share of malware programs been written as a form of vandalism or prank more recently?

2. What are spyware programs produced for?

3. What are spyware programs sometimes installed as?

4. How can financially-motivated malware creators profit from their infections? 
5. What is a zombie computer?

6. What systems are used by attackers   in order to coordinate the activity of many infected computers?

7. What are botnets used for?

8. What is the principle of a key logger operation?  
9.  What is the other way of stealing money from the infected PC owner? 

       Exercise 18. Write the verbs related to the following words. Translate them.

       Logger, dialer, behaviour, advertisement, agreement, prosecution, infection, directly, spammer, resistant, recipient.

       Exercise 19. Make up questions to the underlined word combinations.
1. Malicious programs were created as a form of vandalism or prank. 

2. Spyware programs are commercially produced for the purpose of gathering information about computer users. 
3. Some spyware programs redirect search engine results to paid advertisements. 
4. Other programs overwrite affiliate marketing codes.

5. They differ in that their creators present themselves openly as businesses. 

 6. Another way that financially-motivated malware creators can profit from their infections is to directly use the infected computers to do work for the creator. 
7. The infected computers are used as proxies to send out spam messages. 
8. Spammers have also used infected PCs to target anti-spam organizations with distributed denial-of-service attacks.

9. The attacker can then give instructions to all the infected systems simultaneously. 
10. Dialer software dials up a premium-rate telephone number such as a U.S. "900 number" and leaves the line open, charging the toll to the infected user.
Exercise 20. Memorize the following words and word combinations: 
data-stealing malware – шкідливі програми, що крадуть дані (інформацію)
divest – позбавляти (прав, повноважень, власності)
proprietary - приватний
monetize – перетворювати в гроші
underground – таємний, нелегальний, секретний, підпільний
content security threat – загроза інформаційному наповненню

fall under the umbrella – тут: стосуються цієї теми
keylogger – логер клавіатури
bot  - (скорочено від robot) - мережевий агент-робот (програма, що автономно вирішує задачі)
phishing – фішинг (різновидність Інтернет-шахрайства - випитування конфіденційної інформації за допомогою запитів, що мають вигляд офіційних листів)
DNS – 1) Domain Name  System - служба імен доменів;

            2) Domain Name  Server – сервер доменних імен
poisoning – тут: зміна, псування, викривлення
SEO –  search engine optimization - оптимізація пошукових систем
proxy  - проксі-сервер, віддалений комп’ютер, що виконує роль кешу; довірений, вповноважений
trace – слід, признак
routinely – щодня, регулярно, як заведено

flush – вимикати(ся) з роботи, скидати на диск (вміст файлових буферів) 

drive-by download process – процес автоматичного завантаження непотрібної програми в комп’ютер
host -  приймати, містити
temporary - тимчасовий
rogue - некерований
frequently - часто
extend - розширювати
multiple – складний, різноманітний, чисельний
thwart – руйнувати, заважати, перешкоджати
Intrusion Detection Systems (IDS) – система виявлення (мережевих)                           атак
perceivable - відчутний
anomaly – відхилення від норми
stealthy – непомітний, таємний, скритний
in terms of – в (якихсь одиницях)
decryption – декодування, дешифрування
keystroke – хід клавіші, натискання клавіші
screenshot – моментальний знімок екрану
Data Loss Prevention (DLP) – попередження втрати даних
leakage protection – захист від втрати
hinge - петля
metadata – метадані, (дані з описом інших даних)

tagging – маркування, тегування (супроводження даних тегами)
tag – маркувати, розставляти теги
      miscreant – злодій, негідник
      port – переносити, адаптувати 
incident - випадок
spoof – обманювати, вводити в оману
covertly - таємно
upload – завантажувати у віддалений комп’ютер (в головний  комп’ютер)
account name – реєстраційне (облікове) ім’я

DNS server - сервер служби імен доменів

credentials – мандат (обліковий запис з параметрами доступу користувача, сформований після його успішної аутентифікації)
masterminde a ring – керувати злочинним угрупуванням
cybercriminal –  кіберзлочинець, комп’ютерний злодій 
craft – виготовити, створити
plant – встановлювати, розміщувати, ховати
hit - вразити
class-action – колективний позов
law suit – судовий процес
approximately -  приблизно
Exercise 21. Read and translate the text.
Data-Stealing Malware
      Data-stealing malware is a web threat that divests victims of personal and proprietary information with the intent of monetizing stolen data through direct use or underground distribution. Content security threats that fall under this umbrella include keyloggers, spyware, adware, backdoors, and bots. The term does not refer to activities such as spam, phishing, DNS poisoning, SEO abuse, etc. However, when these threats result in file download or direct installation, as most hybrid attacks do, files that act as agents to proxy information will fall into the data-stealing malware category.

    Characteristics of data-stealing malware:
Does not leave traces of the event.
· The malware is typically stored in a cache that is routinely flushed.
· The malware may be installed via a drive-by download process. 

· The website hosting the malware as well as the malware is generally temporary or rogue. 

Frequently changes and extends its function.
· It is difficult for antivirus software to detect final payload attributes due to the combinations of malware components. 

· The malware uses multiple file encryption levels.
Thwarts Intrusion Detection Systems (IDS) after successful installation.
· There are no perceivable network anomalies. 

· The malware hides in web traffic. 

· The malware is stealthier in terms of traffic and resource use. 

Thwarts disk encryption.
· Data is stolen during decryption and display. 

· The malware can record keystrokes, passwords, and screenshots. 

Thwarts Data Loss Prevention (DLP).
· Leakage protection hinges on metadata tagging, not everything is tagged. 

· Miscreants can use encryption to port data.
    Examples and incidents of data-stealing malware:
· Bancos, an info stealer that waits for the user to access banking websites then spoofs pages of the bank website to steal sensitive information. 

· Gator, spyware that covertly monitors web-surfing habits, uploads data to a server for analysis then serves targeted pop-up ads. 

· LegMir, spyware that steals personal information such as account names and passwords related to online games. 

· Qhost, a Trojan that modifies the hosts file to point to a different DNS server when banking sites are accessed then opens a spoofed login page to steal login credentials for those financial institutions. 

· Albert Gonzalez was accused of masterminding a ring to use malware to steal and sell more than 170 million credit card numbers in 2006 and 2007 - the largest computer fraud in history. Among the firms targeted were BJ's Wholesale Club, TJX, DSW Shoe, OfficeMax, Barnes & Noble, Boston Market, Sports Authority and Forever 21. 

· A Trojan horse program stole more than 1.6 million records belonging to several hundred thousand people from Monster Worldwide Inc’s job search service. The data was used by cybercriminals to craft phishing emails targeted at Monster.com users to plant additional malware on users’ PCs. 

· Customers of Hannaford Bros. Co, a supermarket chain based in Maine, were victims of a data security breach involving the potential compromise of 4.2 million debit and credit cards. The company was hit by several class-action law suits.
· The Torpig Trojan has compromised and stolen login credentials from approximately 250,000 online bank accounts as well as a similar number of credit and debit cards. Other information such as email, and FTP accounts from numerous websites, have also been compromised and stolen. 
        Exercise 22. Answer the following questions.
1. What is data-stealing malware? 
2. What do content security threats include? 
3. When do the activities such as spam, phishing, DNS poisoning, SEO abuse fall into the data-stealing malware category?

4. What are the charecteristics of data-stealing malware?

5. What are the examples and incidents of data-stealing malware?

         Exercise 23. Give Ukrainian equivalents to the following word combinations:
data-stealing malware; to divest victims of personal and proprietary information; monetizing stolen data through direct use or underground distribution; content security threats; to  fall under this umbrella; to include keyloggers, spyware, adware, backdoors, and bots; to refer to activities such as spam, phishing, DNS poisoning, SEO abuse; proxy information;  to leave traces of the event; to be routinely flushed; a drive-by download process; to be generally temporary or rogue; to frequently change and extend the function; to use multiple file encryption levels; to thwart  Intrusion Detection System; to record keystrokes, passwords, and screenshots; leakage protection hinges on metadata tagging; to spoof pages of the bank website; to covertly monitor web-surfing habits; to steal login credentials; to mastermind a ring; to craft phishing emails; to plant additional malware on users’ PCs; a data security breach; to be hit by several class-action law suits.
       Exercise 24. Give English equivalents to the following word combinations:

шкідливі програми, що крадуть дані; позбавляти жертви особистої та приватної інформації; перетворити в гроші викрадені дані за допомогою безпосереднього використання чи нелегального розподілу; загрози інформаційному наповненню; включати логери клавіатури та програмне забезпечення, що шпигує; безкоштовні програмні продукти, що містять рекламу, лазівки та мережеві агенти-роботи;  стосуватися таких процесів, як спам, фішинг та псування служби імен доменів; неправильна експлуатація оптимізації пошукових систем; не залишати признаки подій; процес автоматичного завантаження непотрібної програми в комп’ютер; бути тимчасовим чи некерованим; використовувати складні рівні шифрування файлів; руйнувати систему виявлення мережевих атак; реєструвати хід клавіш, паролі та моментальні знімки екрану; руйнувати попередження втрати даних; кріпитися до тегування метаданих; обманювати сторінки вебсайтів, щоб викрасти чутливу інформацію; надсилати цільову рекламу, що вискакує; красти мандати реєстраційних імен; керувати злочинним угрупуванням; пролом системи захисту; колективний позов; судовий процес.

         Exercise 25. Decode the abbreviations.

DNS, SEO,  IDS, DLP, malware, Inc., FTP, email, Co.

         Exercise 26. Speak on data-stealing malware. Give additional information about examples and incidents of this malware you have read or heard about.

        Exercise 27. Read and translate the text.
“Safe Computing” Tips 

1. Ensure that any message sent arrives at the proper destination.
2. Ensure that any message received was in fact the one that was sent, (nothing added or deleted).
1. Control access to your network and all its related parts, (this means terminals, switches, modems, gateways, bridges, routers, and even printers).
2. Protect information in-transit, from being seen, altered, or removed by an unauthorized person or device.

3. Any breaches of security that occur on the network should be revealed, reported and receive the appropriate response.
4. Have a recovery plan, should both your primary and backup
communications avenues fail.
5.  Use and update anti-virus software regularly.

6. Scan any newly received disks and files before loading, opening, copying, etc.

7. Never assume disks and/or files are virus-free.

10. To help avoid boot viruses, do not leave diskettes  in  your computer when shutting it down.
11. Change your computer's SMOS boot sequence to start with the С
drive first, then the A drive. 

      For offices or homes with one or two computers, following these basic rules faithfully is probably adequate protection. However, in organizations with multiple PCs, especially in networks, a sound anti-virus strategy will necessarily be more complex. This is because vulnerability to viruses increases in proportion to the number of     machines, the extent of their interconnection, and the number of non-technical users who may view anti-virus vigilance as "someone else's job". (In contrast, a "solo entrepreneur is likely to take the virus threat seriously because he or she will have to deal with infection results personally or pay an outside consultant.) All organizations are different in the way they operate and the industries they serve, so no one anti-virus scheme is correct for all enterprises. However, at the very least, a company's program should include ongoing user education and a system for tracking virus activity (suspect and real) in addition to using anti-virus software. Ultimately, your goal is to provide consistent, effective protection and a "damage control and recovery" plan for virus infections that may occur despite your efforts. In addition, and perhaps most importantly, you want to achieve this while minimizing any negative impact on staff productivity and system/network resources. Therefore, to formulate a comprehensive anti-virus plan, it is necessary to first analyze the "bit picture" of your organization along with its more detailed computing characteristics.
        Exercise 28. Translate the following word combinations into English:

контролювати доступ до вашої мережі та пов'язаних з нею частин (терміналів, перемикачів, модемів, шлюзів, мостів, маршрутизаторів і навіть принтерів); будь-які порушення безпеки, що відбуваються в мережі; мати план відновлення; регулярно використовувати та поновлювати антивірусне програмне забезпечення; уникнути вірусів завантаження; вразливість до вірусів; поодинокий підприємець; надійна антивірусна стратегія; постійне навчання користувачів; всебічний план антивірусного захисту; серйозно сприймати вірусну загрозу; забезпечити послідовний, ефективний захист та план контролювання вражень та відновлення; зменшити будь-який негативний вплив на продуктивність персоналу та ресурсів системи/мережі.
     Exercise 29. Do the following assignments.

1. Add more safe computing tips to those listed in the text.
2. What antivirus software do you prefer and why? Share your experience of using anti-virus software with your groupmates. 
3. Discuss the advantages and disadvantages of different anti-virus software.

UNIT II. SOFTWARE SECURITY

    Exercise 1. Study the following suffixes of adjectives. Translate the adjectives with them. Write two more adjectives on each suffix.
-able; -ible – acceptable, attainable, convertible, accessible, reasonable, valuable, comparable;

-al – central, cultural, formal, postal, intellectual, electrical;

- ant; -ent – different, insistent, resistant, important;

-ary; -ory  – elementary, contradictory, monetary, explanatory, secondary;

-en – woolen, wooden, waxen, flaxen;

- ful – beautiful, careful, doubtful, peaceful, useful, colorful;

- ic- numeric, heroic, historic, patriotic, basic, democratic;

-ish – Danish, Scottish, Polish, reddish;

-ive – active, comparative, progressive, restrictive, talkative;

-less – aimless, helpless, useless, homeless, shameless;

-ous – courageous, continuous, dangerous, famous;

 - y – cloudy, dirty, foggy, icy, windy, rainy.

     Exercise 2. Study the suffixes of verbs. Translate the verbs with them. Write out three verbs on each suffix from the dictionary. 

-ate; -ute – cultivate, communicate, indicate, populate, illustrate, congratulate;

-en – blacken, sharpen, shorten, strengthen, widen;

-fy; -ify – intensify, purify, simplify, justify;

-ize; -ise – characterize, sympathize, crystallize, patronize.

     Exercise 3. Memorize the following words and word combinations:
software security – безпека програм (програмного забезпечення)
means – засіб, спосіб, метод
engineering – проектування, конструювання
malicious attack – атака зловмисників
reinforce, enforce – підсилювати, посилювати, зміцнювати
vulnerability – уразливість, слабке місце в системі захисту
complicated – складний, ускладнений
implementation – виконання, реалізація
bug – помилка (в програмі), дефект, збій
buffer overflow – переповнення буферу
untrustworthy – ненадійний
flaw – дефект
protection failure – збій захисту
misuse – неправильне застосування (використання)
cryptography – криптографія
broken access control – порушений контроль доступу
design compartmentalization – відособлення проектування
fragility – слабкість, вразливість, крихкість 
properly – належним чином, як слід, правильно
identify – ототожнювати, розпізнавати
secure coding – безпечне (захищене, надійне) кодування
weak – слабкий
circumvention – обхід
encryption – шифрування, кодування
consider – розглядати, обмірковувати, обдумувати, брати до уваги, вважати
available – доступний, що є в наявності
script – програма на макромові, сценарій, скрипт
buggy code – код, що містить помилки
avoid – уникати, ухилятися
in order to – для того, щоб

break a code – ламати код

incorporate – об’єднувати, приєднувати, залучати до складу

practice – практика, технологія, метод, спосіб

critical – важливий (вирішальний, необхідний) 

development life cycle – життєвий цикл розробки
critical point – критична точка
touch point – ключове завдання
clearly – зрозуміло, ясно, очевидно

requirement – вимога, необхідна умова

define – визначати

abuse case – випадок неправильної експлуатації

scenario – сценарій, план дій

non-normative behavior – ненормативна поведінка

occur – траплятися, відбуватися

possible – можливий, ймовірний

attack pattern – шаблон атаки

use case – випадок (варіант) застосування

clarify – прояснити, з’ясувати

review – переглядати, оглядати, перевіряти

detect – виявляти

eliminate – усувати, ліквідувати, виключати, знищувати

obvious – очевидний, явний

error - помилка 

architectural risk analysis – аналіз (дослідження) архітектурного ризику

resistance – опір, протидія

ambiguity – неоднозначність, двозначність, незрозумілість

design weakness (fragility) – слабкість (недоліки) проектування

prioritize – віддавати перевагу, звертати першочергову увагу 

mitigation – запобігання наслідкам, пом’якшення наслідків

penetration testing – випробування на проникнення

evaluate – оцінювати, визначати важливість

severity – суворість, складність, серйозність

risk-based security testing – тестування ризиків для безпеки

ensure – забезпечувати, гарантувати

security break – порушення безпеки
make sure – переконатися, забезпечити
apply - застосовувати

introduce – вводити, впроваджувати

precaution – застереження

tangible – відчутний, матеріальний

Exercise 4. Give synonyms to the words below.
Means, engineering, continue, complicated, bug, fragility, properly, improve, secure, widely, developer, attacker, critical, incorporate, clearly, define, clarify, detect, eliminate, obvious, perform, consider, prioritize, security break, apply, provide, tangible, contain.
       Exercise 5. Give antonyms to the words below.
      Trustworthy, input, simple, tangible, secure, correctly, easy, encrypt, possible, external, weak.
     Exercise 6. Give derivatives to the words below.

      Correct, vulnerable, trust, architect, fragile, identify, fail, bug, clear, require, behave, penetrate, weak, penetrate, differ, implement, continue.
      Exercise 7. Read and translate the text.
Software Security
        Software security is the means of engineering software so that it continues functioning correctly under malicious attack. The security problem is reinforced by the continuous growth of software vulnerabilities that more than double each year. Software security problems are complicated. At a high level there are two major categories: (1) implementation bugs such as buffer overflows and untrustworthy input problems and (2) architectural flaws such as protection failures, misuse of cryptography, broken access control, along with design compartmentalization and fragility. Software security is about building things properly. Tools to identify bugs are improving, but popular languages such as C and C++ do not enforce secure coding. Widely used communication protocols are weak; one example is the 802.11b WEP protocol which contains well-documented design flaws that allow easy circumvention of encryption. Developers must learn from past mistakes so as to better write secure code. They must consider available examples of configuration, scripts, design flaws, and buggy code to avoid repeating mistakes. 
      In order to understand how to build secure software, the developer must understand how an attacker goes about breaking code. There are the best practices that should be incorporated at critical points within the development life cycle (the touch points of software security): 

•  Clearly describe the security needs of functional requirements such as protection requirements for critical data elements and user authentication. 

•  Define abuse cases to describe scenarios of important non-normative behavior that should not be allowed to occur. Build an attack model from possible attack patterns, requirements, and use cases to clarify what should not be allowed to happen (anti-requirements). 

• Review code with a tool that detects security vulnerabilities to eliminate obvious errors. 

•   Perform an architectural risk analysis to consider resistance to attack, design ambiguity, and design weakness (fragility). Prioritize identified risks for mitigation. 

•   Use penetration testing to evaluate the operational severity of risks identified in risk analyses. 

•  Perform risk-based security testing using the abuse cases and architectural risk review to identify critical test scenarios. Concentrate on ensuring that security breaks won’t occur. 

•   Involve operational security resources to apply their knowledge and provide for external review to make sure obvious vulnerabilities are not missed. 

        These touch points should be introduced into any software development life cycle. Even applying a few relatively simple precautions can make a tangible difference in moving along the path toward secure software. Now everybody agrees that software security is central to computer security and it is time to put this philosophy into practice.
    Exercise 8. Answer the following questions.
1. What is software security?

2. What is the software security problem reinforced by? 
3. What are the high level software security problems? 
4. Do popular languages such as C and C++ enforce secure coding? 
5. What must developers learn and consider?

6. What must a developer understand in order to build secure software? 7. What should be incorporated at critical points within the development life cycle? 

8. What security needs of functional requirements should be clearly defined?
9. What is an attack model built from? 
10. What is the code reviewed for? 

11. What must an architectural risk analysis be performed for? 

12. What is penetration testing used for?

13. What must be performed to identify critical test scenarios? 
14. What must operational security resources be involved for?        
15. What can make a tangible difference in moving along the path toward secure software?

16. Do you agree that software security is central to computer security?
Exercise 9. Give Ukrainian equivalents to the following word combinations:
       Software security; the means of engineering software; to continue functioning correctly under malicious attack; to be reinforced by the continuous growth of software vulnerabilities; to double each year;  complicated problems; implementation bugs such as buffer overflows, race conditions, and untrustworthy input problems; architectural flaws such as protection failures, misuse of cryptography and broken access control; along with design compartmentalization and fragility; tools to identify bugs; to enforce secure coding; to contain well-documented design flaws; to allow easy circumvention of encryption; to consider available examples of configurations, scripts,  and buggy code to avoid repeating mistakes; in order to understand how to build secure software; breaking code; to be incorporated at critical points within the development life cycle; the touch points of software security; critical data elements and user authentication; to define abuse cases to describe scenarios; important non-normative behavior that should not be allowed to occur; possible attack patterns, requirements, and use cases; to clarify what should not be allowed to happen; to review code; to detect security vulnerabilities; to eliminate obvious errors; perform an architectural risk analysis; to consider resistance to attack, design ambiguity, and design weakness (fragility); to prioritize identified risks for mitigation; penetration testing; to evaluate the operational severity of risks; to perform risk-based security testing; to concentrate on ensuring that security breaks won’t occur; to make sure obvious vulnerabilities are not missed; applying a few relatively simple precautions; to make a tangible difference. 
    Exercise 10. Give English equivalents to the following word combinations:
безпека програм; метод проектування програмного забезпечення,       безпомилково функціонувати під час атаки зловмисників; посилювати через постійне зростання вразливості програмного забезпечення; зростати більш ніж вдвічі кожного року; помилки реалізації, переповнення буферу; проблеми ненадійного входу; архітектурні дефекти; збій захисту; неправильне використання криптографії; порушений контроль доступу; відособлення проектування та вразливість; підсилювати надійне кодування; дозволяти легкий обхід шифрування; уникнути повторення помилок; ламати код; ключові завдання безпеки програмного забезпечення; важливі елементи даних; визначити випадки неправильної експлуатації; з’ясувати, що не повинно відбутися; перевірити код; виявити вразливість захисту; усунути очевидні помилки; здійснити аналіз архітектурного ризику;  враховувати опір атаці та двозначність проектування; приділити першочергову увагу виявленим ризикам для запобігання наслідкам; оцінити функціональну складність ризиків; визначити важливі сценарії тестування; забезпечити те, що порушення безпеки не відбудеться; відносно прості застереження; відчутна різниця.
      Exercise 11. Fill in the blanks with prepositions, conjunctions and adverbs.

       1. Software security is the means … engineering software …  … it continues functioning correctly … malicious attack. 2. The security problem is reinforced … the continuous growth … software vulnerabilities that more … double each year. 3. … a high level there are two major categories. 4. Software security is … building things properly. 5. Tools to identify bugs are improving, … popular languages … … C and C++ do not enforce secure coding. 5. Developers must learn … past mistakes … … to better write secure code. 6. … … to understand how to build secure software, the developer must understand how an attacker goes … breaking code. 7. There are the best practices that should be incorporated … critical points … the development life cycle (the touch points … software security). 8. Clearly describe the security needs … functional requirements … … protection requirements … critical data elements and user authentication. 9.  These touch points should be introduced … any software development life cycle. 10. Even applying a few relatively simple precautions can make a tangible difference … moving … the path … secure software. 

    Exercise 12. Form verbal word combinations as used in the text. Translate them.
	1. continuous growth
	a) abuse cases

	2. to be incorporated
	b) secure coding

	3. to enforce
	c) repeating mistakes

	4. to define
	d) at critical points

	5. allow
	e) of software vulnerabilities

	6. protection requirements
	f) obvious errors

	7. learn
	g) easy circumvention of  encryption

	8. eliminate
	h) resistance to attack

	9. avoid
	i) from past mistakes

	10. consider
	j) for critical data elements



     Exercise 13. Translate the following sentences into English.
1. Безпека програм – це метод проектування програмного забезпечення, що гарантує його безпомилкове функціонування під час атаки зловмисників.

2. Проблеми безпеки зростають через постійне збільшення вразливості.
3. Помилки реалізації включають переповнення буферу та проблеми ненадійного входу.

4. Архітектурні помилки включають помилки захисту, неправильне застосування криптографії, порушений контроль доступу разом з відособленням проектування та вразливістю.
5. Засоби для виявлення помилок вдосконалюються, але такі популярні мови, як C та C++ не сприяють надійному кодуванню.

6. Поширені комунікаційні протоколи є слабкими, містять дефекти проектування, що підтверджені документально, та дозволяють легкий обхід шифрування.
7. Розробники повинні враховувати наявні зразки конфігурації, скрипти, дефекти проектування та збої в коді, щоб уникнути повторення помилок.

8. Щоб побудувати надійне програмне забезпечення, розробник повинен зрозуміти, як нападник руйнує код.
9. Існують найкращі методи, які повинні бути задіяні в процесі  життєвого циклу розробки (ключові завдання комп’ютерної безпеки).
10. Потрібно зрозуміло описати потреби безпеки щодо функціональних вимог захисту для важливих елементів даних та  ідентифікації користувача.
11. Необхідно визначити випадки неправильної експлуатації, щоб описати сценарії ненормативної поведінки, яку потрібно попередити.

12. Перевірте код приладом, що виявить слабкі місця безпеки для того, щоб видалити очевидні помилки.
13. Зробіть аналіз архітектурного ризику, щоб врахувати протидію атаці, неоднозначність та вразливість проектування.        
14. Зверніть першочергову увагу на послаблення виявлених ризиків.
15. Використовуйте випробування на проникнення, щоб оцінити операційну серйозність виявлених ризиків.

16. Проведіть тестування ризиків для безпеки, використовуючи випадки неправильної експлуатації та перевірку архітектурних ризиків, щоб визначити важливі сценарії тестування.                                                                                 
17. Такі ключові пункти потрібно залучити до життєвого циклу розробки програмного забезпечення. 
18. Навіть застосування декількох відносно простих застережень може відчутно поліпшити безпеку програмного забезпечення.
19. Зараз всі погоджуються з тим, що безпека програмного забезпечення є головною для комп’ютерної безпеки, і настав час, щоб реалізувати це твердження на практиці.      
        Exercise 14. Put all possible questions to the sentences below.
        1. The security problem is reinforced by the continuous growth of software vulnerabilities. 2. At a high level there are two major categories of software security. 3. Popular languages such as C and C++ do not enforce secure coding. 4. Developers must learn from past mistakes so as to better write secure code. 5. The best practices should be incorporated at critical points within the development life cycle.       6. Now everybody agrees that software security is central to computer security.

     Exercise 15. Read and translate the text.

The Challenge of Building Secure Software

      External faults that threaten the software’s dependable operation are seen as a security issue when (1) the faults result from malicious intent or (2) the faults, regardless of their cause, make the software vulnerable to threats to its security. Security is about preventing adverse consequences from the intentional and unwarranted actions of others.

      To be considered secure, software must exhibit three properties:

1. Dependability: Dependable software executes predictably and operates correctly under all conditions, including hostile conditions, including when the software comes under attack or runs on a malicious host. 

2. Trustworthiness: Trustworthy software contains few if any vulnerabilities or weaknesses that can be intentionally exploited to subvert or sabotage the software’s dependability. In addition, to be considered trustworthy, the software must contain no malicious logic that causes it to behave in a malicious manner. 

3. Survivability (also referred to as “Resilience”): Survivable—or resilient—software is software that is resilient enough to (1) either resist (i.e., protect itself against) or tolerate (i.e., continue operating dependably in spite of) most known attacks plus as many novel attacks as possible, and (2) recover as quickly as possible, and with as little damage as possible, from those attacks that it can neither resist nor tolerate. 

       The objective of secure software development is to design, implement, configure, and sustain software systems in which security is a necessary property from the beginning of the system’s life cycle (i.e., needs and requirements definition) to its end (retirement). Experience has taught that the most effective way to achieve secure software is for its development life cycle processes to rigorously conform to secure development, deployment, and maintenance principles and practices. Organizations that have adopted a secure software development life cycle (SDLC) process have found almost immediately upon doing so that they have begun finding many more vulnerabilities and weaknesses in their software early enough in the SDLC that they are able to eradicate those problems at an acceptable cost. Moreover, as such secure practices become second nature over time, these same developers start to notice that they seldom introduce such vulnerabilities and weaknesses into their software in the first place.

      Exercise 16. Answer the following questions

1. When are external faults that threaten the software’s dependable operation seen as a security issue?

2. What properties must software exhibit to be considered secure?
3. What is dependable software?

4. What must software contain to be considered trustworthy? 
5. What is survivable or resilient software? 

6. What is the objective of secure software development? 
7. What is the most effective way to achieve secure software? 
UNIT III. DATA SECURITY

      Exercise 1. Memorize the following words and word combinations:
data security – безпека (захист) даних
ensure – забезпечувати, гарантувати
safe – безпечний, надійний
corruption  - руйнування, псування, порушення цілісності  
suitably – відповідно, належним чином
thus – так, отже, таким чином, тому
privacy – конфіденційність, секретність
disk encryption – шифрування диску
backup – резервна копія; резервне копіювання (даних), дублювання
data masking – маскування даних
data erasure – стирання даних, руйнування інформації
disk encryption software – програмні засоби шифрування диску
disk encryption hardware – апаратні засоби шифрування диску
purpose – мета, призначення
on-the-fly – в процесі роботи, в реальному часі, “на ходу”
transparent – прозорий
prevent – попереджати, відвертати, запобігати
steal (stole, stolen ) – красти
however – проте, однак
malicious program – шкідлива програма
corrupt – псувати, руйнувати
in order to – для того, щоб
unrecoverable – такий, що не можна відновити чи виправити
unusable – непридатний для використання
similarly – подібним чином
solution – рішення
hence – тому, звідси
tamper – псувати, втручатися

unauthorized access – несанкціонований доступ
security token – маркер доступу

due to – через, завдяки, в результаті

require – потребувати, вимагати
compromise – компрометувати, дискредитувати
enable – давати можливість, дозволяти, розблоковувати

PIN (Personal Identification Number) – ПІН-код, особистий ідентифікаційний номер
dongle – захисна заглушка

gain – отримати

solve – вирішувати

proof – непроникний, непробивний, міцний
login – реєструватися в системі (мережі)

logout – виходити з системи (мережі)
privilege level – рівень привілеїв, рівень доступу

controller – контролер, пристрій керування

current state – поточний стан 
secure – безпечний, надійний

vulnerable – вразливий, чутливий

obtain, gain – одержувати, здобувати, діставати

privileged operation – привілейована операція
therefore – тому, отже

completely – цілком, повністю 
recovery – відновлення

obscure – приховувати, робити непомітним

maintain – підтримувати

expose – робити видимим, показувати

unauthorized personnel - персонал, що не має повноважень

customer – замовник, покупець, клієнт

representative – представник

release - випуск 
outsourcing – закупівля із зовнішніх джерел, залучення позаштатних працівників, зовнішні закупівлі, здавання у підряд, доручення певних функцій підряднику

vendor – постачальник, виробник, продавець
reside – знаходитися, перебувати, проживати 
leak – просочуватися
asset  -  майно, ресурс, цифровий об’єкт, цінна властивість
retire – виводити, скидати (передавати результати в архітектурні регістри та пам’ять)
     Exercise 2. Read and translate the text.

Data Security
      Data security is the means of ensuring that data is kept safe from corruption and that access to it is suitably controlled. Thus data security helps to ensure privacy. It also helps in protecting personal data. The technologies of data security are: disk encryption, hardware based mechanisms for protecting data, backups, data masking and data erasure.

      Disk encryption is the technology that encrypts data on a hard disk drive. Disk encryption software or disk encryption hardware can be used for this purpose. This technology is often referred to as on-the-fly encryption or transparent encryption.
     Software based security solutions encrypt the data to prevent data from being stolen. However, a malicious program or a hacker may corrupt the data in order to make it unrecoverable or unusable. Similarly, encrypted operating systems can be corrupted by a malicious program or a hacker, making the system unusable. Hardware-based security solutions can prevent access to data and hence offer very strong protection against tampering and unauthorized access.

     Hardware based computer security offers an alternative to software-only computer security. Security tokens may be more secure due to the physical access required in order to be compromised. Access is enabled only when the token is connected and correct PIN is entered. However, dongles can be used by anyone who can gain physical access to the system. Newer technologies in hardware based security solve this problem offering proof security for data.

     The hardware based security uses a device that allows a user to login, logout and to set different privilege levels by doing manual actions. The device uses biometric technology to prevent malicious users from logging in, logging out, and changing privilege levels. The current state of a user of the device is read by controllers in peripheral devices such as hard disks. Illegal access by a malicious user or a malicious program is interrupted based on the current state of a user by hard disk and DVD controllers. Hardware based access control is more secure than protection provided by the operating systems as operating systems are vulnerable to malicious attacks by viruses and hackers. The data on hard disks can be corrupted after a malicious access is obtained. With hardware based protection, it is impossible for a hacker or a malicious program to gain access to secure data or perform unauthorized privileged operations. The hardware protects the operating system image and file system privileges from being tampered. Therefore, a completely secure system can be created using a combination of hardware based security and secure system administration policies.
     Backups are used to ensure recovery of the data which has been lost.

     Data masking is the process of obscuring (masking) specific data within a database table or cell to ensure that data security is maintained and sensitive information is not exposed to unauthorized personnel. This may include masking the data from users (for example so banking customer representatives can only see the last 4 digits of a customers national identity number), developers (who need real production data to test new software releases but should not be able to see sensitive financial data), outsourcing vendors, etc.

      Data erasure is a method of software-based overwriting that completely destroys all electronic data residing on a hard drive or other digital media to ensure that no sensitive data is leaked when an asset is retired or reused.

     Exercise 3. Answer the following questions.
1. What is data security? 
2. What does data security help in? 
3. What are the technologies of data security?

4. What is disk encryption?

5. What is the difference between software based security solutions and hardware-based security solutions?

6. Why may security tokens be more secure? 
7. When is access enabled?
8. What does the hardware based security device allow a user to do? 
9. What technology does this device use? 
10. What is the operating principle of the hardware based security?     11. Why is hardware based access control more secure than protection provided by the operating systems? 
12. How can a completely secure system be created?

13. What are backups used for?

14. What is data masking? 
15. What may data be masked from?

16. What is data erasure? 

     Exercise 4. Give Ukrainian equivalents to the following word combinations:
the means of ensuring that data is kept safe from corruption; to be suitably controlled; to ensure privacy; backups, data masking and data erasure; on-the-fly encryption or transparent encryption; to prevent data from being stolen; a malicious program; corrupt the data in order to make it unrecoverable or unusable; protection against tampering and unauthorized access; security tokens; in order to be compromised; to gain physical access; to allow a user to login, logout and to set different privilege levels by doing manual actions; the current state of a user; to be vulnerable to malicious attacks by viruses and hackers; after a malicious access is obtained; to perform unauthorized privileged operation; to protect the operating system image and file system privileges from being tampered; to ensure recovery of the data which has been lost; the process of obscuring (masking) specific data within a database table or cell; to ensure that data security is maintained and sensitive information is not exposed to unauthorized personnel; outsourcing vendors; data erasure; data residing on a hard drive or other digital media; to ensure that no sensitive data is leaked when an asset is retired or reused.

      Exercise 5. Give English equivalents to the following word combinations:
метод забезпечення захисту даних від псування; забезпечити конфіденційність; шифрування диску, апаратні механізми захисту даних та резервне копіювання; маскування та стирання даних; називатися шифруванням в процесі роботи чи прозорим шифруванням; попередити викрадення даних; зіпсувати дані для того, щоб зробити їх непридатними для використання; пропонувати дуже стійкий захист від втручання та несанкціонованого доступу; розблоковувати доступ при активації маркеру доступу та введенні правильного ПІН-коду; використовувати захисні заглушки; реєструватися, виходити з системи та встановлювати різні рівні доступу за допомогою ручних засобів; зчитуватися контролерами периферійних пристроїв; бути чутливим до атак зловмисників; виконувати несанкціоновані привілейовані операції; повністю захищена система; забезпечити відновлення даних, що були втрачені; процес приховування (маскування) даних; маскувати інформацію від користувачів, розробників та постачальників позаштатних працівників; руйнувати дані, що знаходяться на жорсткому диску; забезпечити відсутність витоку чутливої інформації; виводити чи повторно використовувати ресурс.

      Exercise 6. Fill in the blanks with prepositions where necessary:
      1. Data security is the means … ensuring that data is kept safe … corruption and that access … it is suitably controlled. 2. The technologies … data security are: disk encryption, hardware based mechanisms … protecting data, backups, data masking and data erasure. 3. Disk encryption is the technology that encrypts data … a hard disk drive. 4. Software based security solutions encrypt the data to prevent data … being stolen. 5. Encrypted operating systems can be corrupted … a malicious program or a hacker, making the system unusable.         6. Hardware-based security solutions can prevent access … data and hence offer very strong protection … tampering and unauthorized access. 7. Newer technologies … hardware based security solve this problem offering proof security … data. 8. The device uses biometric technology to prevent malicious users … logging … , logging … , and changing privilege levels. 9. The current state  … a user … the device is read … controllers ... peripheral devices such as hard disks.                 10. Hardware based access control is more secure than protection provided … the operating systems as operating systems are vulnerable … malicious attacks … viruses and hackers. 11. The data … hard disks can be corrupted … a malicious access is obtained. 

    Exercise 7. Form verbal word combinations as used in the text. Translate them.
	1. to be
	a) from being stolen

	2. can be used
	b) as on-the-fly encryption

	3. to offer
	c) data

	4. to be referred to 
	d) suitably controlled

	5. to enter
	e) an alternative

	6. to prevent data
	f) for this purpose

	7. to corrupt
	g) access

	8. in order to 
	h) the correct PIN

	9. to ensure
	i) be compromised

	10. to gain
	j) recovery of the data


     Exercise 8. Translate the following sentences into English.
1. Безпека даних – це метод забезпечення захисту даних від псування та належного контролю доступу до них.

2. Таким чином, захист даних допомагає забезпечити конфіденційність.

3. Технологіями безпеки даних є шифрування диску, апаратні механізми захисту інформації, резервне копіювання, маскування та стирання даних.

4. Шифрування диску – це технологія шифрування даних на жорсткому диску.

5. Цю технологію часто називають шифруванням в процесі роботи чи прозорим шифруванням.

6. Шкідлива програма чи хакер можуть зіпсувати дані та операційні системи, роблячи їх непридатними для використання.

7. Апаратні засоби безпеки можуть попередити доступ до інформації і тому пропонують дуже стійкий захист від втручання та несанкціонованого доступу.

8. Маркер доступу може бути більш надійним через те, що його компрометування потребує фізичного доступу.

9. Доступ розблоковується лише тоді, коли включений маркер і введений правильний ПІН-код.

10. Проте, той, хто отримує фізичний доступ до системи, може використати захисні заглушки.

11. Апаратні засоби безпеки використовують пристрій, що дозволяє користувачу реєструватися, виходити з системи та встановлювати різні рівні доступу за допомогою ручних засобів.

12. Поточний стан користувача зчитується контролерами в периферійних пристроях, наприклад в жорстких дисках.

13. Нелегальний доступ зловмисника чи шкідливої програми переривається  жорстким диском чи DVD контролерами.

14. Апаратні засоби контролю доступу є більш надійними, ніж захист, що забезпечують операційні системи, тому що вони є вразливими до атак зловмисників, спричинених вірусами та хакерами.

15. Апаратні засоби захисту роблять неможливим для хакерів чи шкідливих програм отримання доступу до захищеної інформації чи виконання несанкціонованих привілейованих операцій.

16. Апаратні засоби захищають зображення операційної системи та привілеї файлової системи від втручання.

17. Тому, повністю захищену систему можна створити за допомогою поєднання апаратних засобів безпеки та надійної політики адміністрування системи.

18. Резервні копії використовуються для забезпечення відновлення даних, що були втрачені.

19. Маскування даних – це процес приховування особливої інформації в таблиці баз даних чи комірці, щоб забезпечити безпеку даних та приховування чутливої інформації від несанкціонованого персоналу.

20. Воно може включати маскування інформації від користувачів, розробників та постачальників позаштатних працівників.

21. Стирання даних – це метод переписування, що повністю руйнує інформацію, яка знаходиться на жорсткому диску чи інших цифрових носіях, щоб забезпечити відсутність витоку чутливої інформації, коли ресурс виводять чи повторно використовують.

      Exercise 9. Match the definitions and the terms below:
1. ________________________can prevent access to data and hence offer very strong protection against tampering and unauthorized access.

2. ________________________is the means of ensuring that data is kept safe from corruption and that access to it is suitably controlled.

3. Software based security solutions encrypt the data to prevent data from being stolen. 
4. _________________________is the technology that encrypts data on a hard disk drive.

5. ________________________is a method of software-based overwriting that completely destroys all electronic data residing on a hard drive or other digital media to ensure that no sensitive data is leaked when an asset is retired or reused.

6. _________________________is the process of obscuring (masking) specific data within a database table or cell to ensure that data security is maintained and sensitive information is not exposed to unauthorized personnel.

7. _________________________are used to ensure recovery of the data which has been lost.

(Data erasure, backups, data masking, hardware based security solutions, disk encryption, data security, software based security solutions).
      Exercise 10.  Write Present and Past participle of the following verbs:

      To stop, to cut, to forget, to begin, to order, to study, to open, to play, to develop, to write, to give, to lie.

      Exercise 11.  Translate into Ukrainian:
 a) asking, asked, importing imported, doing, done, reading, read, meeting, met, describing, described,  losing, lost, producing, produced, giving, given;

       b)  walking, left, promising, invited, shown, waiting, translated, sent, closing, copied, studying, manufactured, showing, taking part, translated, copying, studied.

  Exercise 12. Translate into English:
  відповідаючи; написаний; представлений; даючи; той, хто розмовляє; той, що читають; виданий; зроблений; працюючий; читаючи; втрачений; стоячи; проходячи; побудований; укладений;      виробляючи; підписаний; обговорюючи; перекладений.

      Exercise13. Translate the following sentences into Ukrainian. Find     the Participles and state their function.
1. The article on software engineering published in this magazine was written by the Dean of our Faculty.

2. You can get the book recommended by our lecturer in the library.

3. He asked her to go on with her story, promising not to interrupt her again.

4. The books lying on the table belong to my roommate.

5. He left the office at three o’clock, saying he would be back at five.

6. Signing the letter the manager gave it to the secretary asking her to send it off at once.

   Exercise 14.  Transform the following complex sentences into simple ones using the Objective Participle Construction:
Example: I saw them as they were going to the University. – I saw them going to the University.
     1. I saw him as he was reinstalling the system of his PC. 2. We watched them as they were playing computer games. 3. The teacher observed the students as they were writing the test. 4. I saw the programmer as he was setting the computer. 5. She watched him as he was writing a program. 6. We noticed our lecturer as he was entering the hall.

    Exercise 15. Change the following using the Objective Participle Construction:
Example: The system analyst repaired her computer. -  She had her computer repaired.
     1. His friend assembled a system for him. 2. The photographer took a photo of him. 3. The typist typed his article for him. 4. The waitress brought them dinner.  5. His students made reports for him. 6. Their lecturer organized an excursion for them. 7. The organizers of the exhibition provided a working place for them.  

     Exercise 16. Change the following complex sentences into simple ones using Absolute Participle Construction as in the models:
Model 1 : As the University was far from here, I went there by bus. – The University being far, I went there by bus.

Model 2 : When the work had been done, they went home.
     1. As his mother teaches English she knows the language very well.     2. As he was ill, he couldn’t go to the University. 3. As our teacher had visited the IT exhibition, we asked him to tell us about it. 4. When the lessons had ended, the students went home. 5. After the sun had risen, we continued our way. 6. As all shops were closed, we couldn’t buy any peripheral for our computer. 7. As the book had been printed, we hoped to get it soon. 8. As the key had been lost, she couldn’t get into the room. 

      Exercise 17. Translate into English using Object Participle Construction or Absolute Participle Construction. 
      1. Ми спостерігали, як вони грали в нову комп’ютерну гру.              2. Вони чули, як батьки розмовляли англійською мовою. 3. Ми бачили, як викладач заходив до аудиторії. 4. Ми помітили, як вона сміялася. 5. Мені відремонтували комп’ютер. 6. Нам дістали запрошення на виставку новітніх комп’ютерних технологій.           7. Оскільки вітер дув з півночі, було дуже холодно. 8. Оскільки лектор був хворий, у нас не було другої пари. 9. Оскільки було вже пізно, всі крамниці були зачинені. 10. Оскільки телефон був несправний, я не могла тобі подзвонити. 11. Коли моя сестра закінчила школу, наша сім’я переїхала до Львова. 12. Коли заняття закінчилися, студенти нашої групи пішли додому.

    Exercise 18. Transform the sentences using the Subjective Participle Construction instead of Objective Participle Construction: 
Example: We saw the plane flying high in the sky. – The plane was seen flying high in the sky.

     1. We heard the child crying loudly in the next room. 2. She watched the snow falling. 3. We considered the work finished. 4. We saw her entering the department store. 5. They watched the children playing football. 6. She noticed him running away. 7. We saw the worker painting the fence. 8. They considered the game lost. 9. We found the letter written. 10. They heard the wind blowing violently outside. 11. He watched the cat climbing the tree. 12. We heard the birds singing pleasantly in the park.
     Exercise 19. Translate into English using the Subjective Participle Construction:
    1. Ми чули, як вона співає народну пісню. 2. Ми спостерігали, як високо в небі летів літак. 3. Ми чули, як годинник бив 5 годин.            4. Ми чули, як хтось відчиняє двері. 5. Ми спостерігали, як вона працювала в саду. 6. Ми бачили, як дівчинка підходила до річки.   7. Ми вважали, що робота зроблена. 8. Я вважала, що лист написаний.  9. Дівчинка бачила, як він перелазив через паркан.
       Exercise 20. Read and translate the text.
Data Masking 

     Data masking is the process of obscuring (masking) specific data elements within data stores. It ensures that sensitive data is replaced with realistic but not real data. The goal is that sensitive customer information is not available outside of the authorized environment. Data masking is typically done while provisioning non-production environments so that copies created to support test and development processes are not exposing sensitive information and thus avoiding risks of leaking. Masking algorithms are designed to be repeatable so referential integrity is maintained.

    Common business applications require constant patch and upgrade cycles and require that 6-8 copies of the application and data be made for testing. While organizations typically have strict controls on production systems, data security in non-production instances is often left up to trusting the employee, with potentially disastrous results.

    Creating test and development copies in an automated process reduces the exposure of sensitive data. Database layout often changes, it is useful to maintain a list of sensitive columns in a without rewriting application code. Data masking is an effective strategy in reducing the risk of data exposure from inside and outside of an organization and should be considered a best practice for curing non-production databases.

    Effective data masking requires data to be altered in a way that the actual values cannot be determined or reengineered, functional appearance is maintained, so effective testing is possible. Data can be encrypted and decrypted, relational integrity is maintained, security polices can be established and separation of duties between security and administration established. Common methods of data masking include: encryption/decryption, masking and substitution.
     Exercise 21. Write a summary of the text. Speak on effective data masking techniques.
SUPPLEMENTARY READING
Text 1. Software Vulnerability to Attack
       What makes it so easy for attackers to target software is the virtually guaranteed presence of vulnerabilities, which can be exploited to violate one or more of the software’s security properties.                                                                                                                                                                                     According to CERT, most successful attacks result from targeting and exploiting known, non-patched software vulnerabilities and insecure software configurations, many of which are introduced during design and code.

       The problems of non-secure software can be summed up as follows:

       Software development is not yet a science or a rigorous discipline, and the development process by and large is not controlled to minimize the vulnerabilities that attackers exploit. Today, as with cancer, vulnerable software can be invaded and modified to cause damage to previously healthy software, and infected software can replicate itself and be carried across networks to cause damage in other systems. Like cancer, these damaging processes may be invisible to the lay person even though experts recognize that their threat is growing. And as in cancer, both preventive actions and research are critical, the former to minimize damage today and the latter to establish a foundation of knowledge and capabilities that will assist the cyber security professionals of tomorrow reduce risk and minimize damage for the long term. 

       The security of software is threatened at various points throughout its life cycle, both by inadvertent and intentional choices and actions taken by “insiders”—individuals closely affiliated with the organization that is producing, deploying, operating, or maintaining the software, and thus trusted by that organization—and by “outsiders” who have no affiliation with the organization. The software’s security can be threatened

· during its development: A developer may corrupt the software—intentionally or unintentionally—in ways that will compromise the software’s dependability and trustworthiness when it is operational. 

· during its deployment (distribution and installation): If those responsible for distributing the software fail to tamperproof the software before shipping or uploading, or transmit it over easily intercepted communications channels, they leave the software vulnerable to intentional or unintentional corruption. Similarly, if the software’s installer fails to “lock down” the host platform, or configures the software insecurely, the software is left vulnerable to access by attackers. 

· during its operation: Once COTS and open source software has gone operational, vulnerabilities may be discovered and publicized; unless security patches and updates are applied and newer supported versions (from which the root causes of vulnerabilities have been eliminated) are adopted, such software will become increasingly vulnerable. Non-commercial software and open source software (OSS) may also be vulnerable, especially as it may manifest untrustworthy behaviors over time due to changes in its environment that stress the software in ways that were not anticipated and simulated during its testing. Any software system that runs on a network-connected platform has its vulnerabilities exposed during its operation. The level of exposure will vary depending on whether the network is public or private, Internet-connected or not, and whether the software’s environment has been configured to minimize its exposure. But even in highly controlled networks and “locked down” environments, the software may be threatened by malicious insiders (users, administrators, etc.). 

· during its maintenance: If those responsible for addressing discovered vulnerabilities in released software fail to issue patches or updates in a timely manner, or fail to seek out and eliminate the root causes of the vulnerabilities to prevent their perpetuation in future releases of the software, the software will become increasingly vulnerable to threats over time. Also, the software’s maintainer may prove to be a malicious insider, and may embed malicious code, exploitable flaws, etc., in updated versions of the code. 

       Both research and real-world experience indicate that correcting weaknesses and vulnerabilities as early as possible in the software’s life cycle is far more cost-effective over the lifetime of the software than developing and releasing frequent security patches for deployed software.
Text 2. Vulnerability Experts
     Vulnerability researchers tend to pride themselves on two things: finding vulnerabilities in code that really matters (especially if it has been heavily audited), and finding obscure and subtle vulnerabilities that are sufficiently complicated that it’s hard to describe them in words without a few Visio diagrams. (Pro-tip: never open Visio documents from vulnerability researchers. Buy a whiteboard.)

    Application security consultants tend to pride themselves on related things. You get dropped in the middle of a million line application with a team of potentially hostile developers and you do your best to quickly assemble a mental model of how a business works, what the software does, and how it can be attacked. You never have even remotely close to enough time, so you have to make your best Herculean effort to try and find all of the problems you can across all layers of abstraction. If you’re good at it, this necessarily causes you to discard your pre-conceived notions and find strategies that work. You have to be both deep and broad, and if you miss something that shows up a month later, well, you better hope your salesmen managed to get across the nuance of how it is impossible to prove a negative.

     Any good application security consultant or vulnerability researcher better be able to find both implementation and design flaws, and everything in between.

    To put it another way, if you need an application security consultant and had the choice between hiring someone that could find security vulnerabilities by reverse engineering or hiring someone who was fully versed in design and policy review, you would better hire both of them. 
Text 3. Software Assurance
     The main objective of software assurance is to ensure that the processes, procedures, and products used to produce and sustain the software conform to all requirements and standards specified to govern those processes, procedures, and products. Software security and secure software are often discussed in the context of software assurance. Software assurance in its broader sense refers to the assurance of any required property of software. For software practitioners at the National Aeronautics and Space Administration (NASA), software assurance refers to the assurance of safety as a property of software. Similarly, in other communities, software assurance may refer to assurance of reliability or quality. In the context of this article, software assurance is concerned with assuring the security of software.

      An increasingly agreed-upon approach for assuring the security of software is the software security assurance case, which is intended to provide justifiable confidence that the software under consideration (1) is free of vulnerabilities; (2) functions in the “intended manner,” and this “intended manner” does not compromise the security or any other required properties of the software, its environment, or the information it handles; and (3) can be trusted to continue operating dependably under all anticipated circumstances, including anomalous and hostile environmental and utilization circumstances—which means that those who build the software need to anticipate such circumstances and design and implement the software to be able to handle them gracefully. Such circumstances include

· the presence of unintentional faults in the software and its environment 

· the exposure of the operational software to accidental events that threaten its security 

· the exposure of the software to intentional choices or actions that threaten its security during its development, deployment, operation, or sustainment 

Software is more likely to be assurably secure when security is a key factor in the following aspects of its development and deployment:

· development principles and practices: The practices used to develop the software and the principles that governed its development are expressly intended to encourage and support the consideration and evaluation of security in every phase of the software’s development life cycle. Some secure development principles and practices for software are suggested later in this article. 

· development tools: The programming language(s), libraries, and development tools used to design and implement the software are evaluated and selected for their ability to avoid security vulnerabilities and to support secure development practices and principles. 

· testing practices and tools: The software is expressly tested to verify its security, using tools that assist in such testing. 

· acquired components: Commercial off-the-shelf (COTS) and OSS components are evaluated to determine whether they contain vulnerabilities, and if so whether the vulnerabilities can be remediated through integration to minimize the risk they pose to the software system. 

· deployment configuration: The installation configuration of the software minimizes the exposure of any residual vulnerabilities it contains. 

· execution environment: Protections are provided by the execution environment that can be leveraged to protect the higher level software that operates in that environment. 

· practitioner knowledge: The software’s analysts, designers, developers, testers, and maintainers are provided with the necessary information (e.g., through training and education) to give them sufficient security awareness and knowledge to understand, appreciate, and effectively adopt the principles and practices that will enable them to produce secure software. 

Text 4. General Principles of Secure Software Development
    The following principles should guide the development of secure software, including all decisions made in producing the artifacts at every phase of the software life cycle.

     Minimize the number of high-consequence targets. The software should contain as few high-consequence targets (critical and trusted components) as possible. High-consequence targets are those that represent the greatest potential loss if the software is compromised and therefore require the most protection from attack. Critical and trusted components are high-consequence because of the magnitude of impact if they are compromised. (This principle contributes to trustworthiness and, by its implied contribution to smallness and simplicity, also to dependability.) 
     Don’t expose vulnerable and high-consequence components. The critical and trusted components the software contains should not be exposed to attack. In addition, known vulnerable components should also be protected from exposure because they can be compromised with little attacker expertise or expenditure of effort and resources. (This principle contributes to trustworthiness.) 
   Deny attackers the means to compromise. The software should not provide the attacker with the means by which to compromise it. Such “means” include exploitable weaknesses and vulnerabilities, dormant code, backdoors, etc. Also, provide the ability to minimize damage, recover, and reconstitute the software as quickly as possible following a compromising (or potentially compromising) event to prevent greater compromise. In practical terms, this will require building in the means to monitor, record, and react to how the software behaves and what inputs it receives. (This principle contributes to dependability, trustworthiness, and resilience.) 
    Always assume “the impossible” will happen. Events that seem to be impossible rarely are. They are often based on an expectation that something in a particular environment is highly unlikely to exist or to happen. If the environment changes or the software is installed in a new environment, those events may become quite likely. The use cases and scenarios defined for the software should take the broadest possible view of what is possible. The software should be designed to guard against both likely and unlikely events.

    Developers should make an effort to recognize assumptions they are not initially conscious of having made and should determine the extent to which the “impossibilities” associated with those assumptions can be handled by the software. Specifically, developers should always assume that their software will be attacked, regardless of what environment it may operate in. This includes acknowledgement that environment-level security measures such as access controls and firewalls, being composed mainly of software themselves (and thus equally likely to harbor vulnerabilities and weaknesses), can and will be breached at some point, and so cannot be relied on as the sole means of protecting software from attack.

     Developers who recognize the constant potential for their software to be attacked will be motivated to program defensively, so that software will operate dependably not only under “normal” conditions but under anomalous and hostile conditions as well. Related to this principle are two additional principles about developer assumptions.

1. Never make blind assumptions. Validate every assumption made by the software or about the software before acting on that assumption. 

2. Security software is not the same as secure software. Just because software performs information security-related functions does not mean the software itself is secure. Software that performs security functions is just as likely to contain flaws and bugs as other software. However, because security functions are high-consequence, the compromise or intentional failure of such software has a significantly higher potential impact than the compromise or failure of other software. 

Text 5. What a Software Practitioner Needs to Know
    The main characteristics that discriminate the developer, tester, integrator, and sustainer of secure software from those of non-secure software are awareness, intention, and caution. A software professional who cares about security and acts on that awareness will recognize that software vulnerabilities and weaknesses can originate at any point in the software’s conception or implementation, from inadequate requirements, to poor design and implementation choices, to inadvertent coding errors or configuration mistakes.

    The security-aware software professional knows that the only way these problems can be avoided is through well-informed and intentional effort: requirements analysts must understand how to translate the need for software to be secure into actionable requirements, designers must recognize choices that conflict with secure design principles, and programmers must follow secure coding practices and be cautious about avoiding coding errors and finding and removing the bugs they were unable to avoid. Software integrators must recognize and strive to reduce the security risk associated with vulnerable components (whether custom-built, COTS, or open source), and must understand the ways in which those modules and components can be integrated to minimize the exposure of any vulnerabilities that cannot be eliminated.

    The main reason for adding security practices throughout the SDLC is to establish a software life cycle process that codifies both caution and intention.

     Creating a secure development community using collaboration technologies and a well-integrated development environment promotes a continuous process of improvement and a focus on secure development life cycle principles and practices that will result in the ongoing production of more dependable, trustworthy, survivable software systems.

Text 6. Integrating Security into the Software Life Cycle
     “Security enhancement” of the SDLC process mainly involves the adaptation or augmentation of existing SDLC activities, practices, and checkpoints, and in a few instances, it may also entail the addition of new activities, practices, or checkpoints. In a very few instances, it may also require the elimination or wholesale replacement of certain activities or practices that are known to obstruct the ability to produce secure software.

     The key elements of a secure software life cycle process are

· security criteria in all software life cycle checkpoints (both at the entry of a life cycle phase and at its exit) 

· adherence to secure software principles and practices 

· adequate requirements, architecture, and design 

· secure coding practices 

· secure software integration/assembly practices 

· security testing practices that focus on verifying the dependability, trustworthiness, and sustainability of the software being tested 

· secure distribution and deployment practices and mechanisms 

· secure maintenance practices 

· supportive tools 

· secure software configuration management systems and processes 

· security-knowledgeable software professionals 

· security-aware project management 

· upper management commitment to production of secure software 

       Organizations can insert secure development practices into their software life cycle process by adopting a codified secure software development methodology. This would help them in making progress toward achieving their goals. 

Text 7. Software Security Engineering
        Software is ubiquitous. Many of the products, services, and processes organizations use and offer are highly dependent on software to handle the sensitive and high-value data on which people’s privacy, livelihoods, and very lives depend. National security - and by extension citizens’ personal safety - relies on increasingly complex, interconnected, software-intensive information systems - systems that in many cases use the Internet or Internet-exposed private networks as their means for communication and transporting data.

       Dependence on information technology makes software security a key element of business continuity, disaster recovery, incident response, and national security. Software vulnerabilities can jeopardize intellectual property, consumer trust, business operations and services, and a broad spectrum of critical applications and infrastructures, including everything from process control systems to commercial application products.

    The integrity of critical digital assets (systems, networks, applications, and information) depends on the reliability and security of the software that enables and controls those assets. However, business leaders and informed consumers have growing concerns about the scarcity of practitioners with requisite competencies to address software security. They have concerns about suppliers’ capabilities to build and deliver secure software that they can use with confidence and without fear of compromise. Application software is the primary gateway to sensitive information. 
       The absence of security discipline in today’s software development practices often produces software with exploitable weaknesses. Security-enhanced processes and practices—and the skilled people to manage them and perform them—are required to build software that can be trusted to operate more securely than software being used today.

       There is an economic counter-argument, or at least the perception of one. Some business leaders and project managers believe that developing secure software slows the process and adds to the cost while not offering any apparent advantage. In many cases, when the decision reduces to “ship now” or “be secure and ship later,” “ship now” is almost always the choice made by those who control the money but have no idea of the risks. Information to combat this argument, including how software security can potentially reduce cost and schedule, is becoming available based on earlier work in software quality and the benefits of detecting software defects early in the life cycle along with documented experiences such as Microsoft’s Security Development Lifecycle.

                 Text  8. The Goal of Software Security Engineering

      Software security engineering is using practices, processes, tools, and techniques that enable you to address security issues in every phase of the software development life cycle (SDLC). Software that is developed with security in mind is typically more resistant to both intentional attack and unintentional failures. One view of secure software is software that is engineered “so that it continues to function correctly under malicious attack” and is able to recognize, resist, tolerate, and recover from events that intentionally threaten its dependability. Broader views that can overlap with software security (for example, software safety, reliability, and fault tolerance) include proper functioning in the face of unintentional failures or accidents and inadvertent misuse and abuse, as well as reducing software defects and weaknesses to the greatest extent possible regardless of their cause.

The goal of software security engineering is to build better, defect-free software. Software-intensive systems that are constructed using more securely developed software are better able to

· continue operating correctly in the presence of most attacks by either resisting the exploitation of weaknesses in the software by attackers or tolerating the failures that result from such exploits 

· limit the damage resulting from any failures caused by attack-triggered faults that the software was unable to resist or tolerate and recover as quickly as possible from those failures 
Text 9. Software Security Practices
        No single practice offers a universal silver bullet for software security. The objective is to increase the security and dependability of the software produced by these practices, both during its development and its operation.

        Software developed and assembled using software security practices should contain significantly fewer exploitable weaknesses. Such software can then be relied on to more capably recognize, resist or tolerate, and recover from attacks and thus function more securely in an operational environment.
      The five key rules of Software Security Engineering are as follows:

1. Software security is about more than eliminating vulnerabilities and conducting penetration tests. Project managers need to take a systematic approach to incorporate the sound software security practices into their development processes. Examples include security requirements elicitation, attack pattern and misuse/abuse case definition, architectural risk analysis, secure coding and code analysis, and risk-based security testing. 

2. Network security mechanisms and IT infrastructure security services do not sufficiently protect application software from security risks. 

3. Software security initiatives should follow a risk management approach to identify priorities and what is good enough, understanding that software security risks will change throughout the development lifecycle. Risk management reviews and actions are conducted during each phase of the SDLC. 

4. Developing secure software depends on understanding the operational context in which it will be used. This context includes conducting end-to-end analysis of cross-system work processes, working to contain and recover from failures using lessons learned from business continuity, and exploring failure analysis and mitigation to deal with system and system of system complexity. 

5. Project managers and software engineers need to learn to think like an attacker in order to address the range of things that software should not do and how software can better resist, tolerate, and recover when under attack. The use of attack patterns and misuse/abuse cases throughout the SDLC encourages this perspective. 

Text 10. Data Erasure
    Data erasure is a method of software-based overwriting that completely destroys all electronic data residing on a hard disk drive or other digital media. Permanent data erasure goes beyond basic file deletion commands, which only remove direct pointers to data disk sectors and make data recovery possible with common software tools. Unlike degaussing and physical destruction, which render the disk unusable, data erasure removes all information while leaving the disk operable, preserving assets and the environment.

    Software-based overwriting uses a software application to write patterns of meaningless data onto each of a hard drive's sectors. There are key differentiators between data erasure and other overwriting methods, which can leave data intact and raise the risk of data breach or spill, identity theft and failure to achieve regulatory compliance. Data erasure also provides multiple overwrites so that it supports recognized government and industry standards. It provides verification of data removal, which is necessary for meeting certain standards.

     To protect data on lost or stolen media, some data erasure applications remotely destroy data if the password is incorrectly entered. Data erasure tools can also target specific data on a disk for routine erasure, providing a hacking protection method that is less time-consuming than encryption.

Text 11. Data Recovery
      Data recovery is the process of salvaging data from damaged, failed, corrupted, or inaccessible secondary storage media when it cannot be accessed normally. Often the data are being salvaged from storage media such as hard disk drives, storage tapes, CDs, DVDs, RAID, and other electronics. Recovery may be required due to physical damage to the storage device or logical damage to the file system that prevents it from being mounted by the host operating system.

      The most common "data recovery" issue involves an operating system (OS) failure (typically on a single-disk, single-partition, single-OS system), where the goal is to simply copy all wanted files to another disk. This can be easily accomplished with a Live CD, most of which provide a means to 1) mount the system drive, 2) mount and backup disk or media drives, and 3) move the files from the system to the backup with a file manager or optical disc authoring software. Further, such cases can be mitigated by disk partitioning and consistently moving valuable data files to a different partition from the replaceable OS system files.

     The second type involves a disk-level failure such as a compromised file system, disk partition, or a hard disk failure —in each of which the data cannot be easily read. Depending on the case, solutions involve repairing the file system, partition table or MBR, or hard disk recovery techniques ranging from software-based recovery of corrupted data to hardware replacement on a physically damaged disk. These last two typically indicate the permanent failure of the disk, thus "recovery" means sufficient repair for a one-time recovery of files.

     A third type involves the process of retrieving files that have been "deleted" from a storage media, since the files are usually not erased in any way but are merely deleted from the directory listings.

     Although there is some confusion as to the term, the term "data recovery" may be used to refer to such cases in the context of forensic purposes or spying.
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