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Bcmyn
CTaH.napT JCTY ISOMEC 17025: 2006

C‘S‘m neobximne, mob na6opa-ropm 3MorIa

JOBECTH CBOK KOMIIETEHTHICTh NEpe] opra-
HOM akpenuTaiii. Bce ue BuMarae Bin ma6o-
DATOPIi 3HAYHHX PECYPCIB Ta NPH3BOIATH 10
HeOOXiMHOCTI BHKOpHCTaHHS iHGOPMaLii-
HUX TEXHOJIOTIH IJIs B3a€EMOIi MDK PI3HMMH
CTPYKTYpHHUMH ejleMeHTamu Jabopartopii, a
TaKOX I/ aBTOMarH3allii pobodoro mpoie-
Cy Ha eTamax OTPUMAaHHS 1 ONpaUOBaHHA
EKCIEPUMEHTANbHUX JaHUX.

Bitbiia wactHHa BHYTpilIHBOIabOpa-
TOPHOTO JOKYMeHTOOOIry min yac o6pobku
3aMOBJICHHS BHKOHYETHCS B IAlEPOBOMY
BUIJISAI — Y BUIIAAL OJIaHKIB-3a4BOK Ha BHU-
KOHaHHS BUIPOOYBaHb, JaOOPaTOPHUX XKYp-
HaniB 11 06Ky pe3ysbTaTiB JOCIKEHB,
npoTokouis Bunpo6yBaup Ta iH. Takui mizx-
XiI Xo4 i € TpamMLUiiHMM, ane Moxe OyTH
JIOCHTh HE3PYYHHM 1 NPU3BECTH JI0 IOPY-
IEHHA IisIbHOCTI J1abopatopii B LILIOMY.
Tak, HanpyvKIam, Mg Yac CTBOPEHHs pi3HO-
MaHITHUX 3BiTiB, OCOOIHBO 3a BEJIUKHH I1€-
pion yacy, HeOOXiZHO ONpPALIOBATH NECATKH
CTOpiHOK 1aGOpaTOpHUX JKypHaNliB. A 3a He-
00XiIHOCTI BUKOHAHHS HAaBIThb MPOCTOi CTa-

THUCTHYHOT 00poOKH, 3aBHaHH:A Oyae NOCHTH
cKJagHMM 0€3 3aCTOCYBaHHS CHELIaJbHOIO
nporpaMHoOro 3abe3neyeHHs.

O6uuciieHHsT pe3y/ibTaTiB  BHIPOOY-
BaHp Ta CYNYTHIX XapakTEePUCTHK (HaIpH-
KJ1ajl, HEBM3HAYCHOCTI BUMIpIOBaHb abo IH-
IIHX [apaMeTpiB KOHTPOJIO SKOCTi) Binby-
BaeTbCa abo BpydHy abo 13 3aCTOCYBaHHAM
pi3HHX NPOrpaMHMX IPOAYKTIB, AKi IyXe
4acTO HE MalOTh MOXUIMBOCTI B3a€MOJIIATH
OIIMH 3 OJHHM Ta aBTOMaTHYHO BPaXOBYBaTH
OTpHMaHi pe3y/npTaTH B IPOTOKOJIaX BHIIPO-
OyBaHb.

BukopucranHs iH$opMalifiHOT CHCTe-
MH YIpaBliHHs mpolecaMH naboparopii 1o-
3BOJIMTH ABTOMATHU3yBaTH NpOLEC NMPUHOMY
3aMOBJIEHb, CKJIaJJaHHS 3aBAAHHA Ha IIpoBe-
JeHHs BUNpoOyBaHb, pO3paxyHOK pe3yibTa-
TiB BHUMIpIOBaHb, HEBH3HAYCHOCTEH Ta IH-
KX 3Ha4eHb, GOpMYBaHHS [TPOTOKOJIIB BH-
npoOyBaHb, a TAKOXK pALy (PIHAHCOBHX JO-
KyMEHTIB, HEOOXimHMX [/ BMKOHaHHs 3a-
MOBJICHHA.

Mocmanoeka 3adayi

IHpopmauiitHa cucTeMa yHpaBiIiHHSA
npoliecaMu j1aboparopii MOBHHHA BiMoBi-
JiaTH HaCTYITHUM BHMOTaM CTaHaapTy [1]:

- 3abe3MeueHHs 3aXUCTy KOHGIIEHIIIN-
Hocti indopManii Ta mpaB BIAacHOCTI ii 3a-
MOBHHKIB, 30KpeMa npollexypy 30epiraHHs
Ta NepeJaBaHHs iHpopMauii;

- BUKOPHCTAHHS TpoleciB oOMiHy iH-
dopmatiieio B 1abopaTopii, 110 BUKOHYHOTBCS
3 ypaxyBaHHSAM pe3yJIbTaTHBHOCTI QYHKIIIO-
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HYBaHHS CHCTEMH yNpaBJiHHS;

- 30epexeHHs MPOTATOM BCTaHOBJIEHO-
IO 4acy 3apeecTpOBaHHMX TaHUX NEPBUHHHX
3aMKCiB, BTOPUHHHUX JaHHX, a TaKOX JA0CTa-
THbOTO 06’eMy iHdopmauii it Toro, mo6
Oyaa MOXJIMBICTH MEPEBIPUTH JaHi Kanibpy-
BaHHs, NIEPCOHAJ, KOMii KOXKHOTO MPOTOKOIY
YU CBIZOLTBA NpO KalibpyBaHHS;

- BCTAaHOBJIOBAaTH BilMOBIAAJBHICTD,
MOBHOBZ)KEHHS T4 B3a€EMOBIIHOCHHM CIIIB-
POOITHHKIB, AKi YIPaBJIAOTh, BAKOHYIOTh YH
IIepeBIpAIOTh pOOOTH, MO BIUIMBAIOTh Ha
AKICTh BUNPOOYBaHb.

VY HoBilt penakuii crangapty [1], fxa
Oyne BBeJeHa B JIil0 HAWOMMKYHUM 4acoM,
nepentayeHo HasBHICTh y BUNpPOOYBalbHIH
naboparopii iHQOpMAaUIHOT CHCTEMH, IO
Mae 3abe3neyyBaTH LLUTICHICTh JaHHUX Ta 1H-
dopmauii, BimmoBimaty HamioHanbHHM abo
MDKHApOJHMM BUMOTaM IO BiJHOLIEHHIO 10
3aXHCTY JaHHX, a OCHOBHMMH BHMOI'aMH JIO
nismpHOCTI  JabGoparopii  nepenbadaroThes
HEYIEPEDKEHICTh TIEPCOHAITY Ta YIPaBIiHHA

Cranpapt JICTY ISO/IEC 27001:2015
[2] BcTaHOBIIOE BUMOTH [O CTBOPEHHS,
BIPOBA[UKEHHSA Ta MiOTPUMKH (YHKLIOHY-
BaHHA Ta HENEepPEpBHOTO MOKPAlIeHHHA CHC-
TEMH YIpaBiiHHA iHdopMmaliiiHoO 6e3ne-
KOIO, OLIHIOBaHHA Ta OOpOOKH pHU3HKIB iH-
dopmaniifinoi Gesmexu. Taka cucrema Ha-
npaBjicHa Ha 30epexeHHd KOHQiAeHLiHHOC-
Ti, HUTICHOCTI Ta MOJIMBOCTI 3aCTOCYBaHHS
iHpopMallii 3a paXxyHOK BUKOHAHHS ITPOLIECIB
YIIpaBIiHHS pU3UKaMH, 1 BOyloBaHa B 3ara-
JbHY CTPYKTYPY YIPaBJIiHHA, OT)KE€ MUTaHHA
iHpopMauiiiHoi Ge3neku BpaxoBYIOTHC il
gac po3poOku iH$OpMalifHHX CHCTEM 1 3a-
cobiB ynpaBiiHHA. TakuM 4YHHOM, IHpOpMa-
IiliHa cucTeMa ynpaBiiHHA HNpOLIECAMH Jia-
Ooparopii Mae BiANOBigaTH i BUMOraM CTaH-

napty [2].

Cmpykmypa ma ¢yHKUYioHy8aH-
Hs1 ingbopmauitiHoi cucmemu

Cxema B3aeMoJlii OCHOBHHX CTPYKTYp-
HUX eJleMeHTiB Jlaboparopil nig yac 06pobku

3aMOBJIEHHS  HaBelieHa Ha  puc. 1.
PHU3UKAMHU.
Fieancosa
Kauignr
Ipomoxoa
Semosnnn aunpobpoans
DaxiBens 3
. Ko . | 4 ;i
Kepinnu ¢ axmgmmm npnﬁomylmf_n,a'u qu?{w liyxi-aatep
= TPOTOKOJLIR
Sasdanxx Pazyavmam
Kowmpoxs ma
Paxieers
Puc. 1. Cxema B3aeMozil OCHOBHHX CTPYKTYPHHX eJIeMEHTiB 1abopaTopii
[1lo6 BimnoBizaTH BHMOTaM IO yIpaB-  MIpoBaHHA (peecTpallid yMOB HaBKOJMII-

JIHHA Ta TEXHIYHMM BHMOTaM CTaHIapTiB
[1,2], inbopmaliiiHa cucTeMa YIpPaBJIiHHA
npouecamu J1aboparopii Ma€ MITHTH HacTy-
MHI QYHKUIIOHATbHI €IEMEHTH:

- MOJy/b 00JIKY 3pa3KiB i pe3yJIbTariB
(Bubip 3aBmaHHA Ha BUNpPOOYBaHHs, po3pa-
XYHOK HeoOXiTHHX mapamMeTpiB Ta peecTpa-
11if pe3y/nbTaTiB BUNPOOYBaHHsA, PO3PaXyHOK
HEBU3HAYEHOCTI);

- MOIyIb YNpaBliHHA [POLECOM BH-

HBOTO CEpEROBHIIA, KOHTPOJb CTaHy 3pa3ka,
3ac0o0iB BUMIPIOBAIBHOT TEXHIKH, SKOCTI BH-
MIpDIOBaHHA);

- MOIyNb 3arajbHOr0 YyIpaBliHHA Ja-
Gopartopieto (KOHTpPOJb HpPaBUIBLHOCTI BBeE-
IEHUX pe3yJbTaTiB, COPMOBaHHUX 3aBIaHb
Ta MPOTOKOJIB BHUMpOOyBaHb, (OPMYyBaHHA
3BITHOCTI 10 po6oTi 1aboparopii);

- MOXIy/Ib HOPMAaTHBHOI JOKyMEHTaLii
(cTBOpeHHS Ta MiATPUMKa nepeiiky 06’ €KTiB
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NpaBo BUKOHyBaTd. KpiM Toro, ans BHKIO-
YEHHS BHIAJIKOBO BHECEHHs pe3ynsTary (fK
OMHIET i3 CKIANOBUX CY0’EKTHBHOT MOXHOKH
BUMIpIOBaHb) B 0a3y NaHHX NPONOHYETHCH
Garatopa3oBe KOHTPOJIBHE IiATBEPIKEHHS
36epexeHHs.

I'pyna «KepiBHuk» peanizye ¢yHkuii
3arajJbHOr0 yNpaBliHHA Jabopatopiero Ta
HO03BOJISI€ KOHTPOJIIOBATH NPAaBUIILHICTH BBe-
JAEHHUX DPEe3ynbTariB, cHOPMOBAaHHX 3aBJaHb
Ta NPOTOKOJIB BUIIPOOYBaHb, I03HAYaTH BU-
OpaHi NMyHKTH SK HeNilicHi i BiampaBasTH
¢axiBIAM Ha JOONpaLiOBaHHS, (pOpMYBaTH
3BIiTHICTB 110 po6OTi 1aGopaTopii Ta iH.

Indopmariiiina cucrema ynpaBIiHHA
npouecaMu Jsaboparopii JO3BOJIHMTL KepiB-
HHUKY B OyIb-Kuil yac oTpuMatu iHdopma-
Uil0 TpO MOTOYHMI CTaH 3aMOBJeHb, cHOp-
MOBaHi [IPOTOKOJIU BUIPOOYBaHb Ta 3aBJaH-
Hf, MO NOTpebYIOTh MEpeBipKH Ta MigTBEp-
JDKCHHSL.

I'pyna «HopMmaruBHuii Bimnin» 3a6e3-
neuye QyHKIlil, NoB’s3aHi 3 HOPMATHUBHOK
JOKYMEHTAlli€l0, a caMe: CTBOPEHHS i Mij-
TPUMKa Iepeniky o6’ekTiB BUMpoOyBaHb Ta
IX KOHTPOJBOBAHUX MOKA3HHUKIB, 0i0IiOTEKH
CTaHJapTiB BUKOHAHHA TMEBHHX MOKA3HHKIB,
BCTaHOBJECHHA 3B’43KiB MDK 00’€KTOM BH-
npoOyBaHHs, NOKa3HUKOM Ta METOIOM BH-
3HaYeHHs IOKa3HMKa, J0JaBaHHsi B 0i0iio-
TeKy CTaHJapTy 3 ypaxyBaHHSM CTPOKIB Ta
cepu akpeauTallii, Ta .

I'pyna «KoHTtponms obnagHanHs» 3a-
Oesneyye ynpaBiiHHA 1 KOHTPOIb CIMCKY
obnaanaHHsA 1abopaTopii, 110 BUKOPHCTOBY-
€TbCA IS NIPOBENEHHA BUIPOOYBaHb Ta I0-
3BOJISIE€ HAralyBaTH Npo HeOOXimHICTh Kajib-
PYBaHHs MpPHUIAdiB, BKa3yBaTH HECHpaBHi
NpUIadM Ta iH. BBeneHHs B 3araibHy CTpYK-
TYPY CHCTEMH L€ IPYIH TO3BOJSE YHUKHY-
TH TOMHIOK, IOB’A3aHHUX. 3 BHJAYel 3a-
BJIaHb, SIKi HE MOXYTh OyTH BUKOHaHi BYac-
HO 4epe3 HECIPaBHICTh 00IaIHaHHS.

IIpononoBana iHdopMauiitHa cucTeMa
npeiacraBise cobOX0 JIOKaJbHY Mepexy 3
cepBepoM 0a3 JaHMX Mif YIPaBIiHHAM CIIE-
11iani3oBaHOi cepBepHOi ONepaLiifHOl CUCTE-
mu 13 BcraHoBineHow CVYBJ] MySQL abo
iHIIOT Ta KOMI'IOTEpIB KOPUCTYBauiB, 3 He-
OOXiZIHUM TIpOrpaMHUM  3a0e3nedeHHAM.

Omnepauii 3 BCTaHOBIEHOIO 06a3010 HaHHMX
BiIOYBalOTLCS B PEXHMi TpaH3akuii, ToOTo
naHi He OymyTh NpUHHATI cepBepoM 0Oe3
OTPUMAaHHS MINTBEP/UKEHHS, MI0 BHKIIIOYAE
MOXUIMBICTS BUHUKHEHHS IMOMHIKH Yy pasi
HEeCNOXiBaHO1 BTPAaTH 3B 3Ky MK KJII€EHTOM
Ta cepBepoM abo iHIIOMY 30010 MpOrpamMHoO-
ro 3abe3neyeHHs.

BucHoeku

3actocyBaHHs iH(pOpMaLiHHOT CHUCTe-
MH YTpaBJliHHS npoLecaMu Jaboparopii no-
3BOJIsIE aBTOMAaTU3yBaTH pobory naboparo-
pil, 3MEHIIMBILIK HaBaHTAXEHHS Ha IMepco-
HaJ, 3MEHLICHHs «ManepoBoi» CKJIamOBOL
3MEHIIYE YacTKy CYO’€KTMBHHMX TIOMMIIOK
nix yac GopMyBaHHS MPOTOKOJIB, MOJETHIYE
3BITHICTB, CHpOILYE B3aEMOAII0 MK KIi€H-
TOM Ta BUNpoOyBaibHOIO Jabopartopielo.

3anponoOHOBaHa KOMII'IOTEPHA CHCTe-
Ma JI03BONUTH 3a0e3MeYWTH LUTICHICTh Ta
IIPOCTEXKYBaHICTh JaHUX Ta iHdopmaltii, He-
yIepeKEHICTh NEPCOHANy Ta YIpaBTiHHS
PHU3HKaMH, TEXHIYHI BAMOTH Ta BUMOTH ILIO-
10 KOH(}IOeHMiHHOCTI BIANMOBIZHO IO CTaH-
naptie JICTY ISOMEC 17025:2006 Tta
JCTY ISO/IEC 27001:2015.
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