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BA3OBBIE IOHATUA YIIPABJIEHUA PUCKOM B COEPE HH®OPMAIIMOHHOM
BE3OITACHOCTH

IMpoBenen anamm3 0a30BBIX MOHATHH CBA3aHHBIX C YIpaBJICHHEM pHcKka B chepe nHPpOpManMOHHOH
6e3omacHocTH. OTHOCUTEIBHO TOTO MTOCTPOEHA CXEMa 3aBHCHMOCTH IIPOIIECCOB CBSI3AHHBIX C YIPABJICHHEM PHCKA H
€ro MHTETPUPOBAHHBIMH MapaMeTpamMH. OTO JacT BO3MOXKHOCT YHH(MIMPOBATH MPOLECC HCCICIOBAHUS
CYIIECTBYIOIUX METOJI0B M METO/IMK aHaJM3a U OLCHKH PUCKA, MOBBICUT 3P (PEeKTUBHOCTH OCYIIECTBICHHUS NX BBIOOpA.
Taroke mprBeieH NpUMEp aHajIW3a M OLEHKHM Hanbojiee M3BECTHBIX METOAWK C HCIIONB30BAHHEM HHTEIPHPOBAHHBIX
IapaMeTpoB.

KiroueBsle croBa: puck, aHaiIu3 pucka, nHpopMannoHHas 6€3011aCHOCTh, OLIEHKA PHCKa, YIIPABICHHE PUCKOM,
yIpo3a, yI3BUMOCTb, METOIUKA.

B pabote [18] Obu1 mpoBeneH aHaIN3 MOHATUS PUCKA B PAa3IMYHBIX MPEAMETHBIX 001acTAX
U TIOCNIEAyIOIIeH ero uHTeprperanuu B cdepe uHpopmanmnoHHoi Oe3onmacHoctn (MB). B
pe3yiabTare 3TOro OBLJIO BBLACICHO MHOXECTBO ©0a30BbIX MPHU3HAKOB pHCKa (TPHCYLIUX
COOTBETCTBYIOLIIEH TMpeaMeTHON cdepe), uepe3 KOTOphle W ONPENeNAIOTCS €ro mnapaMeTphl.
Hcnonp3ys mMOdydeHHBbIE pe3yabTartbl, B pabore [19] mpennokeHo WHTErpUpPOBAHHOE
NpEJCTaBICHUE OJTUX MApaMeTpOB B BHJE KOPTEXKa U BBIACICHB HICHTU(UIUPYIOUINE U
OLICHOYHBbIE KOMIOHEHTh. Ha uX OCHOBE MOXHO C(HOpPMHPOBATH KPUTEPUH, MO3BOJISAIOIINE
YHU(UIMPOBATH U YIPOCTUTH OILEHKY M BBIOOP COOTBETCTBYIOIIMX METOJUK OLIGHKH M aHaJH3a
pUCKa, KOTOpBIE NPEICTABIEHBI B JIOCTATOYHO IIMPOKOM CIHEKTPE CPEICTB, HAUYMHAIOLIUXCS
HOPMAaTUBHBIMH JIOKyMEHTaMU (CTaHIapTaMU) U 3aKaHYUBAIOIIMXCSI KOHKPETHBIMU IIPOTPaMMHBIMU
npoaykTamu. st 3pQEeKTUBHOTO OCYIIECTBJICHHUS YKa3aHHBIX OLIEHOK, AKTYaJbHBIM SBISETCS
oTpesieieHue TakuX 0a30BBIX MOHSATHI, CBA3aHHBIX C YIPABICHHEM PHUCKa, KaK aHAJIU3 M OLIEHKa
pHUCKa, YIpo3a U ysI3BUMOCTb.

B 371011 cBsI3U He/IbI0 JaHHOW padoThI SABJISETCS aHAIU3 U PACKPHITUE NIOHATUN CBSI3aHHBIX C
yIpaBJIEHUEM PUCKOM, C TIOCIEayIoLIel nuTeprperanueil B oomactu b u Mx UConb30BaHUEM LIS
aHaJIN3a CYIECTBYIOUINX METOAMK C IEJbI0 JaJbHEHUIIIEero YIpOILEeHHUs X BIOOpa.

IlonsTHs aHanu3a M OLIEHKM pHCKa B HAy4dHOW JIUTEpaType M HOPMATHBHO-IPABOBBIX
JOKYMEHTaX MMEIOT JOCTaTOYHO IIMPOKMM CHEKTp TPaKTOBAHUM UM NPAKTHUYECKH YACTO
MEPEeCceKaroTCsa, YTO BHUIHO W3 HIDKECIENYIOUero aHaiu3a mNoHATui. Ounenka pucka (risk
assessment) B HEKOTOPBIX HMCTOYHHKAX, paccMaTpUBaeTCs Kak Mpouecc: HIACHTH(PUKALUN
nHpopManMoHHbIX pecypcoB (MP) cucteMsl u yrpo3 3TUM pecypcam, a TakkKe BO3MOXHBIX HOTEPh
(TO ecThb MOTEHLHMAJl TOTEpH), OCHOBAHHBIM HAa OLIEHKE YacTOThl BO3HUKHOBEHHMS COOBITHH W
pa3Mepe ymiepOa; BKIIOYAIONIUN UACHTU(DUKAMIO U aHamu3 pucka [5, 8, 15, 16, 23]; BeIsaBICHUS
pUCKa W ompeneneHus ero BiusiHus [7, 24]; ompenelneHus] CTENEHW MOTEHLUHUATBbHON Yrpo3bl U
pHCKa, CBSI3aHHOTO ¢ cucTeMoi nHpopmarmonHsix Texnonoruid (UT) Bcrony 1o ee MUKy )KU3HH U
pa3BUTHS, BKIIOYAIONIETO B ce0sl 9 1maroB (XapaKTepHCTUKA CHCTEMBI, UACHTHU(HUKAIMS YTrPO3bI,
UACHTU(UKAIMS yI3BUMOCTH, aHAJIU3 KOHTPOJIS, ONpe/ieIeHue BEPOSTHOCTH, aHAINU3 BO3IACHCTBUS,
OTIPEJIENICHUE PUCKA, PEKOMEHIALIUN KOHTPOJIS, JOKYMEHTHPOBAHUE PE3yabTaTOB) [5]; cocTaBieHus
CIMCKAa PHUCKOB, PAH)XUPOBAHHBIX 10 LIEHE M KPUTUYHOCTU; H3Y4YEHMs YA3BUMOCTEH, Yrpos,
BEPOSATHOCTH BO3MOXHBIX TOTEPb M TEOPETHUECKOW APPEKTUBHOCTH KOHTPMEp; OLIEHKU YTpoO3,
BO3/IeHCcTBUs Ha ys3BUMOCTH VP u mporieccoB, a Takke BEPOSITHOCTH UX BO3HMKHOBeHus [17, 23];
OTPEENICHUSI KOJNYECTBEHHBIMU UM Kaue€CTBEHHBIMM ITapaMeTpaMH BEJIMYMHBI (CTENEHH) PUCKOB
[12]. Berpeuatorcss u apyrue ompeneneHus: (risk evaluation) omeHka Ha NOCTOSHHOW OCHOBE
BEPOSITHOCTH U NOCIIEACTBHSI BCEX BBIBIECHHBIX PUCKOB, C UCIIOJIb30BAHUEM METOJIOB, OCHOBAHHBIX
Ha KauyeCTBEHHBIX M KOJMYECTBEHHBIX OLIEHKax [3]; HaTypajJbHO-BEIIECTBEHHBIM U CTOMMOCTHBIN
aHaJM3 BCEX PHUCKOBBIX OOCTOSTENBCTB, XapaKTEpU3YIOIIMX IMapaMmeTpsl pucka [14]; ouenka
MOCJICJICTBUI HEXKeNaTeNbHBIX COOBITHI [6]. AHanu3 pucka (risk analysis) Tak ke Kak U OIEHKa, B
HEKOTOPBIX UCTOYHUKAX, PACKPBHIBAETCS KaK Mpouecc: WACHTU(HUKAIIME PUCKOB, ONPEICICHUE HX
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BEJIMYUHBI M BbIIEICHUE 00nacTei, TpeOyromuX 3aluThl (4acTh YIpaBJIEHUS] PUCKAMM); OLIEHKU
BEITMYMHBI PHUCKOB [23]; CHCTEMaTHMYeCKOrO WCIOJIb30BaHUs WH(DOpPMAMK ISl BBISBICHUS
HCTOYHUKOB OLIEHKU CTENEHW pUcKa [7]; ompeneneHuss UCTOUHUKOB U KOJMYECTBEHHOM OLIEHKH
pucka [7, 16]; moapoOHOrO paccieoBaHUsl C LETIbI0 BBIABICHHS HEXeIaTeJIbHbIX COOBITHH [6];
OXBAaThIBAIOLIUI ONpEEIEHUE OTHOCUTENBHON CTOMMOCTH PUCKA (OCHOBAHHOM Ha IOCJEICTBUN) U
sapdexTuBHOCTH cucTeMbl 3amuThl [10, 11]; onpenenenus yrpo3 O0ezomacHoCTH MHGOPMAIMH U UX
XapaKTePUCTUK, CIAObIX CTOPOH KOMIUIEKCHOM CHCTeMBbI 3alluThl MHGpOpMauuu (M3BECTHBIX WU
JOMYCTUMBIX); OLIEHKA MOTEHIMAJbHOro yiiepba oOT peajau3ald yrpo3 U CTENeHH HX
MIPUEMIIEMOCTH JUIs SKCILTyaTallii aBTOMATU3UPOBAaHHON CUCTEMBI [22].

Ilocne mnpoBeneHUs aHalW3a BBIMIEU3JIOKEHHBIX IOHATHM IPOCMATPUBAETCSI HEKOTOPAs
HEOTIPEIeIEHHOCTh OTHOCHTEIBHO TOYHOTO OTPEAETICHUs TOT0, YTO MPEACTaBIsIeT cOO0i aHAu3 U
OILICHKA PUCKA U YEM ATH MOHATHS JIpYr OT Apyra oTivuarorcsa. M3 onmpeneneHuii BUIHO, YTO Kak
OIIEHKA, TaK U aHAJIM3 CBSI3aHHBI IPOLIECCOM HICHTU(UKALIMU PUCKA.

B Wb, oneHKy pucka MOXKHO OIPEICIIUTh KaK IIPOLECC YCTAHOBIEHUs 3HAYMMOCTH PHUCKA,
nocyie MpoBEICHUS ero aHainu3a. B cBoro ouepens /Ui onpeneneHus aHanusa pucka b naubonee
yIa4HbIM OYZET MCIOJIb30BaHHE MOHATHS aHalu3a Kak Mpolecc WIACHTU(UKAIMK PUCKa B cdepe
Ub.

N Tak omnpenenus, YTO aHAIM3 M OLIEHKAa pHUCKAa SBISETCA IOCIEA0BATEIbHBIMU
B3aMMOCBSI3aHHBIMH TPOIIEIypaMU, PACCMOTPUM IMOHATHE yIpaBieHus puckoMm B chepe Mb. B
HAay4yHOM JIMTEpaType W HOPMAaTHBHBIX JOKYMEHTAaX KacalolUXCs pacCMaTpHUBAEMBIX BOIIPOCOB
BCTPEYAIOTCS ONPEICTICHHUS MOHATHS MEHEDKMEHTa WM yIpaBleHHs puckoM (risk management),
KaK CKOOPJMHUPOBAHHBIE JEHCTBUS WM JEATEIBHOCTh: II0 PYKOBOJACTBY U  YIPABIEHUIO
OpraHu3anMeii B OTHOLICHWM PUCKOB (OOBIYHO MEHEIKMEHT pPHUCKa BKJIIOYAET €ro OLEHKY,
00paboTKy, MpUHATHE W KOMMYHUKaluw) [5, 16, 28]; mo cokpameHHuI0 BO3MOXHBIX IOTEPb,
CBSI3aHHBIX C PUCKOM (B TOM YHMCIE: AMBEPCH(PHUKAIMS PHCKA, MApKETHHTOBBIE HCCIIEIOBAHMS,
CTpaxoBaHUE pucka) [25].

Tak ke, Kak W INOHATUS OLICHKM M aHalu3a pUCKAa B OTAEIBHBIX MCTOYHUKAX, IOJ €ro
yIpaBJIEHUEM TOHUMAIOT MpoLece: UACHTU(PHUKAINY, YIIPABICHUS, YCTPAaHEHUS WIH YMEHbIICHHS
BEPOSATHOCTH COOBITHH, CIOCOOHBIX HEraTUBHO BO3JEHCTBOBATH HAa pPecypchbl MH(OPMAIIMOHHON
cucrembl (MC), yMmeHbIIeHUsI PUCKOB O€30MAaCHOCTH, MOTEHUHAIBHO HMEIOIIUX BO3MOKHOCTh
Bo3zeiicTBoBaTh Ha MC, npu ycia0BUM NMPUEMIIEMOM CTOMMOCTH CPEICTB 3allUTHI (3TOT Mpolecc
COJICPKHUT aHAJIU3 PUCKA, aHAIU3 MapaMeTpa “‘CTOMMOCTb-3((PEKTUBHOCTH , BBIOOP, MOCTPOCHUE U
UCTIBITAaHUE TIOJCHUCTEMBI O€30TMAaCHOCTH, a TaKKe HMCCIEJOBAHHE BCEX AaCHEKTOB OE30MacHOCTH.
Llenp mpoueaypsl yHpaBieHUsS PHUCKOM COCTOUT B TOM, YTOOBI YMEHBIIMTH PHCKH JI0 YPOBHEH,
onoOpennsix DAA (Designated Approving Authority — IHUII0, yIOJTHOMOYEHHOE BBIOpAaTh YPOBHU
puckoB) [1, 23]); BbIABIEHUS PUCKOB, OLEHKH PUCKOB M MPEANPUHATHS 11aroB IO €ro CHUKEHUIO
70 NIPUEMIIEMOTO YPOBHsI (BKJIFOUAET TPU dTala — OLEHKAa PHUCKa, €r0 CHWXXEHUE U aHanu3) [7];
ONpEENIEHUs] IPUEMIIEMOTO YPOBHS PUCKA, OLIEHKH €0 TEKYILEro YPOBHSI, a TaK)KE BBITOJHEHHUS
omnepaluii Mo CHMXXEHUIO 10 MPUEMJIEMOr0 3HAYEHUST M MOJCPKaHHUIO MocieaHero [24];
B3BEILMBAHUS IOJIMTUKU aJbTEPHATHUB, C YYETOM OIICHKH pHCKa M Jpyrux (akTopoB, BBHIOOpPa
COOTBETCTBYIOLIUX MPO(QMIAKTUK U KOHTPOJIS MapameTpoB [8]; 0CO3HAHMUS PUCKOB PYKOBOJICTBOM
MIPEAIIPUATHS, ONIPEAETICHUE PUCKOB MPEANPUATHS U BO3JIOKEHHSI OTBETCTBEHHOCTH 32 yIIpaBJICHHE
UMU B opraHmzanuu [3]; Brimroyaromuii B ceOsi HaOOp pelieHWd A YHpaBieHHUS PHUCKaMU
(mepenaua pucka, HallpUMEp, YEpPe3 CTPaXOBAHUE, IPUHATUE WIM YMEHBIIEHHUE €0 MOCPEICTBOM
BbIOOPA COOTBETCTBYIOUINX TapaHTUi) [6]; 0OcO3HaHME MPUYUH U TPAHUI] HeKeIaTeIbHBIX COOBITUH,
OTIpEe/IeNICHUE NTPUEMIIEMOTO YPOBHS PUCKA, & TAKKE CHUIKEHHE €r0 TEKYILLEro 3Ha4€HHUs 10 YPOBHS
npuemiuemoro [17].

ba3oBas 11enp yrpaBieHusl pucKaMH 3aKJII0YaeTcsi B 00eclieueHuN SKOHOMUYECKOTo OanaHca
MEXAY YPOBHEM PUCKOB Ha MPEATIPUATUN U CTOMMOCTBIO 3allUTHBIX Mep [4].

Pucku, cszanneie ¢ MIb B KOMMmaHWM, €CTh COCTaBHOW 4acThio pHCKOB oOmmx. [loatomy
KOMIIaHHUs, 3aMHTEpecoBaHa B TOM, uToObl M T-pucku, KOTOpble BO3HUKAIOT mpu Hapyienuun Wb,
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YMEHBUIMIIUCH, @ OOIIUI MpOoIecC yIMpaBJIeHUs] BCEMU PUCKaMH JIOJDKEH OBITh 3aBS3aH Ha PHCK-
MEHEPKMEHTE.

Ha ocHoBe mpoBeIeHHOTO aHAJIM3a YKa3aHHBIX OMpeAeiIeHUN Hanbojiee ONTUMAIBHBIM JUIS
OTpa’KeHHsI MOHATHUS YIpaBjieHue puckom B chepe Mb Oyner criemyromiee — coriacoBaHHbIE BUIBI
JESITENbHOCTH 110 PYKOBOJCTBY M YNPABIEHUIO OpraHU3alMedl B OTHOLIEHUH PUCKOB. IIpu sTom
yIpaBJIeHUE PUCKaMU BKIIOYAaeT B ce0s Bce OIepalii, KOTOPhIe MOKHO MPOBOIUTH HAJ PUCKOM
Wb: munnmumsanus (risk reduction) — BeIOOp M BHEIpEHHE KOHTPMEpP IO 3aKPHITUIO HapyIICHUN
0a30BbIX XapaKTEPUCTUK OE30MacCHOCTH pecypcoB (Ipoliecc MUHUMM3ALMU PHUCKA MPOUCXOIUT
IIOCJIE €ro OLIEHKM); HEUTpaiau3alus — CMSAIYEHUE pHUCKa IIyTeM BBIIOJHEHUS OIepanui,
HaNpaBJICHHBIX Ha TMPOTHUBOCTOSIHME Yrpo3am [7, 24]; mpu pabGore ¢ Wb Henmp3s MONHOCTHIO
UCKJIIOYUTh PUCKH H3-3a TOTO, YTO HEKOTOPBIE U3 HUX HAXOAATCS B HENOCITaeMOCTH KOMIIAHUM,
HampuMep, CTHXHUIHbIE O€ACTBUS, MOSTOMY HX mpuHUMarT (risk retention) — mpoBOAWTHCH,
HampuMep, C PUCKaMU, KOTOPhIE MMEIOT MANIyl0 BEpPOSITHOCTh WJIM 3HAYUMOCTh M MPHUBEIYT K
HU3KUM 3aTpaTaM; OCTAaTOYHBIM PUCK WJIM TOT KOTOPBIM HENb3s MOJTHOCTHIO MEPEKPBITh, OOBIYHO
OTBETCTBEHHOCTb 3a HEro IepelaloT TPeThbeMy JIHIly, Mepegada pucka WM crpaxoBaHue (risk
transfer) — 310 cucTtema Mep MO 3allUTe MHTEPECOB (U3UYECKUX U IOPHIMYECKHUX JIMI[ 33 CYET
JCHEXKHBIX (POHIOB, GOPMHUPYEMBIX U3 YIJIAYUBAEMBIX UMH CTPaxoBbIX B3HOCOB [13]. ITo anamu3y
ornepanuii, KOTOpple MOKHO IMPOU3BOJIUTH HAJ PUCKAMHU, MOXHO CHAEIaTh BBIBOJ, YTO BCE OHHU
00BEeTUHSIOTCS TAKUM MOHATHEM KaK yIPaBICHHE PHUCKOM.

CocTaBuM CXeMy 3aBHCHUMOCTH IIPOLIECCOB CBSA3aHHBIX C yIpaBiieHHeM pucka (puc. 1). s
OpraHM3aluK IpoLecca YIPaBIEHUsS PUCKOM OIIPEIENSIOT €ro napamerpsl (“rapameTpsl pucka’).
[Tocne ompeneneHus mapameTpoB HEOOXOJMMO MPOBECTH €ro aHauu3 — uaeHTudukammo. [locie
IIPOXOXKJACHMSI d3Tana ‘“‘aHanu3a’, MEpexXoJuM K OJTamy “OleHKM pucka’. g peanuszanuu
COOTBETCTBYIOIIMX IIPOLIECCOB aHAJIN3a U OLIEHKH IPUMEHSIOTCS pa3IMdHbIe METOAbI, METOAUKH U
MeTtonosoruu. Ilocne 3Tana oLeHKH NEPeXoquM K ONepanusM HaJl pUCKOM — IPUHATHUS PELICHMS,
YTO JIeNIaTh C TOJYYEHHBIM pe3yiabTaToM. Bce omucaHHbIE 3Tanbl MOXKHO OOBEIMHHUTH B OJHO
NoHATHE “‘ympaBiieHHe puckom”. B pabote [19] Obum ompeneneHHbl HASHTH(GUUUPYIOIIUE U
OLICHOYHBIE MTapaMeTphl pPUCKa, KOTOPBIE, B CBOIO 0YEPEb, UCIIOIb3YIOTCS B OJTHOMMEHHBIX ATAIax
YIIPaBJICHUS] PUCKOM.

|
|
Onepauyunn
Napamerpei |  AHanns __ Ouehka _:» HF;:
Pucka | PUCKa prucka  uckom
|
| T — |

YNPAB/IEHUE PUCKOM B COEPE UHOOPMALMOHHOW BE3OMNACHOCTH

Puc. 1. Cxema 3aBHCHMOCTH TIPOIIECCOB CBS3aHHBIX C yIpaBlIeHHEM puckoM B cepe Ub.

B onpeneneHusax oLEHKU U aHAJIU3a PUCKa BCTPEUYAIOTCS MOHATHUS Yrpo3a U ysa3BUMOCTh. [lox
yrpo3oii OyzeM MOHUMAaTh MOTEHLIUAIBHYI0 BO3MOXHOCTh HapyiieHus OezomacHoctu [20], a mox
VSI3BUMOCTBIO — JedekT (uiau ciaboe MecTo) B Mpoleaypax Oe30MacHOCTH CHUCTEMBI, MPOCKTE,
BBINIOJIHEHUH WM BHYTPEHHEM KOHTPOJIE, KOTOPBIM MOKET BO3HUKHYTH CIIy4allHO WJIM HAMEPEHHO
U TIPUBEJIET K HApPYIICHUIO O€30MaCHOCTH UM HAPYLICHHIO MOJIUTUKU CHCTEMBbI 0€30MacHOCTH [2].

OnpenenuB 6a30BbIE TOHATHS U CXEMY 3aBUCHMOCTH IPOIIECCOB, CBSI3aHHBIX C YIPaBICHUEM
puckoB B cepe 1B, a Takxke OCHOBBIBAsCh HA HHTETPUPOBAHHBIX MapaMeTpax [ 19] MokHO mepeidT
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K aHaJM3y U OLICHKE OT/AENbHBIX METOJIUK C IENbI0 yIpolleHus ux BbiOopa. IlpuBenem mpumep
TAKOTO aHAJIM3a U OLEHKH C UCIOJIb30BaHUEM Hau0oJiee H3BECTHBIX METOIUK.

Metoauka COBRA (Consultative Objective and Bi-Functional Risk Analysis, pazpaboTunk —
C & A Systems Security Ltd, BenukoOpurtanus) opueHTHpOBaHAa Ha MOJJIEPKKY TpeOOBaHUUN
cragnapra ISO 17799 nocpenctBom Temartmueckux BompocHUKOB (check list’s), ucnompzyembix B
X0JI€ OLIEHKH PUCKOB HMH(OPMAIMOHHBIX AKTUBOB M JIEKTPOHHBIX OM3HECTPaH3aKUUN KOMITAHHH
[9]. IlpomykT pacmiupeH HWHCTPYMEHTApHEeM [Uii KOHCAJITHHTa M TPOBEACHUS 0030pOB
0€301aCHOCTH, KOTOPBIN pa3paboTaH HA OCHOBAHMM IPUHIUIIOB MOCTPOCHUS SKCIIEPTHBIX CUCTEM.
B xommnekt I1O Bxomsar momynmu COBRA ISO 17799 Security Consultant, COBRA Policy
Compliance Analyst u COBRA Data Protection Consultant, a Taxoke menemkep moayiasi COBRA,
MCTIOJIb3YEMBIH JJIs1 HACTPOMKHU M M3MEHEHHsI cHa0xkaeMoil 0a3bl 3HaHUIA.

Ha ocHoBe MHMIIMANM3allMM TEMATUYECKOTO BOIPOCHHMKA OCYLIECTBIISIETCSA OLIEHKA U aHAIH3
pHUCKa IO CIEAYIOIIMM KaTeropusiM: BeicokoypoBHeBas; T Oe3omacHoctu; omeparuBHas UT u
Ou3Heca; MHQPACTPYKTYpbl DJICKTPOHHONH KOMMEpHHMH. MOIylIH TEeMaTW4ecKOro BOIPOCHUKA
MHGOPMAIIMOHHO TMOACPKUBAIOT OTAEIbHBIE NpuiiokeHus, Hanpumep: APP-MAN (Application
level security management) — ympasneHust Oe3omacHocThio; APPAUDIT (Application level
Auditing) — ayaut; APPCNTRL (Application Staff control) — xontpons mrara; APPDEPND
(Application Staff dependency) — 3aBucumocts mrata; AUDIT (System Audit) — mpoBepka
cucreMmsbl U T.1. IIpumepom mnunmammzauuu aaHHbix it APPCNTRL, nocpenctBom 3ampoca —
“CKOJBbKO MHITUACHTOB BOPOBCTBA MPOM3OILIO 3a MOciHeAHne 2 roaa?”’, MOKeT OBbITh BBOJ YHCIIA
“10” mpu KOIMYEeCTBE TAKMX MHIIUJCHTOB OOJIbIIIE AECATH.

Kak BuaHO M3 3ampoca, 31eCb HET KOHKPETHU3ALNHU 110 YKPAZEHHOMY, UTO HE I03BOJISET YETKO
ONpENeNUTh CTENeHb YpOHAa M Ha KakhUe XapaKTepUCTHKH OE30MacCHOCTH  PECypcoB
unpopmannoHHbix cucrem (PHUC) moBnusin TOT WIM WHOM WHUOUACHT. Takoil mMOaXond Jaer
BO3MOJKHOCTh PEajM30BaTh JUIIb J0CTaTOYHO rpyboe olleHMBaHHE pucka. BopoBcTBO (¢ yueTom
[20]) ecth cyOBekTMBHOW akTuBHOU yrposoi KIJ/I-Tuma, kKoHGUACHIHUATHLHOCTD, IEIOCTHOCTh U
JOCTYIIHOCTh B JTOM CJIyda€ HapyLIaeTcsi, HaIpUMEpP, C MCUE3HOBEHHUEM EIMHCTBEHHOIO
SK3EMIUIIpa OIpeNeIEHHBIX MH()OPMAIIMOHHBIX PECYpCOB, Kpa)ka TakKe MOXKET OBbITh CBSi3aHa C
MMOJMEHHOM JaHHBIX Mepe] UX BBOJOM WU B mpouecce BoiBojaa [20] u T.4. KacaTenbHo cTeneHu
ypoHa Ui KOMIAHMM TpU Kpake KOHPHICHIUAIbHON WHMOpMAIMM, HampuMmep, JIHUYHOU
uHbOpMAIUK COTPYTHUKOB WM 0a3bl JAHHBIX KIMEHTOB, TO OH OYyJeT 3HAUYUTENbHO OTIMYATHCS
MIPU HACTYIJICHUH 3THX COOBITHIA.

OTHOCHUTENBHO MHTETPUPOBAHHOIO NPEJACTABJICHUS NapaMmMeTpoB pucka [19] mis meroauku
COBRA MO0XHO MOJIy4UTh 0TOOpaXKeHHsI ero uaeHTHGUuupyromux cocrasisonux: E, A, M u C.
Tak, KOMIOHEHTY A (MCXOJs M3 YKa3aHHOrO NpUMEpa) COOTBETCTBYET, HANpUMEpP, 3HAUCHUE
A;="Kpaxa”. DOt10o gelicTBM€ MPUBOIUT K HAPYLIEHUIO OMNPEACIEHHBIX XapaKTEPUCTHUK
0€30MaCHOCTH AaTaKOBaHHBIX PECYpCOB M MOXKET OBbITh CBsi3aHO co 3HaueHueM E;=“HKII”.
Wunnuanu3aiys — JaHHBIX — OCYIIECTBIsieTCss B 4MCIOBOM  (opme, uTo  oroOpaxaercs
KOJIMYECTBEHHOW MEpOH IOCpeACTBOM HAeHTH(UUUpYomero mnapamerpa My, OueBuaHO, 4YTO
onpenenenue C B 3TOM 3alpoce MOYKHO OCYLIECTBUTH uepe3 napamerp C, MOCKOIbKY 3aJaeTcs
TOYHOE KOJM4ecTBO HWHIUACHTOB. C yderom [19], 3meck anHanu3 (uacHTHHKAIMSA) pHCKA
OCYIIECTBISIETCS MOCPEACTBOM UACHTUDHUIMPYIOUINX TapaMeTpOB BO BpeMsi 00pabOTKH 3arpocoB,
a OLIEHKA — MIOCPEJICTBOM PE3yJIbTaTOB aHAJIN3a C UCTIOJIb30BAHNUEM OLIEHOYHBIX KOMIIOHEHTOB.

[Tocne 06paOOTKM WHHUIMATU3UPOBAHBIX JAHHBIX CHCTEMa T€HEpUPYET OTYET, B KOTOPOM
omuncana neranbHas omenka (Detailed Risk Assessment (continued)) mo cruemyrommum
xapakrepuctukaM pucka: kareropus (RISK CATEGORY); yposens (RISK LEVEL); ouenka
(RISK ASSESSMENT). Hanpumep: KATEI'OPUA PUCKA — “HenpensuaeHHas curyalnus B
ousnece”’; YPOBEHDb PUCKA — 96,61%; OLIEHKA PUCKA — “IlepcoHan miaoxo MOArOTOBJICH K
HENpPEIBUICHHBIM CUTYallUsIM, HET IJIAHUPOBAHUsI IEHCTBUN B HENPENBUJICHHBIX CUTYalUsAX U HE
BBIMIOJIHAIOTCA  TpeOoBaHuss K HuUM . OTMETHM, YTO B aHAJIM3HPYEMOW METOJIUKE pHUCK
oToOpaXkaeTcs TpeMsl XapaKTepUCTUKAaMH, IepBas U TMOCIEAHSAS M3 KOTOpPBIX HecyT B cebe
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UACHTUDUIHMPYIOUIYIO COCTaBISIONIYI0 (HAa3BaHME KaTerOpMM W KOMMEHTapuM K Hel), a
OCTaBIIASICS — OLIEHOYHYIO COCTaBJIAOLIYI0, KoTopoil coorBercTByeT “YPOBEHD PUCKA”,
IIPEICTaBICHHBIN B IPOLIEHTAX (BEPOSTHOCTh HACTYIUIEHUS PUCKA), B CBSI3U C 3TUM (yuuThIBas [19])
YPOBEHb PHUCKa MOKHO OTOOpa3UTh Yepe3 OLIEHOUHBI KOMIIOHEHT P.

AHanmu3 M OLIEHKa pUCKa MPOMCXOJUT BO BpeMsi 00pabOTKH JaHHBIX MHUIIMHUPYEMBIX uyepes
TeMaTHYeCKHii BONPOCHUK. Bce paccmarpuBaemble AeHCTBUS (A), KOTOpble OTOOpa)KaroTCs B
3arpocax, coOpaHbl B KATETOpPUU pHCKa, HapuMep, ACWCTBUE PACCMOTPEHHOE B IIPUMEpE 3ampoca
A; BXomuT B Kateropuio pucka “Hempensunennas cutryauus B 6usznece (HCB)”, cnenoBarensHo
UACHTUOUIMPYIOUIMA TapaMeTp B JaHHOM KaTerOpuM pHCKa MOXHO TMPEACTaBUTh Kak
Ay € {Am Ao Aixia e Aixas }, rae Apcpi= “Kpaka” (a — KOJIMYECTBO HIEHTH(DHKATOPOB
yrpo3 ais kareropun HCB) [19].

Ilocne onucanus Bcex KaTeropuil U paHXUPOBAHUS YPOBHEH puCKa (C caMOro BBICOKOIO 10
HYJIEBOTO) B METOJIMKE NPUBOJATCS PEKOMEHIYEMbIE MEPBI 110 UX CHUKEHMIO. Tak, B IPUBEIEHHOM
IpUMepe Ulsl yKa3aHHOW KaTeropuu pucka naercss pexkomenpauus — “Ilosb3oBarenu AOJKHBI
(dbopManpHO OMpEAECTUTh CBOM MUHHMAIIbHBIE TPeOOBaHUS OOCITY)XWUBaHUS U OBITh TOTOBBIMU K
HENpEeIBUJICHHBIM cHUTyauusaM” . Takke B METOJUMKE HMEETCS BO3MOXHOCTb IPOCMOTpA
MHUIIMMPYEMBIX JaHHBIX I TeMaTtudeckoro BompocHuka (Question & Response Listing
(continued)).

Ilocie mpoBENEHHOIO aHalIM3a C y4ETOM HHTETPUPOBAHHOTO IPEACTABICHUS MapaMeTpoB
pucka [19] koprex it 3TOM METOAMKU MOXkeM TipenctaBuTh B Bujae <E, A, C, M, P>, a nanpumep,
OTHOCHUTEIIBHO 3ampoca MpO HWHIHIEHTHl BOPOBCTBA €ro HMJICHTU(DUIUPYIOIUE TapaMeTphl
MPUHUMAIOT KOHKpETHBIE 3HAUCHUS — By, Ancsi, Co, My

Meron CRAMM (CCTA Risk Analysis and Management Method, pa3paboTumk —
LlentpanbHO€ areHTCTBO N0 KommbiorepaM U TeaekoMMmyHukausam (CCTA — Central Computer and
Telecommunications Agency), BenukoOpuranus) peanuzosan ¢upmoii Insight Consulting Limited
B OJHOMMEHHOM IIPOrPAMMHOM IPOAYKTE, B KOTOPOM INPEAYCMATPUBAETCS MO3TAIIHBIA U CTPOTUM
MOJXOJ K aHAJIU3y M OLIEHKE PUCKA, OXBATHIBAIOLIUI acHeKThl 0€30MacHOCTH KaK TEXHUYECKOTO
(marmpumep, UT-o6opynoBaHue U MporpaMMHOE OOeCIlieYeHUE), TaK U HETEXHUYECKOT0 XapakTepa
(marmpumep, (u3MYecKoro M uyenoBeueckoro) [26]. B nampHeiimem Oynem paccMaTpuBaTh
IIPOrpaMMHOE HMHCTpyMeHTaibHOe cpeactBo CRAMM, B KOTOpoM HpOLECC OLIEHUBAHHUSA
peanu3yercst B Tpu 3Tana. Ha mepBom — npoBoauTcs uaeHTHPUKALINS GU3UIECKUX, TIPOTPAMMHBIX
U MH(POPMALMOHHBIX PECYPCOB, COJACPIKALIUXCS BHYTPU T'PaHHIl CUCTeMBbl. LIeHHOCTh pu3nueckux
pecypcoB B CRAMM omnpenensercs CTOUMOCTBIO UX BOCCTAHOBJIEHUS B ciydae paspyuieHus. s
nanuelx 1 [1O BeIOMpatoTcss nmpumeHuMele K gaHHoM MC kputepuu, naercs oleHka ymepOa 1o
mkaie co 3HadeHusMH oT 1 1o 10. Hanmpumep, 1mkana oneHk no kputepuio “O@uHaHCOBBIE IOTEPH,
CBSI3aHHBIE C BOCCTAHOBJICHHEM PECYpCOB” OTOOpaskaeTcs depes cienyromuue 3Hadenus [21, 27]: 2
6amna — meree $1000; 6 6amtoB — ot $1000 10 $10 000; 10 6amtoB — cBeime $100 000 u 1.1.

Ha BTOpoM »3Tame paccMaTpuBaeTcst BCE, YTO OTHOCHTCS K HMJICHTH(UKALUU M OIICHKE
YpPOBHEH yrpo3 g TIpylll pecypcoB U uX ysa3BUMocTed. OLeHuBaeTcs 3aBUCHUMOCTD
I10JIb30BATEIbCKUX CEPBUCOB OT ONPEIEIEHHBIX I'PYIII PECYPCOB U CYILECTBYIOIINI YPOBEHb YIpoO3
U YSI3BUMOCTEH, a TAKXK€ BBIYMCISAIOTCS YPOBHU PUCKOB M aHAJIU3UPYIOTCS pe3ylbTaThbl. Pecypcsl
IPYNIUPYIOTCS IO TUIAM Yrpo3 M ysa3BuUMocTed. Hampumep, B cilyyae CyleCTBOBAaHUS YTPO3bI
Iokapa MM KpaXW B KadeCTBE TIPYMHIBl PECYPCOB PAa3yMHO pPacCMOTPETh BCE PECYPCHI,
HaxXOJIIMECS B OJHOM MeCTe (CEpBEPHBIN 3all, IOMEIIEHUE CPEJICTB CBSA3H U T. [I.).

IIporpammuoe cpenctBo CRAMM aiis kaxx10il TpymIibl pecypcoB (M Kaxaoro us 36 TUIIOB
yIpo3) TEeHEepHUpyeT CIHMCOK 3alpocoB, A KOTOPBIX MOCIE WHHUIMAIM3ALUU JaHHBIX OILICHKA
YPOBHEU OCYILECTBISAETCS, HAPUMEP, KaK OYECHb BBICOKUU, BBICOKHM, CPEAHUN, HU3KUW, OYECHb
HU3KUM (11 yTPO3bl), U KaK BBICOKUM, CPEAHUM U HU3KUH (1)1 ysa3BUMOCTH). PaccMoTpum mpumep
3ampoca i “omeHKH yrpo3bl”: “CKoybKO pa3 3a MOCIEIHUE TPU I'0Aa COTPYJHUKU OpraHU3aluu
OBITATUCH TIONYYUTh HECAHKIIMOHUPOBAHHBIM AocTyn Kk xpausmeics B WC uHpopmauuu c
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UCTIOJb30BAaHMEM TIpaB JApPYrux moie3oBarenei?” Tawoke, mns jganmpHelmed o0OpaboTkwy,
NPE/UIaraloTCs BapUAHThl WHUIMANU3AlMKA JAHHBIX 3alpocy TOCPEJICTBOM IPUCBAHBAHHSA
ompenenéHHOro KomndecTBa 0anoB: a) HU pasy (0 6amoB); ... d) B cpeqHeM dale 0JTHOTO pasa B rojl
(30 6anoB) u 1.4. [Ipumep 3ampoca ans “oueHka ysi3BUMOCTH”: “CKOJIBKO JIFOJIEH UMEIOT TIPaBO
nosb3oBatbest UC?” a) ot 1 mo 10 (0 GanoB); b) ot 11 mo 50 (4 6ana) u T.1. Ha ocHoBe 3TOiA
MH(GOpPMAIIMK PACCUUTHIBAIOTCS YPOBHU PHCKOB (PUCK OIpEneNseTcss KaKk BO3MOXKHOCTh MOTEPh B
pe3ynbTaTe Kakoro-mmbo JeCTBUS WM COOBITHS, CIOCOOHOTO HaHeCTH yiiepO [27]) B AUCKpETHOM
mkane ¢ rpagamusmMu ot 1 go 7. Iporpammuoe cpeactBo CRAMM o0beauHsieT yrposbl U
YSA3BUMOCTH B MaTpHILIE PUCKA, a IS CO3AaHUs ILIKaJl, HaIpUMEp, UCTIONb3YIOTCS TaHHbIE U3 Ta0. |
(1751 ypOBHEM yrpo3 M ysI3BUMOCTEH ).

AHanu3 pucka MpOBOJUTCS HA MEPBOM U BTOPOM 3Tallax, MOCIE YErO OCYILECTBISETCS €ro
olieHKa. Bo Bpemsi aHanm3a mpeaiaraeTcs MpOCTaBUTh KOAPQPHUIMEHTH Ui KaXI0To pecypca C
TOYKHM 3PEHMS YaCTOThl BO3HUKHOBEHHS YIpO3bl M BEPOSTHOCTU PEAM3ALUU YIpO3bl, B CBA3U C
3TUM ¢ yueToM [19] 31ech MOKHO BBIJCIUTH OLIEHOUHbIE KOMIOHEHTHI F 1 P.

Hcxons wn3 oneHok croumocTu pecypcoB 3amumiaemoid MC, yrpo3 u  ysa3BUMOCTEH,
ONpeAesATCA “oKHuaeMble rojioBele norepu”. Ha puc. 2 npuBeneH nmpuMep MaTpullbl OLEHKU
OKUJAeMBIX TOTeph [27], TAe BTOpOH CTONOEI clieBa COACPKHUT 3HAUEHHUS CTOMMOCTH pecypca,
BEPXHsISI CTPOKA 3arojoBKa TAOJIHUIIBI — OLIEHKY YaCTOThl BOSHUKHOBEHMS YIpO3bl B T€UCHHE T0OJa
(YpOBHSI Yrpo3bl), HUKHSS CTPOKA 3aroJIoBKa — OLIEHKY BEPOSITHOCTH yCIleXa pealu3aluu yrpo3bl
(YpOBHS ySI3BUMOCTH).

3Ha4yeHus 0KHUJIaeMbIX roJIoBbIX moTeps (Annual Loss of Expectancy) nepeBoastTcs B 6aisbl,
[IOKAa3bIBAIOLME YPOBEHb PUCKA, COTJACHO ILIKAJBI, MPEACTABIEHHON Ha puC. 3 (B ATOM IpUMEpE
pasmep HoTepb NPUBOAUTCS B (PyHTax CTepiMHrax) W jJajee B COOTBETCTBUU C MaTpuueil (puc. 4)
BBIBOJIUTCS OIIEHKAa pHUCKA. 3Jech, ¢ ydeTroM [19], romoBeie MOTEPU MOKHO OTPa3UTh Yepe3
KOMIIOHEHT L.

[Ikane! 1t ypoBHEN yrpo3 U ysI3BUMOCTEH Tabnuna 1
HIkauasl Onucanue 3HaueHnne
[IIxana oueHku NHuMaeHT npoucxoauT B CpeIHEM, HE Yallle, yeM Kaxasie 10 | oueHb
YPOBHEW YrpO3bl JIET HU3KUUI
(dacrora NHumMaeHT npoucxo uT B CpeTHEM OAMH pa3 B 3 roja HU3KUN
BO3HUKHOBEHHS) WHIMIEHT MPOUCXOUT B CPETHEM pa3 B rOJl CpEeHUN
WNHUMAEHT NPOUCXOUT B CPEIHEM OJMH Pa3 B YEThIPE MECSIA | BBICOKHI
NHuMAeHT npoucxo uT B CPeTHEM pa3 B MECSII] OYEHb
BBICOKUU
IITkama oreHKH B ciiyyae BO3HHMKHOBEHUS HHIMJAEHTA, BEPOATHOCTh Pa3BUTUSA | HU3KUI
YPOBHS COOBITHH 10 HauXy/ueMy crueHapuio menbiie 0,33
YAIBUMOCTH B cnydae BO3HUKHOBEHUS! MHIIUJEHTA, BEPOSITHOCTh Pa3BUTHS | CPEAHUI
(BGPOHTH?CTB coObITHH 10 Hauxynmemy cieHaputo ot 0,33 mo 0,66
YCHELIHOU
peanu3anuu B cinydae BO3HUKHOBEHUSI HHIIUJIEHTA, BEPOSITHOCTh PA3BUTHUSL | BBICOKHIT
Yrpo3si) COOBITHH 10 HauXy/IeMy creHapuio Boiiie 0,66

B ciyuae BO3HUKHOBEHUS MHLIUACHTA, BEPOSTHOCTh PA3BUTHS | HU3KUI
COOBITHH 10 HauxXy/ueMy crueHapuio menbie 0,33
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041 01 01 034 034 034 1 1 1333 233 33 10 10 10 CRAMM Measure  “Annual Loss of

of of | o] of | o o o e o5 | o] o3 | g ectmar

1 1000 TOE+0T 5OE+01 10E+D2 34E+01 17E+02 34E+02 10E+02 GOE+DZ 10E+03 38E+02 17E+03 33E+03 5OE+03 5UE+03 10E+04 1 <€1.000

2 10000 1.0E+02 5.0E+02 1.0E+03 34E+02 17E+03 34E+03 1.0E+03 50E+03 10E+04 3.3E+03 17E+04 3.3E+04 50E+04 5.0E+04 1.0E+05 s

3 30000| 30E+02 15E+03 30E+03 10E+03 51E+03 10E+04 30E+03 15E+04 30E+04 10E+04 50E+04 10E+D5 15E+05 15E+05 30E+05 <£10,000

4 100000 10E+03 50E+03 10E+04 34E+03 17E+04 34E+04 10E+04 50E+04 10E+05 33E+04 17E+05 33E+05 50E+05 50E+05 10E+06 <£100.000

5 300000| 3.0E+03 15E+04 3.0E+04 10E+04 5.1E+04 10E+05 30E+04 15E+05 30E+05 1.0E+05 50E+05 1.0E+06 1.5E+06 15E+06 3.0E+06 '

6 1000000) 10E+04 50E+04 10E+05 34E+04 17E+05 34E+05 10E+05 50E+05 10E+06 33E+05 17E406 33E+06 50E+06 50E+06 10E+07 <£1,000,000

7 3000000| 30E+04 15E+05 3.0E+05 10E+05 51E+05 10E+08 30E+05 15E+06 30E+06 10E+08 50E+06 10E+07 15E+07 15E+07 30E+07 <£10.000.000
<£100,000,000
<£1,000,000,000

8 1E+07| 1.0E+05 50E+05 10E+06 34E+05 17E+06 34E+06 10E+06 50E+06 10E+07 33E+06 17E+07 3.3E+07 50E+07 50E+07 1.0E+08
Puc. 2. Matpuna oxugaeMbIx TOAOBBIX TOTEPh Puc. 3. lllkana oueHku

9  3E+07| 3.0E+05 15E+06 3.0E+06 1.0E+06 51E+06 1.0E+07 3.0E+06 1.5E+07 3.0E+07 1.0E+07 5.0E+07 1.0E+08 1.5E+08 15E+08 3.0E+08
10 1E+08| 1.0E+06 50E+06 1.0E+07 3.4E+06 17E+07 3.4E+07 1.0E+07 50E+07 1.0E+08 3.3E+07 17E+08 3.3E+08 5.0E+08 50E+08 1.0E+09

= @ M W b

Threat Very Very Very Low Low Low Medium Medium Medium High High High Very Very Very

Low Low Low High High High

Vuln. Low | Medium | High | Low | Medium | High | Low | Medium | High | Low | Medium | High | Low | Medium | High |
Asset
Value

1 1 1 1 1 1 1 1 1 2 1 2 2 2 2 3

2 1 1 2 1 2 2 2 3 3 2 3 3 3 3 4

3 1 2 2 2 2 3 2 3 3 3 3 4 3 4 4

4 2 2 3 2 3 3 3 3 4 3 4 4 4 4 5

5 2 3 3 3 3 4 3 4 4 4 4 5 4 h 5

6 3 3 4 3 4 4 4 4 5 4 b -+ 5 5 6

Fi 3 4 4 4 4 5 4 5 5 5 L 6 5 6 6

8 4 4 5 4 5 5 5 5 6 5 6 6 6 6 T

9 4 5 5 5 5 6 5 [ 6 6 6 T 7 7 7

10 5 5 6 5 6 6 6 6 6 6 Fi 7 7 7 7

Puc. 4. Matpuna oneHku prucka

Tperuii 3tan uccaea0BaHMs 3aKJIIOYAETCS B IOMCKE aJleKBaTHbIX KOHTpMep. 3aece CRAMM
TE€HEpUPYET HECKOJIBKO BapUAHTOB MEp IIPOTUBOAEHUCTBHUS, aIEKBATHBIX BBISBJIEHHBIM PUCKAM U UX
YPOBHSIM.

OTHOCHUTENBHO MHTETPUPOBAHHOIO MpeACTaBlieHUuss MapameTpoB pucka i CRAMM
(ananormyno meroguke COBRA) moxnHOo ompenenuth 3Hauenus: E, A, C, M. Komnonent A
oToOpakaeTcs ICWCTBMEM KOTOpPOE TMPHUBENIO K HapyIIEHHIO XapakTepucTuk Kb, 4to MoxHO
[I0Ka3aTh Ha IpUMEpE “OLEHKU yrpo3bl’, a UMEHHO A,="“HecaHKIMOHUPOBAHHBIA JOCTYII” MOXET
npuBectd kK E;=“Hapymenue xondunenumansnocta (HK)”. Xapakrepuctuka curyamus B
IIPUBEACHHBIX 3ampocax coorBercTByeT C,, a and HMHULMAIU3AaLUU JAaHHBIX MCIIOJIb3YETCs
KaueCTBEHHas: M  KOJIMYECTBEHHas INKajbl, 4YTO B CBOK  OYEpPelb COOTBETCTBYET
UACHTUDHUIHPYIOLIEMY MapaMeTpy My 1 M.

ITocne npoxoaeHus BCEX TAOB B pe3ynbTrare nMeeM nosHoe onucanue MC. Ouenka yrpos
U YSI3BUMOCTEH OCYILECTBIIAECTCS Ha OCHOBE OICHKM pHCKa 1O JBYM (akTopaM — pHUCK
paccMaTpuBaeTCsl Kak KOMOHMHALMS BEPOSITHOCTH pPEANM3alUU Yrpo3bl U YSI3BUMOCTH, a TaKXKe
yiep6a [21, 27]. B mpouecce OIEHHBAaHUS yrpo3bl U YSI3BUMOCTU BCe Oajbl CyMMHPYIOTCS U
MOJIydEeHHOE 3HAueHHE OTHOCHUTEIBHO OIPEAeICHHOIO AMana3oHa, OTOOpaXKaeT WX CTElEHb.
Hanpumep, eciiu cymma 6aioB Juis yrpo3bl paBHa 25, TO OHa OINPeeIsieTcsl KaK CPEaHss, IPH 3TOM
UCTOJb3yeMast IIKaja JUIs CTETIeHN yrpo3bl cleayromas: 10 9 6anoB — oueHb HU3Kas; oT 20 10 29 —
cpennss; 40 u Gonee — O4YEHb BBICOKAs. AHAJOTUYHO JUIS YS3BHUMOCTH, HAlpuMeEp, €ClIH CyMMa
6a0B paBHa 53, TO OHA OLIEHMBAETCS KaK BBHICOKAs, a IIKajia JUIs CTENEHH YS3BHUMOCTH CIICAYILAs:
10 9 6anoB — Hu3Kas; 20 u Gosee — BbICOKas. DTa METOJHMKA MOAXOJUT ISl YK€ CYIIECTBYIOUINX
CHCTEM U MAJIOIPUTO/IHA HA CTaUAX UX Pa3pabOTKH, MOCKOJIbKY sl KaYeCTBEHHOM OIICHKH PUCKa
Tpebyercs nonHoe onucanue UC kommnanuu.

[Tocne mpoBeaenHoro aHanusa ¢ yueroM [19] cocraBum kopTex A nanHoro merona: <E, A,
C, M, F, P, L>, a, nHannpumep, OTHOCUTEIIBHO 3ampoca ¢ A,="HecaHKIMOHUPOBaHHBIN JOCTYIT” €ro
UACHTUDHUIHUPYIOUINE TapaMeTPbl IPUHUMAIOT KOHKPETHbIE 3HAUCHUS: By, Az, Cy, My

W Tak, mpoBeNeHHBbIM aHanu3 0a30BBIX MOHATUIH YHpPaBICHHUS PHCKOM Jajl BO3MOXKHOCTb
KOHKpeTHU3upoBaTh uUX s chepsl Wb, OTHOCHTENBHO 3TOr0 MOCTPOHUTH CXEMY 3aBUCHMOCTH
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MIPOIIECCOB CBSI3aHHBIX C YIPABICHHEM PUCKOB M MHTETPUPOBAHHBIMHU IapaMeTpaMH, YTO JacT
BO3MOKHOCTh YHU(HIIMPOBATH MPOIECC HCCIENOBAHMS CYIIECTBYIOIIUX METOJ0B, METOJUK
aHaJM3a M OLICHKH PHCKA, a TAKXKE MOBBICUT 3()(HEKTUBHOCTH OCYIIECTBICHHUS UX BBIOOpA.
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