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nodes can explain increase resistance regard to these
methods of cryptanalysis.
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AHAAM3 1 OOHEHNMBAHHWE PMMCKOB MTH®OPMAIITMMOHHDBIX PECYPCOB

Cseraana Kasmupuyx

Aua nocmpoenusn cucnmem MeHeonMenma uHGOpMayuoHom 6e3onachocml, KOMNACKCHBIX CUCINEM 3atyunmivl UHGOpMayuu U
Opyeusc cucmem Ge3onacrocmy 1eodxo0uMo nposodunts anaaus u oyenusarie puckos. Cymecmeyonue cpedcnsa oyerKu 8 noda-
BAA100eM DONBULUHCINGE OCHOBANS! Ha criamucmuyeckux nooxodax. Bo mmozux cmpanax, xax na yposue npednpusmutl, max
U Ha 200)0apcmserHoM YposHe N0000HAR CrianuciuKa He 8e0emca. Do ozparudusaen? 60IMONCHOHIN CYulecrBy X cheocms,
HANPUMED, 1O UCHONBI0EANUI0 PALIUUHBIX 1IUN0E EX00AIUX Oarteix 044 oyerxu. Flssecmmvril uncmpymenmapuil e daem 60-
IMONCHOCHIU NPUMEHEHUA 0417 AHAAUIA 1 OYEHKH PUCKOS ULUPOKOZO cheKmpa HadanbHerx napamenipos. Ha ocrose npedroncen-
1020 a6mOpOM Menioda anantsa i OyerKy pUckos, Komopuiil Ha 0CHOBe UCHOAbI0BANUT MOOCAU UHINESPUDPOBAIHO0 NpedciIas-
JCHUA NAPAMENIPOS PUCKa, 1103601767 HPOSOOUIN OYECHUBANNE 6 OCIEPMUHUPOSANHBIX YeAOBUAX, ¢ UCHONbIOSAHUCM 0ecanii
napamenipos, Komopie Mozym Gvime npedcmas.aenst, Kak 6 4uca080t, max u AUHSUCHIUYecKoT Gopme, Gb110 pearu3osaro
IPOPAMMHYIO CUCHIEMY aHAAU3A U OYEHKU PUCKOS nomept uHbopMayuorHbix pecypeos. Aia sepugpurayun paspabomartozo
1poZPaMMHO20 1POJyKMma Gb110 CMOOCAUPOBAND HECKONBKO PaAZAUMHBLX CUIYAYUTI OMIHOCUINENBHO 3atyUmyenHocy uHpopMa-
YUOHIHBLX DecYPeos, nocae wezo 1po6eder anaius U oyerusariue puckos npy xancood marod cumyayuu. I losyuentivie pesyavma-
7161 UCCACO08aMUA NOOMIBEPANCOAION? AOCKBANIHOCHIL PEALUPOBANUA NPOZPAMMHNOZO CPEOCIIBA 1A UIMEHEHIUE SHAYCHUT OYeHOUHBIX
KOMPNOHENN HPU Paseix YeA06UTX Cedsl OYeHUBA NS, d SHAYeHUe PUCKA CYIYeciIBentio 1He UIMEHACNICA NpU UIMeHeHUY basuca
OYEHOUHBIX KOMIOHEH.

KAaroueBbIe CAOBA: puck, ananus pucka, oyenKa pucka, cucmema anatusa u oyenxu pucka, napamempes: pucka, besonac-

HOCIIb UHEPOPMAYUOHIBLX PecyPos.

[TapaAAeABHO CO CTPEMHTEABHBIM PAa3sBUTHEM U
BHeApenuem IT-rexHorormii Bo Bce cdeprr AedAre-
ABHOCTH YEAOBEYECTBA, PACTET M YHCAO YIPO3 CBS-
3aHHBIX C HAPYIIEHHEM KOH(UAECHIIMAABHOCTH, II€-
AOCTHOCTH U AOCTYIHOCTH HH(POPMAIIMOHHBIX pe-
cypcos (MP), kotopere 0OpabaTeBaroTCs C IIOMO-
mpio atux TexHoAoruii. Ilosromy OesomacHOCTH
TAKUX PECYpPCOB CTAHOBHUTICA IIPHOPHUTIETHON 3aAa-
9ei, KaK AAA IPEAIIPUHIMATCABCKOU AEATEABHOCTH,
TaK U AASl TOCYAAPCTBA B IIEAOM.

Ha ceroAHAIIHUE ACHb PEIIATh TAKYIO 32AQ49y
LIEAECOODPA3HO C IIOMOIIBIO KOMIIAEKCHOIO ITOAXO-
A2 K obecriedeHIIO HH(POPMAITMOHHON OE30IIacHOC-
™ (b) MP. OAHIM n3 3TanioB ITOCTPOECHHUA KOM-
IACKCHOM cuctemsl 3armutel naopmanun (KC3H)
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ABAAETCA pa3pabOTKa MOAEAH YIpo3 [7], METOAOAO-
I CO3AAHHA KOTOPOM BKAIOYAET B CeOA aHAAU3 U
onenuBanne puckos (AOP) [6]. Ha aanneiii MmomeHT
CYIIIECTBYET HEOOXOAMMOCTD B 9(P(EKTUBHBIX CPEA-
CTBaX, KOTOPBIE IIO3BOAHAN ObI B aBTOMATH3UPOBAH-
HOM pexnme ocyraectBadts AOP. Aasa permenns
TAKOWM 3aAQYM, HCIIOAB3YA METOAOAOTHIO CHHTE32
cucteM AOP moteps MP [2], koTopasd ocHoBana Ha
AOTMKO-AMHIBUCTHYECKOM ITOAXOAE, H3BECTHBIX Me-
TOA2X [3] B MOAEAM HHTEIPHPOBAHHOTO IIPEACTAB-
ACHHA ITapaMeTpoB pucka [1], OBIAO IIPEAAOIKEHO
HOBOE COOTBETCTBYIOITIEE CTPYKTYPHOE pEIlIeHHE
cucTeMbl oneHuBaHuA [4]. AAf mpakTHYecKoro mpu-
MEHEHHSA Pa3pabOTAHHOIO METOAA U CTPYKTYPbI CHC-
TEMBI, HEOOXOAMMO PEIIUTD AKTYAABHYIO 33A29y 110
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paspaborke nporpammuoro cpeacrsa (I1C) AOP,
KOTOPOE AACT BO3MOMKHOCTD Ha IIPAKTHKE OCYIIICCTB-
AATHb OLICHHUBAHMC HpI/I pa3AI/IqHI)IX HNCXOAHBIX BCAM-
YHHAX, 4 TAKKE YIHTBIBATE BO3MOKHOCTH JKCIIEPTA
OTHOCHUTCABHO YCTKOIO ACTCPMHUHHUPOBAHUSA OIICHM-
BACMBIX ITAPAMETPOB.

B cBA3H ¢ 9THM, IEABIO AAHHOH PabOTHI ABAAET-

¢ pa3pabOTKa COOTBETCTBYIOMIETO HMHCTPYMEHTAPHUA
AAs mcrioapzoBarus mpu AOP.

AocTrKeHne ITOCTABACHHON IIEAH OCYIIECTBHM
HAa OCHOBe pa3paboraHHON CTPyKTyper Det-AOP
cucremsl [4]. Cootsercrsyromee I1C ocHoOBBIBaeTcH
Ha pa3zpabOTKaX, KOTOPOE B OTAHYHE OT HM3BECTHBIX
[5, 6] ncrroAB3yeT B KaueCcTBe BXOAHBIX AAHHBIX Pa3-
AMYHBIE HAOOPHI OIIEHOYHBIX ITAPAMETPOB, YTO IIO-
BBIIIIACT IHOKOCTB, YAOOCTBO MCIIOAB3OBAHUSA, MHTC-
IPAITUIO BO3MOKHOCTEH M PACIIHPACT CIEKTP (PyH-
KIIUI HHCTPYMEHTAABHOIO CPEACTBA, PabOTAFOIIIErO
B ACTEPMHHHPOBAHHOI CPEAE. Aas Takon CPEABI, B
OOABIIIEIT CTEIIEHN XapaKTepHA OIPEACACHHOCTb H
CTAOMABHOCTD U OHA AOCTATOYHO YCTOHYHBA K BAH-
AHIIO Pa3HOOOPA3HBIX BO3MYIIICHHH BO BPEMEHHU.
HpeACTaBAeHHHI‘/’I IIPOTPAMMHBIN IIPOAYKT OBIA pea-
AM30BaH HAa OCHOBE METOAOAOTUHM CHHTE32 CHUCTEM
AQOP norepp P [2], coraacHO KOTOpPOH Ha IIEPBOM
sTarle  HeOOXOAHMMO OCYIIECTBHTH BBIOOP METOAQ
AOP. Aaree cOraacHO METOAOAOTHHU, AAS HMAEHTH-
duxaruu VP, a Takke AelicTBUil M COOBITHIT Hapy-
menusa VB, ocymectsagerca dopmuposanme coot-
BeTCTBYIOImuX 0a3 AaHHBIX (BA):

Aerictui A, (a= 1,_n), COCTABAEHHOI HA OCHO-
Be nepeuns yrpos us 1ISO / IEC 27002:2005 [8];

nHMOPMAIIMOHHBIX pecypcos P, coaepika-

H.[Cfl B cebe CITMCOK pﬁCYpCOB COI'AACHO METOAQA

CRAMM aas npoduas Commercial;

—  OLEHOYHBIX KOMIIOHEHT ekiA“ (OK).

AAfl yAOOCTBA H IIOCACAVIOIIEIO HCIIOAB30BA-
HuA TOAyYeHHBIX pe3yAabratoB B [IC Bce Aanmble
COXpaHAIOTCA B mpoekrax mnoaws3zoBareserd (I1IT),
KOTOpPEBIE B CBOIO ouepeAb coOpansl B BA, Ormerum,
YTO 3AECh B KAYECTBE BXOAHBIX AAHHBIX BBICTYITAIOT:

1P e{iPy}(h=1,20);
Aefhg}(a=1,60);
E e{Ee}(e=17),
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a 3HAYCHHE ekiA” s {ek! y={ekr, ek, ek™, eklr},

TAE | = 1,_4 Waentuduxaroper Py un A, npuanmva-
FOT TEKCTOBBIE 3HAYEHUsA COOTBETCTBYIOININE HAUME-
HOBaHMSM M3 YKa3aHHBIX HequHCﬁ.

AAf IIOCAEAYIOIIETO OIICHUBAHUA CTCIICHU PHC-
ka (CP), orobpaskaemoro mapamerpom DR, coraacuo
METOAOAOTHH [2], ocyrectBAfeTcd (DOPMUPOBAHIE
stanoHHBIX 3HadeHHl CP. B mpeasoxennom I1C
AWMAIIA30H YHCAOBBIX 3HAYEHHUIT AAfl CTEIICHH PHCKA
Aexnt B mpuaesax ot 0 oo 100. B amarsucrmgeckon
dopme DR MOxkeT OTOOPAKATHCA CACAYFOIITUMH

3HAYCHUAMU:
— «HesmaunTeApHBI puck HapymeHus by

(HP);

«CP mapymenns 11b nuskan» (PH);

«CP mapymenns b cpeansn» (PC);

«CP napymenus Vb soicokas» (PB);

«[Tpeaearnrrit puck Hapymenns by (I1P).
AAf ompeaeACHHA COOTBETCTBUA (AMHIBHCTHYC-
CKOE PACHO3HABAHHE) ITOAYIEHHOTO YUCAOBOTO 3HA-

wermsa CP dr(Ad) AUHTBUCTUYECKOMY, IIPHUMEHACTCA
dopmyaa (1):

HP, npu drPa) e[ droio s dry[

PH, npu dr’®) <[ dr,; drs[

PC, npu dr{fa) ¢ [drg;drs[ >
PB, npu drfa) e[ drg; dr [

©)

Tpr

1P, npu dr?a) ¢ [dry; drey |
TAE [drminy dril, [dray dr3|, [dray drs|, [dre; dri], [drs; drmax],

HanpumMep, 6yayT coorBerctBoBath 3HadeHud [0; 20],
[20; 401, [40; 60[, [60; 80[, [80; 100]. Popmuposanme
sraroHHbIX 3HaYeHUH A OK B I1C 65100 peasnso-
BAHO B CACAYIOIIIEM BHAEC!

— P (upunumaer 3Hadenue B Ananasone ot 0 Ao
100, mmrar arckpermnsarum — 1);

— F (maxoantcs B amamazone ot 0 Ao 1, mmmar anc-
kpermsannu — 0,01);

— L (aexnr B mpeaeaax ot 0 Ao 0,5, mmmar Anckpern-
saruu — 0,01);

— D (upunnmaer snagenus ot 0 oo 10, mrar anc-
kpernsanun — 1).

Ha sramax dpopmupoBanns ypoBHA 3HAYUMOCTH 1
orpeaeaenns tekyrrero suadennsa OK B [1C aas BBoaa
AAQHHBIX HCIIOAB3YETCA HHTEPAKTUBHBINI HHTep(pefIc,
KOTOPBIH IIPEACTABACH Ha pHC. 1 (BepXHEee OKHO).
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Kaaccudpukanmsa TekyImux 3HAYEHHH U OIICHKA
CP B IIC ocymectBAfieTcs B aBTOMATH3HPOBAHHOM
pexume. [Ipu aToM, AASL Ka2KAOTO ACHCTBHA (YIPO3BI)

peaAmsyeTcsi pacyeT 3HAYCHUSA dri®) 1o BEIpaIKe-
HIEO
m( g
ar) = 3 | drj 3 LSl |,
=1l Tzt
TAC

dr=90-20(-1),

kP c[kek. (ion: Ke i _
) ) P e elkex; - kewiil o, iy

0, npu ekiAa £ Kek; (j-1): ke jl
(=297 G _ig) wam LS =1/g (j=Tm).
(9-1)9

Aas P 3mavenme dr(p) BBIYMICASIETCS HA OC-

HOBC Bpra)KCHI/IH

dr(@ = (3 dr(Ady/m.
a=1

[ToAydeHHBIE PE3YABTATEL MMEIOT COOTBETCTBY-
FOIyr0 nuTepuperaruro, a I1C remepupyer HEOOX0-
AUMBIA OTYET.

AAfl TeCTUPOBaHHUA OCHOBHBIX (PYHKIMIT M OT-
paxenus upununa padotsr [1C AOP mposoauTcs
ero BepmUKAIHA, KOTOpas OCYIIECTBAACTCA Ha
KOMITPIOTEPE ITOA VIIPABACHHEM OIIECPALINOHHOMN
cucreMbl Microsoft Windows 7 Home Premium x64.
Paszpaborannoe npuAokeHHe AAf CBOEH PaOOTHI HE
TpeOyeT AOIIOAHUTEABHBIX OMOAMOTEK U CHCTEMHBIX
aiiAOB, IIOCKOABKY IIPU KOMITHAAIIMH IIPOEKTA OBI-
AU yKazaHbl cAeAyrormue ommum: Use dynamic RTL

= false; Build with runtime packages = false. Tawxe

AOIIOAHHUTEABHO AAfl (pyHKIHOHHMpOBaHUA BA Obia
ycranoBaeH cepsep MySQL 5.1.60 x64. C momortipro
paspadorannoro IIC co3palH  TeCTOBBI ITPOEKT
«test24», a B kagectBe [Py aas BepuduKamu BbI-
Opan «cereBoii paria-cepsep» u3 Kareropuu «Cere-
BBIC CEPBEPHD. 1ecTHpOBaHHE IIPOBOAHAOCH IIPH
YETKO OIPEACACHHBIX MCXOAHBIX AAHHEIX, T.€. B TaK
HAa3BIBAEMOM ACTEPMHHUPOBAHHOM CPEAE.

Aas aarHOrO VP OBIAM yCTAHOBAGHBI CACAYIO-
mue A, (a :]T3):

A1=«3nroymorpedaeHIE CPEACTBAME OOPAOOTKI
nudopmaruny (13 kareropun «HermeaeBoe ncrioan-

30BAHHE KOMIIBIOTEPHOIO OOOPYAOBAaHHUSA M CETH
HMuTepHET COTPYAHUKAMHI OPTaHU3AIIHI»);
Ap=dllepexsar nudopMaruu Ha AUHHAAX CBA3H
IyTEM HCIIOAB30OBAHUA PA3AHYHBIX BHAOB aHAAHM3a-
TOPOB CeTeBOro Tpaduka» (U3 KaTeropuu «YTposwl
YTEUKH KOH(PUACHIIMAABHON HH(OPMAIIHID);
Az=dloBperxaenne HOCHTEACH HHQOPMAITII
(u3 xareropun «Yrpossl coctyriHoctu I'T-cepBucos u
paspyitenus (roTepu) HHPOPMAITHOHHBIX AKTHBOBY).
[Tocae 3TOTO IO KAKAOM YTPO3E OCYIIECTBAS-

FOTCA PACYETEl 3HAYCHUI dr(Aa) PE3YABTATHI KOTO-
PBIX TaKKe IPEACTABAEHBI B TaOA. 1, M3 KOTOpO¥H
BHAHO, YTO 3HAYEHUE CTEIICHH PUCKA AASl AAHHOIO
WP 110 Bcem yrposam HHU3KOE.

TabAnma 1
PesyapraTer onenuBanus
A, r F L D dr(Aa) | Tor
A | 42 0,67 0,05 1 35 PH
A> | 25 0,13 0,31 4 35 PH
A | 33 0,07 0,17 3 25 PH
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Aaree IPOM3BOAUTCH PacdeT CPEAHErO 3HAUC-
HUA dr(CP ) Aasi aaaHOTO VP, B pesyapTate 4gero ro-

Aydaem dr) = 31,67, aro coorsercrsyer 1), — PH
(cm. Berpakenue (1)).

Aaspnetiman sepuduxarusa [1C Bernroanasacs
Ha OCHOBE MOAEAHPOBAHHA AAfl HECKOABKHX COCTO-
AHUI CPEABI OLICHUBAHIIA:

l-e cocrofnme — HaYaABHBIE YCAOBHA C YCTa-
HOBACHHBIM KOAUYIECTBOM yIpo3 AAf HP;

2-e COCTOAHME — HM3MEHEHO KOAMYECTBO Yrpo3
Ans MP;

3-e cocrosiHme — OAOKHPOBAHO OAHY YIPO3Y AAA
np;

4-¢ CcOCTOIHME — HW3MEHEHUE 3HAYEHHUN OIle-
HOYHBIX KOMITOHCHT (YMCHBIIICHHE HAHM yBCAWYC-
HHeE).

l-e cocroAaHmMe ¢ HAYAABHBIMU YCAOBHAMH, a
TaKkKe pe3yAprarel BeraucAenusa CP, mpuseaeHbI B
TabA. 1. PaccMoTpum pesyAbTaTEl MOAEAHPOBAHUA
AASL CACAVIOIIIIX COCTOAHUI.

2-e cocrosHue

K TIIT OprAu BHECEHBI M3MEHEHUA, IIYTEM BBE-
AeHUs AOTOAHUTEABHOTO As At M P,=«CeteBoii
daria-cepBepy, T.e. As=«HeaeraabHoe mcIoAb3oBa-
HIE IIPOrPAMMHOIO OOECIIEUEHUM, KOTOPOE BXOAUT
B Kareropuro «fOpuandeckue yrposem.
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(@ Risk Assessment Tool X

Mporpamma Cnpasodnukn [Nomolle

Bm paboTaete Han npoekToM: test24

| LoBaEnTe aKTHE-Yrposy |

N2 AKTHBD
» 1 ceTesbie dain-cepeepel
2 ceTesble dakn-cepsepbl
3 ceTesble dafin-cepeepel

Mporpamma  Cnpasodnnkn  Momows

Bbi paboTaeTte Haa npoexkTom: test24

| [oBaBnTE aKTHB-Yrposy |

N2 AKTHBbI
» 1 ceTesble Qain-cepeepsl
2 ceTesble dain-cepeepel
3 ceTesble dain-cepeepel
4 ceTesble hain-cepeepsl

Yrpozwm

3noynoTpebnerne cpeacteaMy obpaboTkn uHopMaLIM
MepexBaT MHAOPMALMK Ha MMHWAX CBA3M MYTEM MCNOMb30BaHWA Pasni-
MNoBpeXAEHHE HoCUTENER MHDOPMELIKM

Yrpozol

3noynoTpebnerne cpeacteaMy obpaboTrK uHopMaLIKM

MepexsaT MHBOPMALMW Ha MMHMAX CBASK NYTEM MNONL30BaHUA PASNU-
MNoBpekAEHHe HooUTENER MHDOPMELIK
HeneransHoe MCNonb30BaHUE MPOrPaMMHOro obecneYeHns

p

42
25
33

42
25
33
69

F
0,67
0,13
0,07

F
0,67
0,13
0,07
0,45

L

0,05
0,31
0,17

@ Risk Assessment Tool X

L

0,05
0,31
0,17
0,07

Pac4mTaTe puas

D DR
1 35
4 35
3 25

Pac4MTaTe puck.

D DR -
35
35
25
45

{1, IV

|

@ Risk Assessment Tool

Mporpamma  Cnpasounukn Momowe

Bbi paboTaere Han npoexkToMm: test24

[obaBnTE aKTHB-Yrposy Pac4nTaTh puok
N2 AKTHBEbBI Yrpozol P F L D DR
» 5 ceTesble ain-cepsepsl 3noynoTpebnerne cpencTeam 0BpaboTK MHdopMaLIM 12 0,37 0,01 1 15
6 CeTeBkle Gain-cepsepsl MNepexsaT MHPOPMELMK HE MMHUAX CBASK MYTEM MCNONL30BaHUA PasM- 25 0,13 0,04 2 15
7 ceTesble dain-cepsepsl MNoBpexaeHre HocUTENel MHboPMaLIK 5 0,05 0,03 2 10

Puc. 1. Murepakrusueii uarepdetic [1C AOP

B TabA. 2 npuBeAeHsl 3HaYeHNA ekiA" , KOTOpBIE

OBIAK OHpCAﬁACHbI ITIO0 OIICHKaM 3KCHCpTOB. B pC—
3YABTATC 3TOTO OCYIICCTBACH pacqu sgavenus CP

ans Ay re. drfa) =45 (cm. puc. 1 meHTpaspHOE OK-
HO), a CpEAHEee dr{?) nocae HHTETPUPOBAHUA C Ay

cp) —
cocrasmao dr(®) = 35, 9TO COOTBETCTBYET 3HAYE-
auro 15, — PH.

TabAunrra 2
3Havenue ek iA“
A, P F L D
Ay 42 0,67 0,05 1
A» 25 0,13 0,31 4
Asj 33 0,07 0,17 3
Ay 69 0,45 0,07 5

3-e cocroanue

Aaree OBIAO IIPOBEACGHO MOACAHPOBAHHE B
YCAOBHAX, KOTAA Ha OICHUBAEMOM OOBEKTE 3AITHTHI
IIPOBEACHBI  MEPOIPHATHA 110  YCTPAHEHHUIO
Ap=«lepexsar nH(OPMAIIIN HA AUHUAX CBA3M ITy-
TEM HCIOAB30BAHUA PA3AHYHBIX BHAOB aHAAH3ATO-

pOB CETEBOTO Tpa(i)I/IKa». 3A€Cb TAK/KE BBIIIOAHCHO

HHOBTOPHOE M3MEPEHHE dr(A) g dr(ep), Vicmoapsys

PaspabOTAHHYIO CHCTEMY, C YYETOM MOACAHPYEMOM
CUTYAITH, ITOAYYEHHOE 3HAYECHHE dr{®) saq np,

yMenbImAoCh A0 30, Te. drl®) (T, )= 30 (PH). Dro
MOXHO YBI/IACTB nus3 C(pOpMI/IpOBaHHOI“O paspa6OTaH—
HbBIM I/IHCprMCHTaAbHI)IM CpCACTBOM oT4ETAa, HPCA—

CTAaBAGHHOI'O Ha pHC. 2. 3A€Ch 3HAYCHHE dr(CP ) MeHs-
eTcsl IPU U3MEHEHNH KoAmdecTsa A,, a CP mapye-
HuA Vb Bo Bcex caydasx, onmpeaeAsieTcss Kak HU3Kas.
HCCAECAOBAHME

AanpHeliIree  3KCIEPUMEHTAABHOE

ITIOKAa3aA0, 9YTO HpI/I SHAYHUTCABHOM YBCAHMYCHUN MAH

YMEHBIIIEHUH 4HCAad A, 3HaYeHMe dr(Cp ) MOJKET CO-
OTBETCTBEHHO AAEKBATHO M3MEHUTHCA.

4-e cocrosauue

[TocAe BBIITOAHEHHBIX PacY€TOB, COrAacHO 1-ro
COCTOAIHHSA, OBIAO IIPOBEACHO MOAEAHPOBAHHE AAA
ABYX CHTYyaITHI:
— mepBad (Ha OOBEKTE 3AIIUTBHl YITEHBI IIPEABIAY-
mue pesyaptatel AOP 1 BHEAPEHBI MEpPBI AAf MH-
HHUMU3AITHH PUCKOB);
—  Bropas (Ha OOBEKTE 3AIUTHl HE YITECHBI IIPEABI-
Ayrue pesyapTaTel AOP — He IpuHATE pereHus 1o
BHEAPEHHUIO MEP AAA CHI/KEHUSA PHCKOB).
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H AR R0 QI EEAEL] 1441 >l Close
OTver

no pacyeTy CTeneHW pUcka Ans aKTUBOB OpraHu3auumn
oT 24.04.2012
ANA NpoeKTa
test24

CymapHO no aKkTusam

CnucoK aKTMBOB CreneHs pucka

ceTentle daiin-cepeepel PH (30)

OeTtanbHan nHdopMauWa NO aKTMBam

ceTeBble hain-cepeepbl

Yrpoael CreneHs pucka

3noynoTpebnenne cpeacteamu obpafioTkn nkhopmayum 35

MoBpexkaeHne HocuTENed WHBO pMauun 25
Puc. 2. Crenepuposansusiii orger [1C AOP

C y4eToMm IepBOI CHTyaIlHH, HA OOBCKTE 3aIIN-
TBI, OBIA IIPOBEACH PAA MEPOIPHUATUIN, HAIIPABACH-
HBIX HA YMEHBIIIEHUE YPOBHA YIPO3 AAA 3aAAHHOIO
WP, a umenno:
— BHEApPEHA CHCTEMa pasTPaHHYCHHA AOCTYIIa,
IIOAB30BATEASIM IIPEAOCTABACHBI IIPaBa M IIPHBHAC-
TN B COOTBETCTBUH C MX AOAKHOCTHBIMU OOA32aH-
HOCTAMU AAA MEUHEMH3anHN A; = «3roynorpedae-
HIIE CPEACTBAMH OOPaOOTKH HH(OPMALIHID;

— paspaborana cucrema Imu@POBAHUA CETEBOIO
Tpacduka AAd ycrpanenusa A=« lepexsar mubOP-
MAITNM HA AMHHAX CBA3H ITyTEM HUCIIOAB3OBAHUS Pa3-
AMYHBIX BUAOB aHAAU3ATOPOB CETEBOTrO Tpadpukay;

— PpEaAH30BaHBI CHUCTEMBI MOHUTOPHUHIA COCTOSHUSA
AKECTKHX AMCKOB, HACTPOEHA IIOAUTHKA PETYAAPHOTO
CO3AAHUA PE3EPBHBIX KOIMN KPUTHIECKOH HH@OP-
MaIlM¥, BHEAPEHBI TEXHOAOIHMHU RAID 1 aas
HenTpasmsanun  Az=«lloBpexaenne HOCHTEAEH
HHAOPMALIAI.

[Tocae mosroprON peasmsarmun AOP sxcmep-
TaMH OBIA YCTAHOBACHBI BEAHYHHBI OICHOYHBIX
KOMIIOHEHT, 3HAYECHUA KOTOPBIX IIPUBEACHBI B
TaOA. 3.

Pe3yAbTaTsl IPOBEACHHBIX N3MEHEHUI B IIPOCK-
TE MMEIOT BUA, IOKa3aHHBIN Ha puc. 1 (HrmkHEe OK-
HO).

AAf KaKAOH A, OBIA IIOBTOPHO OCYITIECTBACH

pacuer 3HadeHHU dr (Aq) s

PE3YABTATBL  KOTOPOIO
OTOOpaKEeHBI B TaOA. 3.
TabAuma 3
3HanHI/Ie OILICHOYHBIX KOMIIOHECHT " dl‘(A")
A, | P F L[ D] 4@ [ Tox
Ay 12 0,37 0,01 1 15 HP
A 25 0,13 0,04 2 15 HP
As 5 0,05 0,03 2 10 HP
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Kak BuaAHO AAf kaaon .4, 3HaYeHUE dr(Aa)
naTepuperupyerca Ha yposHe «HesnagmreapHbIi

puck mHapyiueaus by, OueBuano, aaa P; Bean-

anma dr(P) =13,33, uro coorserctByer AIl — HP
(puc. 3).
R — e —

HIG A & o] QB3| EE @ 1441 Y Close
OTyver

Mo pacyeTy CTENeHU pUcKa AN aKTUBOB OpraHu3auuu
ot 24.04.2012
NS NpoeKTa
test24

CymMapHo no akTusam

Cnucok akKTMBOB CreneHb pucka

ceressie talin-cepeepsl HP (13.33)

HeTanbHaga uHdopmauus no akTusam

ceTeBble thaiin-cepsepbl

Yrpose! CreneHs pucka

3noynotpe Gnenne cpeacteamn oBpaBoTikn uHGopmayum 15

MepexaaT MHHOPMALMN Ha NUHUAX CEAIM NYTEM WCMONE30BEHNA PA3NNUHEIX BUA0E 15
aHanu3aropoB CeTesOro Tpatika

Puc. 3. Pesyabrarsl oneHku dr(Aa)

W3 mpuseaennoro ordera (puc. 3) IPOCAEKH-

BacTCA CyII€CTBCHHOC YMCHBIICHIIC 3HAYCHUNI

drA) | wro mossoaser, B cBoro O4YEpPEAb, CACAATDH
BBIBOA 00 aasekBatHOCTH padoTEl [IC AOP 1pm ms-
MEHEHUU YCAOBUIL CPEABI OIICHUBAHMA.

C yderoM BTOPOH CHTYaITHH, OCYIIECTBAACTCA
MOACAHPOBAHHE, IIPH KOTOPOM Ha OOBEKTE 3aITIUTHI
He yureHbl IpeAbiayinne pesyabratel AOP. ITocae
repBuyHON peasnsannu AOP, He IpUHATH BO BHU-
MaHHE IIOAYYCHHBIC PE3YABTATBI M HE BHEAPEHBI
mepel 110 obecrregenuro VIB. B pesyaprare sroro,
mocae moproproro AOP curyanms ¢ BHIOpaHHBIM
HP; yxyammaace, 0 4eM CBUAETEABCTBYFOT IIPOCTaB-
ACHHBIE 9KCIIEPTAMU 3HAYEHUA OIICHOYHBIX KOMIIO-
HeHTOB (TadA. 4). Kaxk BUAHO 13 TaOA. 4, BeANIHHBI

drAa) 1o Ka7KAOH 4, CYIIIECTBEHHO YBEAHYHAHCD, 2
AASL ABYX yrpo3 3Hauenue «PH» nmamennaoce Ha «PCy
(cpeanss crenens pucka Hapymenud VB). Aas Py

smauerme dr(P) =43,33, 94TO B CBOIO OYEPEAb COOT-
BETCTBYET, cOraacHo BoipakeHuro (1), Beamunze
THr=«PC». DTO CBHACTEABCTBYET O HETATHBHBIX TCH-
ACHIIHAX OTHOCHUTEABHO VIB AAf oOBexra 3ammTer

(IO CPaBHEHUIO CO 3HAYECHHUEM dr(<) =31,67,
THr=«PH» B meppuarom AOP).

Takke ¢ y4eToM IIEpPBONM M BTOPON CHTYaI[UU
ob1A mIpomsBeAeH AOP AAfl AOTIOAHHUTEABHBIX TPEX
HP. B T1abA. 5 m Ha puc. 4 IOKa3aHBI 3HAYCHUA

dr(Cp ) AAS oTEX VP
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Tabanra 4
Pesyabrarst ornennBanms
A, | P F L D dr(A) Tor
A; | 52| 0,81 0,05 1 40 PH
Az | 45| 0,23 0,31 4 45 PC
Az | 43 | 0,47 027 | 3 45 PC

CpaBHUBAsA IIOAYYCHHBIC PE3YABTATBI, MOKHO
CACAATH BBIBOA, YTO IIPH N3MCHECHHUM 3HAYCHIIN
OIICHOYHBIX KOMIIOHEHT pazpadorannoe [1C AOP
AACKBATHO PEATHPYET HA COOTBETCTBYIOIINE YCAOBHSA
CPEABI OLICHUBAHUA.

Tabamma 5
3uaucnne dr(®)
dr(cp)
1P Cpeannii IToumxenubIi|[I0BBIIIIEHHBIN
YPOBEHB PUCKA YPOBEHB YpOBEHB
(Ha4asbHBIE pucka pucka
YCAOBHA)
Hp, 31,67 (PH) 13,33 (HP) 43,33 (PC)
ur; 20 (HP) 15 (HP) 26,5 (PH)
HP; 28,33 (PH) 23,33 (PH) 30 (PH)
Hp, 28,33 (PH) 22,5 (PH) 31,25 (PH)
50 H CpeHUH ypOBEHb
40— pucKa (Hada/bHble

yca0BUs)
B [JoHM>KEeHHBIN
YPOBEHb pUCKa

[MoBbIlIEHHBIA
YpOBEHBb pHCKa

HP1 HP2 HP3 HP4
HudpopmaLioHHbIE pecypChbl

Puc. 4 I'mcrorpaMma cpeAHHX 3HAYEHHIT CTEIICHH PHICKa

[To aHasorum ¢ IPEABIAYIIMMHU 9KCIIEPUMEHTA-
MH OBIAM IIPOBEACHBI AOITOAHHTEABHBIE HCCACAOBA-
HUA AASL APYTUX Ay, PE3YABTATHI KOTOPBIX 3aHECEHEBI
B COOTBETCTBYIOIIHE TaOA. 6-8.

B TabA. 6 MCIOAB3YIOTCA CAEAYIOIIHE COKpa-
mennsa, CCO — cocrofHne CPeAbl OKPYKEHHA, AAA
KOTOpOH mosunuu 1 u 5 oTOOpaxaroT HavaAbHBIC
ycAoBus, 2 1 6 — U3MEHEHHE KOAWYECTBA yIPO3 3a-
AauHbM VP, 3 1 8 — nsmenenne 3HadeHuii OeHOY-
HBIX KOMIIOHEHT (3 u 7 — yMEHBIIIEHHUE 3HAYCHUN
OIIEHOYHBIX KOMIIOHEHT; 4 U 8 — yBeAHYeHHE 3HAYe-
HHUH OLIEHOYHBHIX koMmIIoHeHT), a OK — omenounere
KOMIIOHEHTHI.

IIpuBeaeM pe3yABTATHI €Ille HECKOABKUX 9KCIIE-
puMeHTOB. AASl IIOATBEPKACHHA TUIIOTE3BI OTHOCH-
TEABHO MCIIOAB30BAHHOTO 0a3WMCa OINEHOYHBIX KOM-
roHeHT ocyrnectBuM AOP mipu pazaugHbIx HAOOpax
OIIEHOYHBIX KOMIIOHEHT (pHC. 5).

TabAwra 6
Pesyaprarsl oreHnBanms
CCO OK Ay Az Az Ay dr<r)
(Tor)
1 P 30 41 12 - -
F 015 | 036 | 017 - -
L 012 | 001 | 0,05 - -
D 2 2 3 - -
ar(Ad) 20 25 15 - 20
Teg | @D | @B | @ip (HP
2 P 30 41 12 16 -
F 015 | 036 | 017 | 023 ;
L 012 | 001 | 005 | 017 ;
D 2 2 3 5 -
ar(Ao) 20 25 15 30 | 225
e | HP | @) | @D | @) | PE)
3 P 23 23 9 - -
F 0,07 0,3 0,06 - -
L 0,03 0,01 0,05 - -
D 2 1 1 - -
dr (A)) 15 20 10 - 15
Tom | D) | EHP) | P (HP)
4 P 36 47 23 -
F 015 | 039 | 021 ;
L 016 | 0,08 | 0,08 ;
D 2 5 4 -
ar(Ao) 20 35 25 26,67
(Tory | ) | PH) | (PH) (PH)
5 P 32 23 47
F 021 | 012 | 02
L 0,3 0,03 0,06
D 4 2 3
ar(A) 40 15 30 2833
oo | P | G| @ (PH)
6 r 32 23 47 41
F 021 | 012 | 02 | 033
L 0,3 0,03 0,06 0,1
D 4 2 3 5 -
ar(A) 40 15 30 40 | 31,25
oo | P | @R | @r | e | e
7 r 26 17 22 -
F 0,16 | 012 | 02 ;
L 0,3 0,01 0,03 -
D 3 1 3 ;
ar(A2) 35 10 25 2333
S NCONNCER RCE (PH)
8 r 38 31 52
F 027 | 016 | 025
L 033 | 0,04 | 012 g
D 1 2 4 }
ar(A) 40 15 35 30
(Tod) (PH) | (HP) | (PH) (PH)
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IToayuenHBIE PE3YABTATHI HMCCACAOBAHHUA ITOA-
tBepikAaroT, uto [1C AOP aasexBatHO pearmpyer Ha
M3MEHEHUE 3HAYECHUN OIIEHOYHBIX KOMIIOHEHT IIPH
PA3AMYHBIX YCAOBHAX CPEABI OIICHHBAHUSA, 4 3HAYE-
HHE PHUCKA CYIIECTBEHHO HE M3MEHACTCA IIPU CMEHE
0a3mca OIEHOYHBIX KOMIIOHEHT.
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Tabanma 7 TabAurma 8
3uavenus As 3uaverma dr(Ae)
OK
Ay A, dr(Aa)(TDR)
P 12 47 Ay 20 (HP) 40 (PH)
F 0,17 0,2 Az 25 (PH) 15 (HP)
L 0,05 | 006 drter) 22,5 (PH) | 27,5 (PH)
(Tor)
D 3 3
OTyer

No pac4eTy CTENEHW PMUCKa ANA aKTMBEOB OpPraHU3auumK
oT 22.06.2012
ANA NpoekTa
Zero Condition

CymapHo no aKkTusam

Cnwecok akTweos

HECETEaLE Cepaepsl SAWEND HAsHENEHUA

CreneHL pucka
=B -8

OeTansHan MHGOPMAWNA NO AKTHEAM

HecaTeBLI8 CapBApLI ofLLBrs HA3HAYEHUA

Yrpoaw
DUIADSCHMA HECEHHUMOAMDOESHHS? ADCTYN 3 NOMSLIE-UA DOTSHUIELMM. 3 KEBUHETE 1

CreneH pucka
10

CEen3epHLE ROMHETL, X BOPYLoaaHMID, SyMEKHLIM AOKYMEHTIM, SANDMUHEDLEM
YCTPOACTEEM, HOCUTEMAM MADODMEL W T.N.

Kpaka Wi« NoSpemasHUe $oMnaoTessor oBopyI0asHER W “OCATENEd WHEDapMaLMM

WHCEASEnAMM

Kpa#a HNe NOSNEHISHUE SOMTRIOTEDND DBODYI0SEHER W SOCATENER MHEDORMALMKY

BHEWHAMM STI0YMEILLNERAMA

MOCTOPOS=EE NALO WORST NOMYWHTE DUIMNECKUA DOCTY K KOMMNEKCY COSNCTE SBUTE C

20

L0 NEPEXDHDMTYDMPOEE R MME0 COINEHMA BOIMOKHOCTH OBXONE CDELCTE 3ALTE

Kpawe ByMEsH:IX JOKYMEHTOS HHCSADEDEMM

25

NMHrEMCTUYECKOS pACNO3HABAHWE

Crenext pucka
HES:UHTENE5IR PUCH HBPYLLEHWA KE

CreseHs pMCEE HEDYWEeHHMA KB Huakas
CTeneHs pUCLE HEDyWeHKA VB cpeaHan
CTeN8He DUCIE REDYLUEHKR B BaicoKas

Mpenens=Hs=id DUCH HEDYLEHA KB

Coxpaweune
=F

BH
BC
55
ne

Puc. 5 Ilpumep oruera I1C mpu Bertdoope oaHOTO
OILICHOYHOIO KOMIIOHCHTA

AaHHBI ITOAXOA OBIA HCIIOAB30BaH AAA oOp-

MHPOBaHUA MOAEAU yrpo3 mpu rnocrpoennn KC3M
B HanmoHaApHOM aBHAIIMOHHOM YHUBEPCHTETE, a
takxe npearokerroe [1C ObIAO BHEApEHO B y4ued-
HBEII 1Iporiecc kadpeApsl OeszorracHocTr HHAPOPMA-
ITMOHHBIX TEXHOAOTHH.
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AHAAI3 TA OLITHFOBAHHA PM3H1KIB
IHO®OPMAIIIMTHUX PECYPCIB

AAf 1TOOYAOBH CHCTEM MEHEAKMEHTY 1H(OpMAaIiiHOl
Oe3IIeKH, KOMIIACKCHHX CHCTEM 3axucry iHdgopmamil Ta
IHININX CHCTEM OE3IICKH HEOOXIAHO IIPOBOAWTH aHAAI3 i
OIIHIOBaHHA pU3HKIB. ICHyrO9i 3acoOn OIHKH B IIEpeBa-
JKHIIT CBOIM OIABIIIOCTI 32CHOBAHI HA CTATUCTHUYHUX ITiA-
XOAaxX. Y 0araTpOX KpaiHax, K Ha PiBHI IIAIIPHEMCTB, TaK
1 Ha ACpP/KABHOMY PIBHI ITOAIOHA CTATHCTHKA HE BEACTHCH.
Lle oOMeKye MOMKAHBOCTI ICHYIOMHX 3aCO0IB, HAIIPHUKAAA,
IITOAO BHUKOPHUCTAHHA PI3HUX THINB BXIAHHX AAHHOX AAA
ominku. Binomuil IHCTpymMeHTApili HE A€ MOMKAMBOCTI
3aCTOCYBAHHA AAfl AHAAI3Y T2 OLIHKH PU3HKIB IITHPOKOIO
CIIEKTPY ITOYATKOBHX Irapamerpis. Ha 6asi sauporronoa-
HOTO aBTOPOM METOAY aHAAi3y T2 OIIHKH PU3HKIB, AKUI
Ha OCHOBI BHKOPHCTAHHA MOAEAI IHTEIPOBAHOTO IIPEA-
CTABACHHA IIAPAMETPIB PHU3HKY, AO3BOAAE IIPOBOAHUTH
OILIHIOBAHHA B ACTEPMIHOBAHHX YMOBAX, 3 BHKOPHCTAaH-
HAM ACCATH HAPaMETPiB, AKI MOXKYTb OYTH IIPEACTABACHI,
AK B YUCAOBHH, TaK 1 AlHIBicTHYHIA dopmi, Oyr0 peaai-
30BAHO IIPOIPAMHY CHCTEMY aHAAI3y Ta OLIHKH PH3UKIB
Brpartn iH(OpMamiiHux pecypcis. Aas Bepudikamii pos-
POOAEHOTO IIPOrPaMHOIO IIPOAYKTY OYAO 3MOAEABOBAHO
KiABKA PISHHX CHTYaLidl IIOAO 3axHINeHOCT! iHdopma-
nifinnx  pecypciB. OTpuMaHi PE3yABTATH AOCAIAKCHHSA
IIATBEPAKYIOTD AAEKBATHICTD PEArYBAHHSA IIPOTPAMHOIO
3acO0y Ha 3MIHY 3HAYEHb OLIHOYHUX KOMIIOHEHT IpH
PISHHX yMOBaX CEPEAOBHINA OIL[HIOBAHHA, 4 3HAYCHHA
PHU3HKY ICTOTHO He 3MIHIOETBCSH IIPH 3MiHI OA3KCY OLIHO-
YHUX KOMIIOHEHTIB.

KarouoBi cAoBa: pHU3HUK, AHAAI3 PHU3HKY, OLIHKA PU3HKY,
CHCTEMa aHAAI3y Ta OINHKHA PH3UKY, HAPAMETPU PH3HUKY,
Gesrrexa iHDOPMALIIHEX pecypciB.
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RISK ANALYSIS AND ASSESSMENT OF
INFORMATION RESOURCES
Abstract. The construction of information security
system  (ISMS), of
information security and other security systems require
carrying out the analysis and security tisk assessment. The
existing assessment tools in its majority are based on
statistical approaches. In many countries, both at the
enterprise level and at the State level such statistics is not
conducted. This limits the ability of existing tools, such as
the use of different input data types for assessment. A
known tool gives no the administration opportunity for
risks analysis and risk assessment of a wide range of initial
parameters. On t he basis of the proposed risk analysis
and assessment method, which based on the use of the
integrated model representation of the risk parameters
allow to conduct an assessment in the deterministic and

management complex system

fuzzy conditions using ten parameters, which can be
represented as numeric and linguistic form, it was
implemented the software system of risk analysis and
assessment of information resources losses. To verify the
developed software product there were designed various
connected with the security
resources. The received results confirm the adequacy of
of estimated
component under different environment conditions,

situations information

software response on value changes

while the risk value does not change significantly when
the basis of estimated components is changed.

Index Terms: risk, risk analysis, risk assessment,
information security risk analysis and assessment method,
risk management, risk parameters.
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