u oOpaTHast CBSI3b.

AHann3 XapaKTEePUCTUK (JJOMUHAHT) 3JIEMEHTOB JIMCKYpCa MOKa3bIBAET UX
B3aMMOIIPOHUKHOBEHUE U  B3aMMO3aBUCUMOCTh. Tak, CTaTyCHO-POJICBBIC
XapaKTEPUCTUKHA CYOBEKTOB MpaBa BIUSIOT HA MOTHBHI U 1€ KOMMYHUKAITUH,
TEMBl BBICKA3bIBAHWM W COIMAILHO-KOMMYHUKATHUBHAsA aKTHMBHOCTH CyOBEKTa
OIPENEIAECT MOPSIIOK JEHCTBUM B paMKax ONpPEIeIeHHONW BepOalbHOMN
NEATEIBHOCTH M MOJXET OIpPENEsATh MPUHIMIBI U CIOCOOBI MPUHSTHUS
pemeHuii. B cBorO ouepear MOTHBHI U 1IeJTM CYOBEKTOB B TIPAaBOBOM JHMCKYpPCE
OTIPENIETISAIOT TEMY, JKaHpP, KOMIIO3HUIIMIO M SI3BIKOBBIE CPeJCTBa MHGOpPMAIIUH,
MHPOBO33PEHHUE U IIEHHOCTU CYOBEKTOB MpaBa OMPEACIISAIOTCS MEHTaIbHOCTHIO
oOllecTBa M OMNPEAENSIIOT CTaTyCHO-pPOJIEBBIE MO3UIMU. B CBOIWO ouepenb
WHAUBUAYalIbHBIE  OCOOCHHOCTHM  CyObEKTa  BIHUSIOT HAa  COLMAIILHO-
KOMMYHHKATUBHYIO aKTHBHOCTh, MUPOBO33peHue U rieHHocTH [ 1, ¢. 140].

Takum oOpa3zoM, OBJIaJicHUE METOIOJOTUUECKUMU MPUHIIUIIAMUA TTPABOBOTO
JUCKypca BBIBOJUT COBPEMEHHOE IOPUIUYECKOE 00pa3oBaHWE HA HOBBIM THII
JIMarHOCTUKO-TIPABOBBIX M 00YYAIOIINX TEXHOJOTHIA.
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CYBERSECURITY POLICY IN THE REPUBLIC OF POLAND

Social and economic development is more and more dependent on fast and
unhindered access to information and its use in the management, production
and service sector and by public entities. Continuous development of network
and information systems, including analyzing larger data sets, helps develop
communications, commerce, transport, or financial services. We create and
shape social relations in cyberspace, and the Internet has become a tool for
influencing the behavior of social groups, as well as exerting influence in the
political sphere [1, p. 4].

In the face of globalization, the cyberspace security has become one of the
key strategic objectives in the area of security of each country. At a time of free
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movement of people, goods, information and capital — the security of a
democratic country depends on the development of mechanisms which allow
preventing and combating threats to the cyberspace security [2, p. 4].

The number and severity of cyber attacks are on the rise, and companies
simply cannot rely on their governments to protect them. In fact, quite the
opposite is true. Governments are increasingly requiring corporations to defend
themselves and, by extension, the state as a whole [3]. Nowadays the following
cybercrimes are known to the Police in Poland: unauthorized access to the
system and/or interception of information, data interference, computer
sabotage, system interference, misuses of devices, computer fraud, copyright
offence, pornography [4, p. 6].

Poland, like China and Singapore, is the latest example of a nation that has
passed far-reaching cyber security legislation to better ensure that its critical
infrastructure is protected [3]. To fight against cyber crimes, prevent violation
of human rights and improve security in the whole county, Poland adopted the
National Framework of Cyber security Policy of the Republic of Poland for
2017-2022. It is a strategic document in a continued process of actions taken by
the governmental administration, aimed at raising the level of cyber security in
the Republic of Poland, including the Policy for the Protection of Cyberspace of
the Republic of Poland adopted by the government in 2013 [1, p. 5].

Today Polish Penal Code provides a wide range of offences that
specifically relate to a computer system and data as the objects of offending.
The following offences against confidentiality, integrity and availability of
computer data and systems can be distinguished: - illegal access to a computer
system (article 267 § 1 and 2), - illegal interception (article 267 § 3), - data
interference (articles 268 and 268a), - system interference (articles 269 and
269a), - misuse of devices (article 269b) [4, p. 8].

The mentioned above Policy specific objectives foresee: 1). Increased
capacity for nationally coordinated actions to prevent, detect, combat and
minimize the impact of incidents which compromise the security of ICT
systems vital to the functioning of the state; 2). Enhanced capacity to counteract
cyber threats; 3). Increasing the national potential and competence in the area of
security in cyberspace; 4). Building a strong international position of the
Republic of Poland in the area of cyber security [1, p. 7].

The Government of the Republic of Poland notices the essence of new
cyberspace hazards that continue to evolve and are acquiring more considerable
significance, in connection with transferring subsequent spheres of human life
and activity into the virtual dimension. Currently, new technologies and the
Internet play an essential role in social and economic life. These are critical
resources for all sectors of the economy are based on them. For this reason, it is
extremely important to strengthen our resilience to cyber incidents so that the
economy and society may function smoothly, and develop [5, p. 2].

In 2022, Poland will be more resilient to attacks and threats from
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cyberspace. Thanks to a combination of internal and international activities,
Poland’s cyberspace will provide (constitute) a secure environment enabling the
State to carry out their functions and allowing Poland to fully utilize the
potential of the digital economy, while at the same time respecting the rights
and freedoms of the citizens [1, p. 7].

The initiatives presented in the Communication deserve support, although
in many points they should be particularized by the European Commission. On
this note, Poland stresses the need for conducting deepened analysis as to
whether the establishment of new structures is truly necessary and whether the
tasks planned in the Communication could be rather implemented by the
already existing structures/bodies. At the same time, Poland declares active
participation in the actions undertaken at the EU level [5, p. 13].

In conclusion, we have to admit that the directions of cyber security in
Poland are rather effective and important for the development of the whole
Polish society. According to the mentioned Policy, education in the area of
cyber security should begin at the early stage of education. The safe use of
cyberspace will form a core part of the curriculum. It is also planned to develop
and launch refresher courses for computer science teachers and to implement
adequate changes in postgraduate education for teachers [1, p. 21]. We support
such a position and insist on the great importance of further informational
culture development and improvement in Poland.
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