MailOyTHIX IOPUCTIB J0 mpodeciiiHoi JIsUIbHOCTI B 1H(QOpMAIIHHOMY
CyCHUIBCTBI Ta PO3pOOJICHHS CydacHUX 1H(QOpMAaIIHHO-KOMYHIKAI[IMHUX
3aco0iB. Bukopucranna IH/I3  copusitume  (QopMyBaHHIO  BHCOKOTO
IHTEJIEKTYyaJIbHOTO ¥ TBOPYOTO PIBHS MPOQECIHHOI KOMIIETEHTHOCTI CTY/ICHTIB,
BUSIBJICHHIO OCOOJIMBUX TBOPYHWX 310HOCTEH CTYACHTIB, BMIHHS CaMOCTIHHO
3100yBaTH 3HaHHA, 0€3 JIONMOMOTrM BUKJIAJlauya 3HAXOJUTHU Ta OIpallbOBYBaTH
HEOOXIJIHy MpaBHUYY 1H(OpMaLI0, BUKOPUCTOBYBAaTHM 3400yTI 3HAHHSA W
IpUHAMaTH BUBAXKEHI PIMICHHS Yy HECTaHAAPTHUX CHUTYaIlisX, MNEPEKOHIHNBO
apryMEHTYBaTH B1ATIOBI/II.

Jlimepamypa

1. Siskova N. European Union’s Legal Instruments to Strengthen the Rule of
Law, their Actual Reflections and Future Prospects / Nadézda Siskova. The European
Union — What is Next? A Legal Analysis and the Political Visions on the Future of
the Union: Collective monograph. Nadézda Siskova (ed.). Koln: Wolters Kluwer
Deutschland, Koln, 2018. P. 136-162.

2. Falalieieva L. The Fundamental Instruments of Social Rights Protection: the
European Dimension / Lyudmyla Falalieieva. European Studies — The Review of
European Law, Economics and Politics. 2018. Volume 5. Wolters Kluwer. P. 113-
138.

3. lenncoB B.H. Penensis na: From Eastern Partnership to the Association: A
Legal and Political Analysis: Collective monograph. Ed. by Nadézda Siskova.
Cambridge: Cambridge Scholars Publishing, 2014. 305 p. [lpasosa ()epOfcaea
HlopquI/IK HayKkoBUX mpanb. Bum. 31. KuiB: I[HCTHUTYT JepkaBu 1 mpaBa
iM. B.M. Kopenskoro HAH Ykpainu, 2020. C. 591-597.

4. lenucoB B.H. Penensis na: The European Union — What is Next? A Legal
Analysis and the Political Visions on the Future of the Union: Collective monograph.
Nadézda Siskova (ed.). Koln: Wolters Kluwer Deutschland, Koln, 2018. 348 p.
IIpasosa oepoicasa. lllopiuank HaykoBux mpais. Bum. 31. Kuis: [HCTHTYT nepkaBu i
npaa iMm. B.M. Kopenbkoro HAH Yxpainu, 2020. C. 598-605.

UDC 340:338.47(043.2)
Yeskov Serge V.,
Centre for European Reforms Studies, Grand Duchy of Luxembourg

LAW ENFORCEMENT AGENCIES AND TELECOMMUNICATIONS
SERVICE PROVIDERS COLLABORATION IN EXECUTING
REQUESTS FOR INTERCEPTION OF PRIVATE
COMMUNICATIONS: EUROPEAN UNION REGULATION PRACTICE
AS A LESSON FOR UKRAINE

Recent developments in Ukraine’s foreign policy are clear indications of a
tendency towards collective structures of security, economic and legal space of
the European community. It is clear that, in addition to a number of new
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opportunities, the process of integration and deepening cooperation will imply
the other side - the inevitability of reforming and harmonizing the provisions of
national legislation with certain common standards in the European community.
This demonstrates that the problem of conformity of the domestic experience
with the regulation of interference with private communication with European
standards has a direct connection with important issues and practical tasks. We
are timely, timely and relevant. It is worth noting that many national scientists
share the importance and relevance to the needs of the present research topic.
Her works were devoted to their works by V.P. Kononenko,
Ya.Yu. Konyushenko, V.T. Malyarenko, V.V.Nazarov, Yu.Yu. Orlov,
P.P. Podyukov, M.A. Pogoretsky, D.B. Sergeeva, V.0. Seryogin,
N.S. Stefanov, V.G. Uvarov and other scientists. At the same time, special
literature has, as a rule, focused on the case-law of the European Court of
Human Rights, while the position of other institutions has only been reflected in
isolated studies.

Against this background, we choose to cover the rulemaking practice of the
Council of the European Union (hereinafter - the Council of the EU) in the
context of regulating relations between law enforcement agencies and
telecommunication service providers in fulfilling requests for intervention in
private communication, as well as comparing them with domestic practice.

Since the mid-1990s, the EU Council has from time to time addressed
issues of the protection of privacy rights in the context of the development of
new technologies. The basic normative documents that make it possible to read
EU Council standards for regulating relations between law enforcement
agencies and telecommunications service providers in fulfilling requests for
private communication are the Council Resolution of 17 January 1995 on the
Lawful Interception of Telecommunications, Resolution EU of 20 June 2001 on
the law enforcement agencies’ prompt requests for public telecommunications
networks and services and Directive 2002/58 / EC of the European Parliament
and of the Council of 15 December 1997 “On the processing of personal data
and the protection of privacy in the electronic communications sector”.

If we look at these documents in chronological order, the first of these, the
Council Resolution of the European Union of 17 January 1995 "On the legal
interception of telecommunications™ [1, pp. 1-6], dedicated to normalizing the
ability of national law enforcement agencies to intercept telecommunications,
contains a concise statement of proposals from competent law enforcement
agencies for the technical implementation of law-enforced interception in
modern telecommunications systems.

The need to adopt this document arose because of the need for uniform
regulation of the relationship between law enforcement agencies and
interceptors and providers of related services, prompting the Council to urge
Member States governments to agree on this issue at the level of the ministers
responsible for telecommunications and the ministers of justice.
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In other words, the purpose of this resolution is to provide the necessary
platform for telecommunication service providers and law enforcement to work
together to meet prompt requests for information interception. Thus, in
accordance with the provisions of the said resolution and in accordance with the
rules of the national legislation of the EU Member States, law enforcement
agencies need and need to have access to the tasks assigned to them: 1) all types
of telecommunications, including when a controlled interception entity can use
functions to transfer calls to other telecommunications services or terminal
equipment, including calls that cross more than one network (such as in
roaming) or process ARE more than one network operator (service provider);
2) to communication information (including in real time), in particular: a) a
signal on the state of readiness of access; b) for the outgoing connection, the
number of the party to which they contact, even if the connection has not been
established; c) for an incoming connection, the number of the party to be
connected, even if the connection has not been established; d) all signals
received from the object of observation, including post-connection signals
issued to activate functions such as conferencing and transmission; €) the
beginning, end and duration of the connection; e) the actual destination and the
intermediate subscriber number if the connection was diverted; 3) information
about the most accurate geographical location known for the respective
telecommunications network; 4) information on the specific services used by
the controlled interception facility and the technical parameters for these types
of communications.

Case in point: any issues of interference with private communication or
organizational nuances of cooperation in this process with telecommunication
service providers are absent as in the "Rules for Carrying Out
Telecommunication Services (Internet Access Services)", approved by the
National Commission carries out the state regulation in the field of
communication and informatization Ne 803 from December 10, 2013, and in the
"Procedure of state supervision of the telecommunications market"”, approved
by the decision of the National Commission State regulation in the field of
communication and information # 649 of December 13, 2012 The "Rules for
the provision and receipt of telecommunication services" approved by the
Cabinet of Ministers of Ukraine # 295 of April 11, 2012 contain only general
references to the need secrecy of telephone conversations, telegraph or other
correspondence transmitted by means of telecommunication equipment, and
prohibition of withdrawal of information from telecommunication networks,
except in cases established by law. This approach is unlikely to be in the
interests of the public as users of telecommunications services and of the
businesses that provide them.

Some fragmentary attempts to regulate certain aspects of interference with
private communication were made in the “Procedure of interaction between the
Security Service of Ukraine and the Administration of the State Service for
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Special Communication and Information Protection of Ukraine in organizing
certification of telecommunication equipment for compliance with the
requirements of normative documents for technical means for implementation
by authorized bodies - search activities in telecommunication networks of
public use of Ukraine », however, how can you be sure driven experience, this
IS not enough. In our view, this requires further attention of scholars to the
problem of improving national legislation concerning the protection of the right
to privacy and the possibility of restricting it in the context of international
standards. In our opinion, the main promising areas of research and the
epicenters of creative efforts may be: detailed regulation of the relationship
between telecommunication service providers and law enforcement agencies, as
well as the introduction of effective parliamentary control in the area of
unspoken restrictions on human rights in communication or communication
bases.
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UCTOPUSA NOJUTUUYECKHUX U IPABOBBIX YUEHUI
KAK HAYKA U KAK YYEBHAA ITUCHUIIJINHA

[IpoucxoxxjaeHue TrocyJapcTBa M IpaBa NPUBJICKIO 0CO00€ BHUMAHHUE
MBICTUTEIEH aHTUYHOTO MUpa. TOJBKO YTO BO3HUKIIIEE TOCYAAPCTBO, AKTUBHO
BO3JICCTBOBaBIlIEE Ha OOIIECTBO, HE MPHUBBIKIIEE K MOJUTHYESCKOMY
MPUHYXISCHUIO, BBI3BIBAIO  HEOOXOJAMMOCTh HAyYHOTO H3YYCHHS  €ro
Pa3HOCTOPOHHEW JeATeNbHOCTH. I aHTHUYHBIE MBICIUTEIU C OOJBIIUM
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