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IIposedeno oenad npoepamuux cHighepis mepesiceeoco mpagixy. Busnaueno ix xapaxmepucmu-
Ku ma cneyugpiuni ocobrusocmi. 30iUCHEHO aHAI3 Mepedces0c0 mpagiKy JOKANbHOL MepeiCi
3a oonomozoro npoepamu Wireshark, sxa mae naibinvuie OyHKYiOHATLHUX MONCIUBOCTIELL.
Karouosi cioBa: cHidep, MepexeBuit Tpadik, JOKanbHa MEpexa.

Bcmyn

Ha cporoguimmHii neHs aHami3 mepe-
XKEBOTo Tpadiky B Mepexki JOCUTh aKTyallb-
HUI 32 PaxyHOK IIBUJIKOTO BJIOCKOHAJICHHS
MEpEeKeBO1 raiysi, a caMe CTBOPEHHS HOBHX
MEpEeXHUX MPOTOKOIIB HPUKIIAJHOTO DPiBHA
[1, 2]. [TosBa BenmuKOI KiIbKOCTI KOMIT'HOTE-
piB TpUBENO 10 CTBOpEHHS iH(OpMaIiitHuX
CHUTBHOT, @ TAKOXK J0 MPOEKTYBaHHS Ta BU-
KOPUCTAaHHS PI3HUX 1H(OpPMAIIMHUX MEpex
(JToKaNMbHUX, PETIOHANBHUX, TJIO00ANBHUX) 3
Oararbma kKopucTyBauamu. Jlyis 3a0e3neueH-
Hs Oe3leKd JaHUM BHHHUKIA HEOOXITHICTH
3aCTOCYBaTH MporpamMHe 3a0e3nedeHHs, 3a
JIOTIOMOT'010 SIKOTO MOXHA 3/11IHCHUTH: aHaIi3
MepekeBOoro Tpadiky Ui BUSIBIECHHS IPO-
O5eM Ta aHaji3 CTAaTUCTUKU MEPEKEeBUX Jla-
Hux. Jng ycnimHoi poOOTH Ta BUSBIEHHS
BCiX MpoOseM aHaini3 Tpadiky HOBUHEH OyTH
BHUSBJICHHI ITOBHICTIO, IIIOO 3a0€3IIEYNUTH BCl
METO/M aHami3y /Ui e(EeKTUBHOTO pe3ysbTa-
Ty. J7s1 Toro, mo6 3axonuTH Tpadik HeoOXxi-
JTHO BUKOPUCTATU CHiepHu - mporpamu adbo
IporpaMHo-anapaTHi MpPUCTPOi, MpU3HAUYEH]
JUIS TIEPEXOIICHHS MEpEeKeBOro Tpadiky B
MepexKi.

MocmaHoeka 3adayi

MeToro n1aHOi CTAaTTi € MOPIBHSJIBHUI
O]l ICHYIOUMX HpOTpaMHUX CHiepiB Ta
aHaJli3 MepeXeBoro Tpadiky JOKaIbHOI Me-
pexi 3a JOMOMOTOI0 IpOrpamu, siKa Mae
HaWO1IbIIIe PYHKITIOHATHBHUX MOXKITUBOCTEH.

OcHoeHa yacmuHa

CHidep - me nporpama abo mporpam-
HO-alapaTHUN TMPUCTPIN, SKUH 3aCTOCOBY-
€THCS IS 3aXOTUICHHS 1 IOKJIATHOTO aHAITi3y
nepexormieHoro Tpagdiky abo OKpemMoro cer-
MEHTY Mepexi. B mporeci 3axormieHHsT BCix
MOTOKIB, aHAJII3aTOP 3aXOIUTIOE 1 3aMUCYy€E BCl
MakeTH, OTpuUMaHi 3 iHTepHeT-Tpadiky. Y
pa3i JOKIJIagHOro 1 1H(GOPMATUBHOTO aHAII3Y
BiJIOYBA€ThCS JCKOMYBAHHS TIAKETIB 3 3alllH-
¢bpoBaHOi hopMH MOJAHHS B Ty, Ky MOXKHA
MIPOYUTATH.

IcHye naBa OCHOBHMX BHIU pPOOOTH
cHi(epiB B KOMIT'IOTEPHUX MEpekax: 3a Mic-
[IEeM pO3TalllyBaHHs (B TMEBHIA Mepexi CHi-
dep 3axoruoe Tpadik 1 BIAMPABISLE B IHITY
Mepexy abo B 3BOPOTHY CTOPOHY; SIKILO XK
BIH BCTaHOBJICHMI Ha MapIIpyTH3aToOpl KOHK-
PETHOro MpoBaii/iepa BalIOro IHTEPHETY, TO €
MOXKITUBICTh BIZICTeXKEHHS TpadiKy KOPHCTYBa-
4iB I1i€] Mepexi) Ta Ha KpaiioBOMY BY3JIi.

Amnanizatop tpadiky, adbo cHidep - me-
pekeBuil aHaiizaTop Tpadiky, mporpama abo
IIpOrpaMHO-anapaTHUi MPUCTpid, NpU3HA-
YeHUH M7 TEpexXOIVIeHHs 1 TMOAAJIBIIOro
aHasizy, abo TIJIbKU aHali3y MEpexeBOro
Tpadiky, MPU3HAUEHOTO JJIS IHIIUX BY3JIiB.

AHani3 Tpadiky, sIKHH NpoMIIoB uepe3
cHi(ep 103BOIISIE:

- BUSIBUTH Tapa3uTHUI, BIpyCHUH 1 3a-
KUTBIIbOBaHUM Tpadik, HasBHICTH SKOro 30i-
JBITYe 3aBaHTAKEHHS MEpeKeBoro o0as-
HaHHS Ta KaHaliB 3B'A3Ky (CHidpepHu TyT ma-
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noeeKTUBHI; SK MPaBWIO, IS IHUX IUIeH
BHKOPHUCTOBYIOTH 301p PI3HOMAHITHOI CTaTH-
CTUKH CEpBEpaMH 1 aKTHBHUM MEpPEKEBUM
oOJnaHaHHAM 1 i1 MOJaNIBIINN aHai3);

- TepexXonuTH Oynb-sKuil Hezamuppo-
BaHMH (a yacoMm 1 3amudpoBaHuii) IpU3HA-
YeHUH JUIs KOpUCTyBada Tpadik 3 METOIo
OTPUMAaHHS MapOoJIiB 1 1HII01 1HpOpMAaIIii;

- JIOKai3yBaTH HECIPABHICTh MeEpexi
a00 TMOMUJIKY KOH(Irypailii MepeKeBux are-
HTIB (JU1S 1i€T MeTH CHi)epH 4acTO 3aCTOCO-
BYIOTBCSI CACTEMHUMHU aJIMiHICTPATOPAMH).

Hapasi icHye 3HauHa KUIBKICTH IPO-
IrPaMHHUX TPOAYKTIB, SIKIi TMPU3HAYCHI IS
aHaiizy MepexeBoro Tpadiky. Posrisaemo
HaWOIIBII TMONIMPEH] 3 HUX, Ta BHU3HAYMMO
POTPaMHUAN MPOAYKT 3 HAHOUTBIIMM (DyHK-
LIOHAJIOM.

Wireshark - mporpama-aHaiizatop
Tpadiky s Komi'oTepHrx Mepex Ethernet
1 meskux iHmUX. Mae rpadiuHuii KOpHCTY-
BanbHUIGKUN iHTepdetic. Wireshark - 1e
nporpama, sika «3Hae» CTPYKTypy caMux pi-
3HMX MEPEXKEBHUX MPOTOKOIIB, 1 TOMY J03BO-
nsie po3ibpatu MepexeBuil maker, BimoOpa-
KAIOYM 3HAUCHHS KOXKHOTO MOJISl MPOTOKOIY
Oynp-sikoro piBHs [3, 4]. Ockinbku s 3a-
XOIUIEHHS TMAaKeTiB BUKOPHUCTOBYEThCS pcap,
ICHY€ MOXJIMBICTh 3aXOIUICHHS JaHHUX T1b-
KA 3 TUX MEpexX, SAKI MIATPUMYIOTHCS LI€I0
616miorekoro. Ilpore, Wireshark ymie mpa-
oBatu 3 0e3niyuro GopmartiB BXIAHHUX Aa-
HUX, BIJIMOBIHO, MOKHA BIAKpUBATH (haitnu
JaHUX, 3aXOIJICHUX IHIIMMH MPOTPaMaMH,
1110 PO3IINPIOE MOKIMBOCTI 3aXOIJICHHS.

Iris Network Traffic Analyzer kpim
cTaHJapTHUX (QYyHKLINA 300py, ¢iabTpamii Ta
MOIIYKY MaKEeTIB, a TAaKOX MOOY/I0BU 3BITIB,
IIPONOHYE YHIKAJIbHI MOXIIUBOCTI Il PEKO-
HeTpytoBaHHA gaHux. Iris The Network
Traffic Analyzer nonomarae neranbHO BiAT-
BOPHUTH CE€aHCHU POOOTH KOPHCTYBAUIB 3 Pi3-
HUMH Wweb-pecypcaMHi 1 HaBiThb JI03BOJISIE
IMITYBaTl BIANPABKY MapojiB sl JAOCTYIY
10 3aXHIIEHUX Web-cepBepiB 3a JOIOMOTOI0
cookies. YHIKaJbHa TEXHOJIOTISI PEKOHCTPY-
IOBaHHS JIaHUX, peali3oBaHa B MOJIYMl Je-
mdpysanHs (decode module), nepeTBoproe
COTHI 310paHuX JBIHKOBHX MEpPEKEBUX MaKe-
TIB y 3BUYHI JJI1 OKa EJEeKTPOHHI JIUCTH,

web-cropinku i iH. EEye Iris mo3Bomnsie npo-
mgaaTd - He3amu@poBaHI  MMOBIIOMIICHHS
web-momTi Ta IporpaM MHUTTEBOTO OOMIHY
HOBIZIOMJICHHSMH, PO3IIMPIOIOYN MOKJIUBO-
CT1 HasiBHUX 3ac00iB MOHITOPHUHTY Ta ayIu-
ta. Ananizarop maketiB eEye Iris mo3Bosisie
3a(hikcyBaTH pi3HI JeTalli aTaku, Taki SK Ja-
Ta 1 yac, IP-anpecu i DNS-imena komm'tore-
piB XaKepa i «OKepTBH», a TAKOK BUKOPHCTa-
Hi TTOPTH.

Ethernet Internet traffic Statistic Bigo-
Opakae KIJTbKICTh OTPUMAHUX Ta MPUHHATHX
JaHux (B OaiiTax - BChOIO 1 32 OCTaHHIO Ce-
Ci10), a TaKOXX IMBUJIKICTh MiIKIIOYCHHS. J{7s
HAOYHOCTI 3i0paHi JaHi BigoOpakaloThCs B
pexxuMi peanmbHOro 4acy Ha rpadiky. Ilpa-
moe 0e3 iHcTanswii, iHTepdeiic - pociiicbka
Ta aHIIiicbKa MOBU. YTHIIITA AJISE KOHTPOJIIO
3a CTYIICHEM MEpPEeXeBOi aKTUBHOCTI - IOKa-
3y€ KIJIbKICTh OTPUMAaHUX Ta BiAMpaBIECHUX
JAHWX, BEAYYHd CTATUCTHKY 3a CECilo, JICHb,
TIKIEHD 1 MICSALb.

CommTraffic - mepexxeBa yruiita [yis
300py, 00poOKH 1 Bi10OpaKEHHS CTaTUCTUKU
inTepHeT-Tpadiky uepes monmemue (dial-up)
abo BuaineHe 3'enHanHs. [Ipu MOHITOPUHTY
cermenTa JokansHOi Mepexi, CommTraffic
noka3ye i1HTepHeT-Tpadik i KOXKHOTO
komm'iotepa B cermeHTi. CommTraffic
BKJIIOYA€ B cebe 3p0o3yMiUTNil KOpUCTYyBaueBi
iHTepdeiic, KUl JIETKO HACTPOITH Ta MOKa-
3y€ CTaTUCTHKY poOOTH Mepexi y BUIIIAAL
rpadikis 1 mudp.

3 4ucrna  pO3MISHYTHX — [POrpam-
aHaJIi3aToOpiB MepekeBoro Tpadiky XoTinocs
0 Buaumutu Wireshark, sika mae OGuibiry Kisib-
KICTh (DYHKIIOHAJIBHUX MOJIMBOCTeH. JlaHa
IporpaMa HaJae MOXJIMBICTh aHaJi3y Mepe-
KEBUX MAaKeTIB 1 po30ip MepexeBUX MPOTO-
KOJIIB OyJb-SIKOTO PIBHS, a TaKoX 1HQopma-
TUBHUI po30ip BChOro Tpadiky, MO MPOXo-
JITH B MEPEXKi, BUKOPUCTOBYIOUHA MEPEKEBY
KapTy B pexxumi promiscuous mode. 3natHuit
aHaJi3yBaTH CTPYKTYPY BCiX JOCTYITHHX Me-
PEeKEBUX MPOTOKOIIB 1 3/11HCHIOBATH iX (isib-
TpAIlifo 32 KOHKPETHUMH TTapaMeTpaMH.

Jlnst 3miliCHEHHS TIOBHOIIIHHOTO aHai3
MepeXeBOro Tpadiky JIOKATLHOT MEPEXI 3 BH-
KoprcTanHsM wireshark, HEOOXiTHO BHKOHATH
HACTYITHI JIii: 3aIyCK 1 HACTPOIOBAHHSI MPOTpa-
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mu a”amizaropa Wireshark; 3axorenns tpadi-
Ky, TEepernii 3axOIyieHoro Tpadiky; aHai3
3aXOIUICHUX MMaKEeTIB; aHali3 MPUCYTHIX MPOTO-
KOJIiB; 3HAXO/DKCHHSI IAKETIB 3 TIOMHJIKAMHU,
Teono3ilis ip JUKeper; MmepexoruieHHs (aiinis,
0 CKayaJld 3 3aXOIUIeHOro Tpadiky; BiIHOB-
JICHHSI BBEJICHUX JIOTIHIB 1 IApOJIiB.

[Ticist 3amycKky Ta HalAIITyBaHHS IPO-
rpamu ananizaropa Wireshark axruByemo 3a-
XOIUICHHSI MEPEKEBOT0 TpadiKy JIOKATLHOT Me-
pexi. [Iporpama anamizarop Wireshark Gesre-
PEPBHO BiF0Opaykae Oep)KyBaHI MAKETH 3 Me-
pexeBoro iHTepdeiicy. s 3miiicHeHHs edek-
TUBHOTO aHai3y, HEOOXITHO MpaIfoBaTy 3 3a-
XOIUIEHUM Tpa(ikoM B TTaCHBHOMY PEXHUMI.
HeoOxinna indopmariis 1711 BAKOHAHHS HACTY-
ITHUX KPOKIB aHaJIi3y Mpe/ICTaBIeHa B TOJIOBHIM
naHeni intepgericy mporpamu Wireshark, B
SIKI 3HAXOJSITHCS OCHOBHI JIaHI PO 3aXOIlie-
HUX nakeTaXx. OCHOBHI JIaHI MEPEKEBHX IaKe-
TiB B rosioBHii maneni (puc. 1): NO - mopsiako-
BHIi HOMEp 3aXOIUICHOrO Makera;, TiMme - dac
3aXOIUICHHSI TTaKeTa B CEKyHIax; SOource - me-
pexeBy ajpecy Bianpasauka; Destination - me-
pexeBy azpecy onepxysaua; Protocol - nporo-
KOJI, I1I0 BUKOPHCTOBYEThCsT; Length - momkuHa
nakeralnfo - iHdopmarist po 3axorieHOMY
TIaKETi.
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Puc. 1 Tndopmartist mpo 3axoryieHi makeTu
Jnst anamizy HEOOXimHO BimoOpa3uTu
CTaTHCTUYHI JIaHi MO 3aXOIUICHOMY MepeKe-
BOMy Tpadiky B Tabiu. 1, mob omepyBaTu
UMY 3HAYEHHSIMHU B HACTYITHUX €Tamax BH-
KOHAHHSI aHaJI3Yy.

Tabnuys 1. CTaTHCTHYHI JaHI 3aXOIl-
JIEHOTO Tpadiky

XapaKkTepucTukKa 3HaueHHA

First packet/ITouarox
3aXOILICHHS

2017-09-13 23:23:24

Last packet/ OcranHiit

. 2017-09-13 23:59:51
3aXOIUICHUH MaKeT

Elapsed/Yac  3axom-
JICHHSI, XB.

00:36:28

Packets/3axorenHi
[MakeTu

75133

Packets  size/Po3mip

BCIX ITakeTiB, MOaiT 68 Mb

Average kbytes/s / Ce-
peIoHs MIBUAKICTH Ia-
KETiB

67 kbytes/s

Average kbits/s / Ce-
peIHS NIBUIKICTH

538 kbit/s

Bukopucrannus Wireshark mae mosxiu-
BICTh OTpUMaHHs iH(OpMaIli Tpo Po3moaiI
Tpadiky, HEOOXimgHOTO IS IHTepHpeTarii
MpOTOKOJIB. [ 1IbOTO HEOOXITHO BIOPSII-
KyBaTH BeCh 3aXOIUICHUN Tpadik 3a HasBHIC-
TIO PI3HUX MPOTOKOJIIB Ta TPEACTABUTH 1€ Y
Tabsn.2.

Tabauys 2. IlpoTokonu, sKi
TaHl B 3aXOIJICHUX MaKeTax

BHKOpHUC-

Protocol | Packets/ | Packets Avera-
/Mporo- | IMakern, | Size ge
KOJI kbit byte/ kbits/s/

Po3mip Cepe-

BCIX THS

[TaKETIB LIBUJI-

KICTh
Ipv6 796 72940 591
Ipv4 60635,7 | 6600731 534
UDP 678 107824 873
DNS 504 99700 808
TCP 16426,3 | 63665319 | 534
HTP 820 548548 444
ARP 5273 315822 456
Bceroro 75133 71303168
naketiB | Byte

Jis Bi3yaJbHOTO MpeJCTaBICHHS 3a-
XOIJICHUX MaKeTiB HeOOX1AHO BUKOPHUCTOBY-
BaTH Takui iHcTpymMeHT sik Wireshark 10
Graphs, B sikoMy MOKHa BIZJOOpa3uUTH MOSBY
3aXOIICHUX MAKETIB B 3aJI€KHOCTI BiJ YChOTO
yacy 3axoruieHHs (puc. 2). Ha nanomy rpadi-
Ky IpeJCTaBleHa MOosBa IMaKeTiB, SKi BiJHO-
CATBCS IO YOTHPHOX OCHOBHHX MPOTOKOJIB




Mmepexi. Ha rpadiky BuaHO, 1m0 OUIBIIICTH
[aKeTiB HalleKaTh mpoTokouy ip [7]. He Bak-
KO M00auuTH, M0 3aXOIUICHHS IMAaKEeTiB Ha
KOHKPETHOMY TPOMIKKY 4acy HEpiBHOMIpHE,
a cTpHOKOIOIIOHE, TTOSICHIOETHCA 11€ THUM, 110
MIBUJIKICTh 3'€IHAHHS 3 MEPEXKEI 1HTEPHET
HE MMOCTilHa.

VY mporieci aHaiizy MepekeBoro Tpadi-
Ky JIOKQJIbHOT MEpexi 3a JOMOMOTOK CHCTe-
MHOT'O iHCTPYMEHTY MO’KHA BU3HAYUTH HAsB-
HICTh TIAKETIB 3 MOMHIKaMu abo Tormepe-
JOKeHHIMH |5, 6]. JIist mporo icHye cneriaib-
HUI 1HCTpyMeHT, nependadenuii Wireshark.
Expert Information - sxypHan B skomy Bigo-
OpakeHi TOMMJIKH, TOTIEPEHKEHHS, MPUMIT-
KU, BUKJIMKaHI MEPEKECBHMHU «QHOMAITiSIMIE.

(puc. 3).

Wireshark 10 Graphs: diplom

s Smoothing
L Packets/s None
u Packets/s None
Line Packets/s None
u Packets/s None

Puc. 2 I'padiune npeacraBiieHHs
3aXOIJICHHS TTAKEeTiB

Severity Group Protocol Count

Warn Undecoded SSL 6

Warn Sequence ce M

Warn Protocol SSL 2608

Warn Malformed JFIF (JPEG) image 46

Wam Protocol XML 3

Note Malformed HTTP 80

Note Sequence Tce 4130

Note Sequence SSL 91

Chat Sequence Tcp 3305

Chat Sequence HTTP 82
‘ ’
No display fiber set.

Search: Show.., ¥

Puc.3 Expert information
OaHMM 3 KOPUCHUX IHCTPYMEHTIB B
Wireshark € Geolp Database. [lanuii iH-
CTPYMEHT JO03BOJISIE JOAATH JIOJATKOBY iH-
¢dopmariro 1o 3axoruieHuM naketam. Jlonat-
KOBOIO 1H(opMalli€ro 0yjie TPUKPIMIIEHHS 10

KO)KHOTO 3axOIJICHOTO MakeTy iHdopmarii
npo ip ajgpecy, a came HOro micue posrairy-
BaHHA Ha KapTi. Lle mae moxuBicTh Ii3Ha-
TUCS 3BiIKM OYyB OTpUMAaHUIl MakKeT, 3 SKOi
KpaiHW, ajpeca, BIACHHUK ip agpecu i Horo
MicCIIe po3TallyBaHHs Ha KapTi.

BucHoeku

B pesynbrarti gociimkeHHs Oyio mpo-
BEJICHO OTIJISAJ MPOTPaMHUX CHidepiB Mmepe-
xeBoro Tpadiky. Byno Bu3HadeHo iX xapak-
TEPUCTUKHM Ta MPUTAMaHHI IM OCOOJIMBOCTI.
byB 3po0iieHnii aHaiiz MepexxeBoro Tpadiky
JIOKaJIbHOI MEPEKi 3a TOMOMOT0I0 MPOTrpaMu
Wireshark, sixa B xoxai aHamizy Oymna BU3HA-
YeHa SIK Ta, 10 Ma€ HaiOuIbIne QyHKIIIOHA-
JHHUX MOXIIMBOCTEH. A came. MOXKIUBICTb
¢ikcarii makeriB B MEpPEKEBOMY CETMEHTI;
po3mudpoBKa MaKeTiB; 3aXOIIeHHS Tpadiky
B peallbHOMY 4aci, MiATpUMKa OaraThox
MIPOTOKOIIIB; 30€peKeHHs TammoB Tpadiky;
¢inbTpamis TakeTiB; HAJaBaTH CTATUCTHKY
po Tpadik.
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